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Abstract

This article describes the architecture of a typical mobile health
application. Anyoneusingthesystemcansettheirownpersonalizedprivacylevel.Thisarticledescribeshowsocia
Inetworkingcommunicationscanbemademoresecureandprivateinamulti-

cloudenvironment,especiallyformedicalapplications.The purpose of this study is to present a practical
approach for extracting individual-level AH from GSV data. We have developed an entirely new
hierarchical deep learning method that can identify AH based on global and local visual features. The
objective of this study was to present a practical technique for separating individual-level BP from GSV
data. To determine AH using global and local visualization features, we created a new hierarchical deep
learning system. Thesesystemsbecomemorevulnerabletohackingastechnologyadvances.The research
presented in this white paper aims to show the feasibility and utility of artificial intelligence-based
hierarchical deep neural network models to protect data in motion. A new aspect of this research is the
synergistic formation of multiple clouds using different complex models, which shortens the formation
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time and increases the accuracy of detecting unidentified attacks. receive. Asaresult, the
core cloudmodelconverges much lesstime(6-8)andfarfewerepochsthantheboundarycloudmodel, which
takes 35-40epochstotrain.Extensiveevaluationhas demonstrated
that theMUSEsystemcantrainhugemerged models
faster thanindividuallybuiltunmergedmodelsonthemaincloud.Afteraseriesofruns,wefoundthatthecombin
edmodelreducedtrainingtimebyanaverageof26.2%.

Introduction

Using interpretation, visualization, and statistical modeling, social network analysis (SNA) seeks to
understand the underlying social structure of social networks. Patterns in a collection of connected
items, such as people, can be studied and displayed using the many components that make up social
data. SNA has emerged as a very active research topic, with many individuals and organizations devoting
time and resources to it. According to many researchers1-4, the SNA approach examines structures in
attitudes, behaviour, and consequences among individuals, groups, and organisations. According to
Hatalal, the steps involved in implementing SNA are choosing the type of analysis, determining network
relationships using theoretically plausible metrics, and collecting network data, measuring relationships,
and attribute information that actors relate to, Analyze network data, create descriptive indexes, and
present network data.
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Fig 1 Study of Social Networks and Healthcare Communications
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However, the recent increase in corpus size and variety of domains and subdomains has made automatic
classification difficult. Research areas that had only a limited field of view five years ago are now
expanding rapidly and attracting strong interest. There are many fields, including biology (such as
CRISPR-CA9), materials science (such as chemical programming), and health, are seeing this expansion in
subfields (e.g. precision medicine). With the expansion of sub-subjects, it is important to organize
documents by both the main subject and all related sub-subjects, rather than simply labeling them by
subject. Hierarchical taxonomy is used here.

Critical service systems such as smart grids, next-generation healthcare, smart transportation, and
utilities are gradually implementing loT sensors and actuators, multi-cloud and virtual computing.
network functionalization (NFV) [1], [2]. We call these next-generation systems to contrast them with
older services. Advances in technology have obvious advantages, but they also expand the attack surface
of targeted services, increasing the opportunities for adversary attackers to mount devastating attacks
against these systems. According to a recent study, 75% of healthcare facilities worldwide face attacks
[3]. US and UK cyber organizations issued warnings in May 2020 that hackers were taking a broad
approach to sabotage research on the coronavirus (Covid-19) [4]. A survey of attacks on major utilities
found that 56% of respondents reported having been attacked at least once in the last 12 months,
resulting in data loss[5].

An organization's effectiveness in achieving specific goals is assessed using a maturity model. It may also
help companies identify where their processes are good and where they are not. A tool called the
Cybersecurity Maturity Model allows you to compare similar companies within your industry and track
progress made over time as a result of integrating security into your organization's tactical and strategic
work processes. increase.

Most current cybersecurity maturity models are based on assessments of compliance with cybersecurity
policies and regulations, or estimates of network, vulnerability risk, and intrusion detection are examples
of some (SI) components [4, 5].And still, these evaluations approaches cannot accurately represent a
healthcare organization's overall security posture evaluating the performance of individual IS
components, and adherence to standards alone does not provide objective assessment results.
considered ineffective. These discrepancies prevent its use as a model to generate reliable and
measurable results [9]. Each healthcare institution's security posture creates transparency and builds
trust among participating organizations so that interconnected healthcare systems can communicate
effectively without compromising overall system security. should be well known using cyber security
metrics.

RELATED WORK

Property abandonment in Buffalo, New York was predicted by Yin and Silverman (2015) using field data
and GIS data. The abandonment and destruction of a heritage city in the United States was examined
using cross-sectional models in this study.
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Kumagai et al. (2016) used basic Bayesian utility data (fire hydrant data) to model housing
abandonment. The link between closed faucets and vacant and abandoned houses has been
confirmed. However, due to differences in data accessibility and quality between different cities, systems
using topographic data are limited when applied to a wide geographic area. large (Deng and Ma, 2015).
In two surveys, researchers used remote sensing data to determine the abandoned status of an
individual dwelling by characterizing its physical characteristics (Deng and Ma, 2015; Zou and Ma, 2015;
Zou et al. Wang, 2020).

According to Boukerche, Yen, Hwang and others, security and privacy are the most crucial issues in
portable healthcare. Security is one of the most important concerns in mobile healthcare, and methods
such as two-way telephony are being explored to address health metrics. Mobile healthcare includes
telemedicine, data transmission, user mobility, and the use of wearable technologies (such as sensors
and implants). move.

In a recent study, Li et al.45 found that even if users are knowledgeable enough about privacy controls
and can change their privacy settings, social media information can still be leaked. rust. According to
Kilct and Henkolu46, there is a need for greater social awareness of privacy protection and the lack of
strong anti-cybercrime laws also helps to reduce opposition to privacy issues. It is clear that society
needs mobile healthcare solutions, especially for older people who prefer to travel in an emergency.

Methodology Cloud security guidelines and best practises for the healthcare industry

Because they are reactive in nature, standards, guidelines, and the concept of best practises is not new.
There will always be a lag between deciding something is necessary and actually putting it into practice,
which can take years. Due to the different goals of many countries, this can widen the implementation
gap , it becomes a bigger problem for international standards. The problem is exacerbated by the
technological environment such as cybersecurity and especially by rapidly changing technology such as
cloud technology. However, in addition to rapidly changing technology, the threat environment is also
changing rapidly [10].
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Figure 2. An overview of the medical system.
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A summary of the system is presented in Figure 2, outlining potential interactions between system
components to show the overall composition of the system.
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Fig. 3. AH detection by Street View images using hierarchical deep learning in workflow.

In this study, we developed a new deep learning hierarchical classification technique to distinguish AH
images from GSV images (Figure 3). Global-level features and local-level features were extracted
simultaneously using a scene-based classifier and a patch-based classifier, respectively, after data
collection and pre-processing. A basic deep CNN model was trained as the basis for the scene-based
classification procedure. Patches have been pre-generated and classified into three categories for patch-
based classification:construction, vegetation and others. Construction land and vegetation were used to
train two deep CNN models to separately identify degraded construction land and overgrown
vegetation. The hierarchical classification of texts is the main contribution of this study. Traditional
multi-class classification techniques can work well for a limited number of classes but will suffer as the
number of classes increases, like with hierarchically classified documents. By creating designs that
specialize deep learning techniques at each level of the document hierarchy, we address this in our
hierarchical deep learning model (for example, see Figure 3. ).
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Hierarchical Deep Learning for Text (HDLTex) calculation

Our Hierarchical Deep Learning Architecture for Text (HDLTex) contains several deep learning models,
each of which is organised as follows:

8 hidden layers in DNN, each with 1024 cells.
RNN: 100 GRU cells with two hidden layers are used in this implementation, with LSTM.

CNN: The CNN has 8 hidden layers and filter sizes of 3, 4, 5, 6, 7, a maximum pool of 5, layer sizes of 128,
128, and a maximum pooling of 5, 5, 35. The following variables were applied to all models: Batch size is
128 and the learning parameters are 0.001., 81=0.9, 82=0.999, = 1e 08, decay = 0.0, Dropout=0.5 (DNN)
and Dropout=0.25 (CNN and RNN).

A. Evaluation
For the deep learning models, We employed the next cost function:

Acc(Xy,)
Acc(X) = X, Y perw,.wg Acc(Xy, ). nwk] (1)

Ko—1

where% is the hierarchy's level count, k is the number of classes for each level, and W is the number of
classes in the child level.

B. Optimization
In this study, we applied two different kinds of stochastic gradient optimization for the deep learning
models: RMSProp and Adam. Here is a description of these.

Optimizer for RMSProp: Below is a basic illustration of stochastic gradient descent (SGD):
0 < 0 —aVe(6,%;,v;) (2)
6 < 06— (v6 + aVe] (8, x5, yi)) (3)

In these equations, the learning parameter is J, the learning rate is a, and the objective or cost function
is J(9, xi, yi). The definition of the update history is y €(0,The equation shows how SGD uses the impulse
term with the rescaled gradient to update the parameters (3). The problem with sparse gradients is that
this optimization method does not perform bias correction.

Adam Optimizer: As illustrated below, Adam is a different stochastic gradient optimizer that really only
takes into account the gradient's first two moments, v and m.

oa  ~
00— Torcm (4)
Where
9ie = V) (01, x1,¥1) (5)
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me = Pimeg + (1= B1)gie (6)

Ve = Paver + (1 — .BZ)giZ,t (7)

The first and second moments in these equations are denoted by m: and v;, respectively.

Table 1.Compare this survey to the current composite framework for choosing cloud services.

Criteria CloudGenius CloudRecommender | Dastjerdi et.al Proposed
approach

Matching AHP SQL semantics FCB8JGA + cost | SievinglGA +

methods utility

Dynamic No No No Yes

matching

Framework CumulusGenius | CloudRecommender | CloudPick CloudService
Broker

Application Multi-tier Multi-tier Multi-tier Scientific

scope workflows

SLA Synthetic Real Real Real

metrics/pricing

Evaluation Time complexity | Cost +Time | Cost +Time | Cost + QOS +

criteria complexity complexity Time complexity

Ontology-based | No Yes Yes Yes

Table 2 Multi-Cloud matching algorithm.

Parameters Description

Request VM=(vmy,......... ,vms) Requirements for various
computing services

ST=(sty,......Sty) the set of b compute
services requested

S=(s1,......,5n),5=VM UST A collection of n component
services forming a composite
requirement

E={es;s;)S:, Sj € S} collection of all f edges
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connecting n services

L={Iat(esisj)sl-, S;€ES

A collection of edge latencies

Qr ={q:1(M)--.....  qm(T)}

A group of m mandatory QoS

values
Cr={Cyn (1), (Cs¢ (1), Cerr (1)} | Maximum  payment  for
computing power, storage

and data traffic

D={dg:, dir Storage requirements and
amount of data
T Deployment time (lease)
Provider P={py------ , p1} List of potential laaS
providers
Qpj = {01 (@) qm(pj) Measured QoS metrics for
provider p;
Cpj Pricing policies for provider
= {Com(P)), Cst (Pj)clr (pj) bj
Candidate X={x=@s; = p1ilsi A collection of potential

€ S,p] € Pl

service configurations

Qe = 1q1(x), ..., gm (X))

Service configuration QoS

value set

Cx = |eym (%), €5t (%), cr (X))

total consumption cost of
the composition x

Finding a service configuration that minimizes deployment costs and best meets the QoS requirements
of all users is a multi-cloud matching problem. We presented a mathematical model for formulating this
multi-objective NP-hard optimization problem. The latter serves as a model for configured Matching
algorithms' input parameters include service demands, cloud providers, and potential service
configurations.. Table 2 contains descriptions of the model parameters.

Design time Runtime
] [} i
Provigioning
Discovery
Requast Maizh
>meuh!in,.,>> Ilnrfl?:rlng>> Making >>De1ﬂnymnl>> Execution Terminatian

Fig. 4. Multi-Cloud brokering life cycle.
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We made the following traffic assumptions for our application requirements in order to be able to
transfer data across the necessary services during runtime:

Assumption 1:
The user gets paid only for her internet traffic from the cloud.
2. Assume data transfer within the same provider is free.

3. Assume that the total amount of data stored by all requested storage services is equal (data is
replicated). 4. Suppose data is sent in both directions between two connected nodes.

5. Assume equal shares of connected clouds in the desired data flow.
Our mathematical approach allows us to formulate the matchmaking problem as follows:

max th(x),av(x) with th(x) = th(r) Aav(x) = av(r)
minrt(x),lat(x) withrt(x) <rt(x) Alar(x) < lat(r) (8)
min C,(T) with C,(T) < C,(T)

Where Qx = rt(x), th(x), av(x), lat(x) represent the set of minimum or maximum values permitted and Qr
= rt(r), th(r), av(r), lat( r) represent the aggregated SLA values for response time, throughput, availability,
and latency of composite service x. The former is determined as shown in Table 3 by using the
aggregation functions given in [15] and the relevant values in the component services, where the data
transfer charges are denoted by the symbol Cx(T). With the above mentioned assumptions, Cx(T) can be
calculated as follows

a skslek:tl

r *C e
Ce(T) =T 2 com(vm;) + dgp * 2 cor(st;) + Z tr( Sks1)
=1 €e€E
(9)
_ (Cr(Pm) + cer(pn) if m#*En
Ctr(esksl)skSzﬁpmpn _{ v :)n e else (10)

where Cr(T) means the total user budget for the usage period T and pm, pn€ P denote the cloud provider
sk and s € S allocated for the requested service. The formula is:

where pm, pr€ P denote the Cloud providers allocated respectively to the requested services sk, s/ € S.
Cr(T ) denotes the total user budget for the period of usage T. It is calculated as follows:

Cr(T) =T * (a*com(r) +b*dg * s (r) + dey * € (1)) (11)
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A weighted scoring algorithm is used to describe the user's preference for SLA features that do not work,
but all functional requirements like sifting must be met. Use the following formula to calculate customer
I's benefit from consuming potential multi-cloud federation service x over time T and ensuring quality of
service Qx.

Uix(Qx, T) = Cri(T) * Fi(Qx) — Cx(T) (12)

where Fi(Qx) is the customer merit function and C«(T) is the total cost of using the service (see Equation
9). Cx(T) reflects a customer I's greatest willingness to pay over a period T for "perfect" service quality.
Here is the explanation.

Fi(Qx) = X7%1 4i(a;) * fi(q)) = [0,1] (13)

where i(q;) and fi(g;) for mj=1 and i(q;)=1 represent the relative weighting and adjustment function of
consumer | to SLA feature qj respectively. Each evaluated SLA attribute maps to exactly one real value
between [0, 1]. by the fitting function. where 1 indicates the ideal expected SLA value. It's a potential
cloud service configuration, practical, and offers the best usage value.

Uigpeimar (@ T) = Max Ui (Qx, T) (14)

where X is a collection of potential configurations of cloud services (solution space). As a result, the
matchmaking problem is to find the cloud configuration that gives the user the most benefit.

Table 3. Social media privacy and security issues.

Key Data Security Challenges in Social Networks Top Privacy Concerns on Social Networks
1.Corporate impersonation 1.Privacy of user personal space
2.Customer scams 2. User identification

3 Traffic hijacking 3.User communication

4 Watering hole phishing and malware

5.Account takeover

6.Information leakage

7.Click bait attacks

The Social media privacy and security issues such as Key Data Security Challenges in Social Networks and
Top Privacy Concerns on Social Networks and Validation Datasets 1 and 2 Performance of a hierarchical
deep learning system in different confidence zones are shown in table 3 and 4.
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Table 4.Validation Datasets 1 and 2 Performance of a hierarchical deep learning system in different

confidence zones.

Number of images % (95%
Cl)
Datasets | Regions True False True False Sensitivity | Specificity
Positive | Negative | Negative | Positive
Overall 2770 114 3210 207 0.9605 0.9394
region (0.953- (0.931-
0.968) 0.947)
validation | Reliable 2019 48 2455 55 0.9768 0.9781
dataset 1 | region (0.970- (0.972-
0.983) 0.984)
Suspicious | 751 66 755 152 0.9192 0.8324
region (0.900- (0.808-
0.938) 0.857)
validation | Overall 592 27 1265 80 0.9564 0.9405
dataset 2 | region (0.940- (0.928-
0.973) 0.953)
Reliable 493 8 929 17 0.9840 0.9820
region (0.973- (0.974-
0.995) 0.991)
Suspicious | 99 19 336 63 0.8390 0.8421
region (0.772- (0.806-
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Figure .5 Graphs showing Receiver Operating Characteristic (ROC) curves derived from validation
datasets 1(a) and 2 using the hierarchical deep learning system (b).

We evaluated the performance of the proposed HDLS using validation dataset 1. The receiver operating
characteristic (ROC) curve is shown in Figure 5 Area under the ROC curve (AUC) is 0.981 (95% Cl, 0.978-
0.985), as can be seen. Approaches sensitivity and specificity were 96.1% (95% Cl, 95.3-96.8%) and
93.9% (95% Cl, 93.1-94.7%, respectively). , when the threshold is set at 0.8, as shown in Table 4.
Evaluation of the effectiveness of the corresponding HDLS method in the reliable and problematic
regions. Compared with results in the doubtful region, the sensitivity and specificity in the confidence
region can reach 97.7% (95% Cl, 97.0-98.3%) and 97.8% (95% Cl). , 97.2-98.4%). However, the sensitivity
and specificity could still be 91.9% (95% Cl, 90.0-93.8%) and 83.2% (95% Cl, 80.8-85.7%) in the suspect
area.
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Figure 6. A hierarchical deep learning approach was used to test thetrain, test, and train accuracy as well

as test accuracy of edge clouds 1, 2, and 3 of a multi-cloud healthcare system.

In addition, the researchers found that to complete the process within the two-day rental period, more

than 30 virtual machines were required; If this requirement is not met, the user will be charged for the

additional time required. The actual makespan differs from the theoretical one due to the overhead

created by the file transfer, especially when multiple virtual machines are involved in the aggregation

service. Figures 6 and 7 illustrate how edge clouds 1, 2, and 3 of a multi-cloud medical system are tested

for instruction loss, test loss, training accuracy, and test accuracy when using hierarchical deep learning.
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Epochs

Train-loss = 4.697, Test-loss = 1 7.595,
Train-accuracy = 0.993, Test-accuracy = 0.995
{a) Edge cloud 1

Epochs

Train-loss = 8.526, Test-loss = 8.661,
Train-accuracy = 0.986, Test-accuracy = 0.985
(b) Edge cloud 2

Epochs
Train-loss = 7.418, Test-loss = 6.715,
Train-accuracy = 0.993, Test-accuracy = 0.992
{c) Edge cloud 3

Fig. 7 Augmentation In a hierarchical deep learning technique, edge clouds 1, 2, and 3 of a multi-cloud
medical system show training loss, test loss, training accuracy, and test accuracy. check.
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Conclusion

This work aims to provide a technique that can be used to extract individual-level AH from GSV data. We
have developed a completely new hierarchical deep learning technique that can detect AH based on
global and local visual features. Data collection from loT devices, analysis and storage across multiple
clouds, and virtualization of communication components are on the rise. As technology advances, these
systems become more vulnerable to hacker attacks. The purpose of the research described in this article
is to demonstrate the feasibility and use of hierarchical, sparse deep neural network models based on
artificial intelligence for data-in-motion security. The result is faster training times and more accurate
detection of unconfirmed attacks. The core cloud model converges in much less time (6-8) than the
boundary cloud model, which takes 35-40 epochs to train, and uses much less data. A comprehensive
evaluation shows that the MUSE system can train large merged models faster than independently built
unmerged models on the main cloud.
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