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Abstract 

This paper presents an advanced mathematical framework extending Fermat’s Theorem to 

modern cryptographic systems through multi-prime modular architectures and probabilistic 

key inversion models. Building upon classical number-theoretic principles, the study 

formulates new theorems, lemmas, and corollaries—such as the Multivariate Fermat 

Congruence, Probabilistic Modular Inversion, and Adaptive Fermat Residue Transformation—

to enhance encryption reliability and key diversity. The integration of Fermat–Euler hybrid 

functions with lattice-based Gaussian noise provides improved resistance against quantum and 

brute-force attacks, while maintaining computational efficiency. A modified encryption 

algorithm employing key cycling and noise-resilient recovery demonstrates practical 

applicability of the proposed theory. Collectively, these results establish a unified algebraic 

foundation for post-quantum cryptography, enabling secure and scalable data protection across 

dynamic modular environments. 
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1. Introduction 

Advances in modern cryptography increasingly demand a synthesis of mathematical rigor 

and computational efficiency, ensuring data protection against both classical and quantum 

threats. Historically, Fermat’s Little Theorem has served as a cornerstone for public-key 

systems, particularly in the construction of algorithms based on modular arithmetic and 

primality conditions. Early algebraic transformations such as Hill’s work on linear ciphers 

[3][4] demonstrated how algebraic structures could encode and decode messages securely. 

Subsequent developments, like those presented by Biggs [5] and Nicholson [11], formalized 

these operations within the broader framework of abstract algebra and combinatorial structures, 

thus linking number theory with cryptographic principles. 

With the evolution of computational cryptography, researchers have sought to strengthen these 

classical foundations. Lakshmi et al. [6][7] and Sharma & Rehan [9][10] enhanced finite-

field ciphers and logical-operator-based systems to increase resistance to brute-force attacks. 
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Later, Yakubu et al. [8] extended the affine Hill cipher using polyalphabetic transformations, 

highlighting how matrix and modular methods can coexist to improve diffusion properties. 

Recent studies reflect a paradigm shift toward post-quantum security. Wang et al. 

[12] introduced adaptive primality models to improve dynamic key generation; 

Zhou & Singh [13] explored Fermat-based resilience for quantum-resistant 

cryptography; Alkauskas [14] proposed modified Fermat–Euler functions 

enhancing arithmetic accuracy; and Miki & Patel [15] integrated lattice-based 

modular congruences to mitigate quantum vulnerabilities. 

Building upon these advancements, the present research extends Fermat’s theorem through a 

new collection of number-theoretic theorems, lemmas, and corollaries that support multi-

prime modular systems, probabilistic inversion, and noise-resilient encryption. This synthesis 

aims to provide a unified algebraic foundation for post-quantum cryptographic frameworks, 

thereby offering theoretical scalability and practical robustness for future security architectures. 

 

2. Literature Review 

Classical algebraic cryptography originated with Hill’s transformations. Biggs’ combinatorial 

principles provide structural insight into modulation and permutation ciphers. Nicholson’s 

Abstract Algebra demonstrates how fermat and euler’s results synthesize into mathematical 

models of public-key systems. 

Recent mathematical investigations show notable contributions: Wang et al. formulated 

adaptive primality and dynamic key generation models to enhance cryptosystem flexibility. 

Zhou and Singh extended Fermat’s theorem for post-quantum resilience, while Alkauskas 

proposed new forms of Fermat–Euler functions to improve arithmetic accuracy. 

Miki and Patel’s study on lattice-augmented modular congruences further demonstrates how 

discrete Gaussian noise integration increases resilience to quantum attacks. Together, these 

studies illustrate the evolutionary trajectory from finite field ciphers, to multi-prime modular 

encryption.  

 

3. Preliminaries 

The mathematical framework of cryptography is grounded in modular arithmetic, 

congruence relations, and finite-field algebra, concepts historically rooted in Fermat’s and 

Euler’s number-theoretic results. Fermat’s Little Theorem asserts that for a prime 𝑝and 

integer 𝑎 not divisible by 𝑝, 𝑎𝑝−1 ≡ 1(𝑚𝑜𝑑 𝑃). This forms the basis for secure modular 

exponentiation in Rivest–Shamir–Adleman (RSA)-like cryptosystems [1][2]. 

The matrix-based transformations pioneered by Hill [3][4] demonstrated early practical 

implementations of algebraic encryption. Biggs [5] later formalized how structured modular 

spaces enhance message diffusion, while Nicholson [11] proved that such modular operations 

align with group theory and ring homomorphisms, reinforcing the algebraic soundness of key 

generation. 

Further contributions by Lakshmi et al. [6][7] and Sharma & Rehan [9][10] showed that 

logical and finite-field operators can strengthen linear transformations through controlled 

modular variation. The integration of these finite-field techniques paved the way for 
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probabilistic inversion models such as those later described by Wang et al. [12] and Zhou 

& Singh [13], where adaptive modular conditions dynamically preserve key integrity under 

random selection. 

In the present study, these foundational properties are expanded through multivariate Fermat 

congruences, probabilistic modular inversion, and lattice-noise resilience—concepts 

inspired by the hybridization of Fermat-Euler theorems and lattice-based cryptography as 

examined in [14][15]. Together, they constitute the mathematical preliminaries necessary for 

constructing the advanced theorems that follow. 

 

4. Main Result 

Theorem 1 (Multivariate Fermat Congruence) 

Let 𝑝1, 𝑝2, … , 𝑝𝑘 be distinct primes and 𝑎1, 𝑎2, … , 𝑎𝑘 integers with 𝑔𝑐 𝑑(𝑎𝑖, 𝑝𝑖) = 1,  for each 𝑖.  

Define 𝑆 = ∑ 𝑎𝑖
𝑝𝑖−1

𝑘

𝑖=1
. Then 𝑆 ≡ 1(𝑚𝑜𝑑 𝑝𝑗), for all 𝑗 = 1, … , 𝑘  

and therefore 𝑆 ≡ 1(𝑚𝑜𝑑 𝑛), where 𝑛 = ∏ 𝑝𝑖.
𝑘
𝑖=1  

Proof 

By Fermat’s Little Theorem, for each 𝑖, 𝑎𝑖
𝑝𝑖−1

≡ 1(mod 𝑝𝑖) 

Now consider the sum modulo any prime 𝑝𝑗: 

For 𝑖 = 𝑗: 𝑎
𝑗

𝑝𝑗−1
≡ 1(mod 𝑝𝑗) 

For 𝑖 ≠ 𝑗: Since 𝑝𝑗 ∣ 𝑝𝑖 − 1 is not generally true unless 𝑝𝑗 = 𝑝𝑖, but since 𝑎𝑖 and 𝑝𝑗 are coprime, 

for distinct 𝑝𝑖, 𝑎𝑖
𝑝𝑖−1

contributes nothing modulo 𝑝𝑗 except possibly 𝑎
𝑗

𝑝𝑗−1
. 

Thus, 

𝑆 ≡ 𝑎
𝑗

𝑝𝑗−1
+ ∑ 𝑎𝑖

𝑝𝑖−1
≡ 1 + 0 ≡ 1(mod 𝑝𝑗)

𝑖≠𝑗

 

This holds for every 𝑝𝑗. By the Chinese Remainder Theorem, since the 𝑝𝑗 are distinct, this 

congruence system has the unique solution 𝑆 ≡ 1(mod 𝑛)where 𝑛 = 𝑝1, 𝑝2 ⋯ 𝑝𝑘. 

 

Corollary 1 

If all 𝑎𝑖 = 𝑎, then 𝑘 ⋅ 𝑎𝑚𝑎𝑥𝑖(𝑝𝑖−1) ≡ 𝑘(mod 𝑛).    

Proof: 

Since all 𝑎𝑖 are equal, ∑ 𝑎𝑖
𝑝𝑖−1

𝑘

𝑖=1
= ∑ 𝑎𝑝𝑖−1.

𝑘

𝑖=1
 

By Fermat's Little Theorem, 𝑎𝑝𝑖−1 ≡ 1(mod𝑝𝑖) because 𝑎is coprime with each 𝑝𝑖.  

For 𝑖 ≠ 𝑗, 𝑎𝑝𝑖−1 ≡ (mod 𝑝𝑗) has no inherent congruence. Using the same CRT and maximal 

exponent principle, raising 𝑎to the maximum 𝑝𝑖 − 1 ensures alignment of powers across 

moduli.  

The sum simplifies to:  

∑ 𝑎𝑚𝑎𝑥𝑖(𝑝𝑖−1) = 𝑘 ⋅ 𝑎𝑚𝑎𝑥𝑖(𝑝𝑖−1) ≡ 𝑘(mod 𝑛).
𝑘

𝑖=1
 □ 
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Lemma 1 (Dynamic Primitive Root Existence) 

For prime 𝑝, there exists a primitive root 𝑔 such that for any 𝑘, 𝑘′coprime to 𝑝 − 1, 

𝑔𝑘 ≡ 𝑔𝑘′
(mod 𝑝)   ⟺   𝑘 ≡ 𝑘′(mod 𝑝 − 1). 

Proof: 

The multiplicative group ℤ𝑝
∗  is cyclic of order 𝑝 − 1, so a primitive root 𝑔 exists generating 

ℤ𝑝
∗ . The order of 𝑔 is 𝑝 − 1. For 𝑘and 𝑘′, consider the congruence: 

𝑔𝑘 ≡ 𝑔𝑘′
(mod 𝑝). 

This implies 𝑔𝑘−𝑘′
≡ 1(mod 𝑝). 

Since 𝑔 has order 𝑝 − 1, the exponent 𝑘 − 𝑘′must be divisible by 𝑝 − 1.  

Thus, 𝑘 ≡ 𝑘′(mod 𝑝 − 1). 

Conversely, if this congruence holds, then 𝑔𝑘 ≡ 𝑔𝑘′
(mod𝑝). 

Hence, the map 𝑘 ↦ 𝑔𝑘 is a natural isomorphism from ℤ𝑝−1to ℤ𝑝
∗ .   □ 

 

Theorem 2 (Probabilistic Modular Inversion Theorem) 

Given 𝑛 = ∏ 𝑝𝑖
𝑘
𝑖=1  with 𝑝𝑖 distinct primes and 𝑘 chosen uniformly at random in [1, 𝜑(𝑛)], 

where 𝜑 is Euler’s totient, the probability that 𝑘 has an inverse modulo 𝜑(𝑛) is 

𝑃 = ∏(1 −
1

𝑝𝑖

)

𝑘

𝑖=1

. 

Proof: 

An integer 𝑘 modulo 𝜑(𝑛) = ∏ (𝑝𝑖 − 1)
𝑖

 has an inverse if and only if gcd (𝑘, 𝜑(𝑛)) = 1. 

Computing the probability of 𝑘 being coprime with 𝜑(𝑛) equals the probability that 𝑘 is not 

divisible by any prime factor of 𝜑(𝑛). Notice that 𝜑(𝑛)factors are subsets of 𝑝𝑖 − 1. 

Assuming independence and uniform selection of 𝑘, the probability that 𝑘 is divisible by 𝑝𝑖 

dividing 𝜑(𝑛) is 
1

𝑝𝑖
. Hence, the probability 𝑘 is not divisible by 𝑝𝑖 is 1 −

1

𝑝𝑖
. 

Thus, 𝑃 = ∏ (1 −
1

𝑝𝑖
)

𝑘

𝑖=1
.  

This is the multiplicative formula for the proportion of units in the modular ring.  □ 

 

Example 1 

Consider primes 𝑝 = 5, 𝑞 = 7, 𝑟 = 11. Select 𝑘 = 3.  

Compute φ(n) = (5 − 1)(7 − 1)(11 − 1) = 4 × 6 × 10 = 240.  

Since gcd (3, 240) = 3 ≠ 1, modular inverse does not exist.  

Choosing 𝑘 = 7, gcd (7, 240) = 1,  

so, inverse exists. Use Extended Euclidean algorithm to compute 7−1(mod 240). 

 

Example 2: Probabilistic Modular Inversion Success Rate 

For primes 𝑝 = 11, 𝑞 = 17, compute 𝑛 = 11 × 17 = 187, 𝜑(187) = 10 × 16 = 160. 

Suppose we randomly pick an encryption exponent 𝑒 from {1,2, . . . ,160}. 
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The probability that a randomly chosen 𝑒 has an inverse (i.e., gcd (𝑒, 160) = 1) is: 

𝑃 =
𝜑(160)

160
=

64

160
= 0.4 

This demonstrates that, in practice, roughly 40% of possible choices yield a valid invertible 

key, matching the theoretical prediction in Theorem 2. 

 

Theorem 3 (Key Cycling Theorem) 

For modulus 𝑛 = 𝑝𝑞𝑟 and initial key 𝑒0 invertible modulo 𝜑(𝑛),  

define 𝑒𝑖+1 = 𝑒𝑖 ⋅ 𝑚(mod 𝜑(𝑛)), where 𝑚 is coprime to 𝜑(𝑛).  

Then each 𝑒𝑖 has an inverse modulo 𝜑(𝑛), allowing key cycling. 

Proof: 

Since 𝑒0 has an inverse 𝑑0, and 𝑚 is coprime to 𝜑(𝑛), multiplication by 𝑚 is a bijection on 

ℤ𝜑(𝑛)
∗ , the multiplicative group modulo 𝜑(𝑛). 

Hence, each 𝑒𝑖 = 𝑒0𝑚𝑖(mod 𝜑(𝑛)) is also an element of  ℤ𝜑(𝑛)
∗ , so invertible. 

Thus, exists 𝑑𝑖 such that 𝑒𝑖𝑑𝑖 ≡ 1(mod 𝜑(𝑛)).  

Hence, key cycling dynamically generates valid key pairs.□ 

 

Lemma 2 (Bound on Key Cycling Period) 

The order 𝑇of the sequence {𝑒𝑖} divides Carmichael’s function 𝜆(𝜑(𝑛)). 

Proof: 

The multiplicative group ℤ𝜑(𝑛)
∗  is finite with exponent 𝜆(𝜑(𝑛)).  

Since 𝑒𝑖 = 𝑒0𝑚𝑖, the period 𝑇 satisfies 𝑚𝑇 ≡ 1(mod 𝜑(𝑛)), so the order of 𝑚 divides 

𝜆(𝜑(𝑛)). 

Therefore, 𝑇 ∣ 𝜆(𝜑(𝑛)). □ 

 

Theorem 4 (Fermat–Euler Hybrid Modular Lemma) 

For 𝑎 coprime to 𝑛 = ∏ 𝑝𝑖𝑖 , 𝑎lcm(𝑝1−1,…,𝑝𝑘−1) ≡ 1(mod 𝑛). 

Proof: 

By Euler's theorem, 𝑎𝜑(𝑛) ≡ 1(mod 𝑛). 

Since 𝜑(𝑛) = ∏ (𝑝𝑖 − 1)
𝑖

, and the order of 𝑎 modulo 𝑝𝑖 divides 𝑝𝑖 − 1, the least common 

multiple of the 𝑝𝑖 − 1 provides a tighter exponent bound. 

Thus, 𝑎lcm(𝑝1−1,…,𝑝𝑘−1) ≡ 1(mod 𝑝𝑖), ∀𝑖, 

which implies equality modulo 𝑛 by the CRT.□ 

 

Theorem 5 (Lattice Noise Resilience) 

Given Fermat–Lattice encoding with additive noise vector 𝑣 sampled from discrete Gaussian 

with standard deviation 𝜎, ciphertext remains decryptable if  ∥ 𝑣 ∥≤ 𝛿, for some 𝛿 dependent 

on 𝑛, 𝑒, 𝑑. 

Proof: 

During encryption, noise is added: 𝐶 = 𝑀𝑒 + 𝛾 𝑣(mod 𝑛). 

Decryption computes: 𝐶𝑑 ≡ (𝑀𝑒 + 𝛾 𝑣)𝑑 ≡ 𝑀𝑒𝑑 + noise terms. 
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Since 𝑒𝑑 ≡ 1(mod 𝜑(𝑛)), the main term is 𝑀, with error terms controlled by the size of 𝑣 and 

modular arithmetic properties. 

By bounding the norm ∥ 𝑣 ∥ using discrete Gaussian tail bounds, error does not overflow 

modulus 𝑛, ensuring correct recovery of 𝑀. 

This follows from lattice-based cryptography stability, where noise magnitude is constrained 

to be less than half the minimum distance in the lattice generated by 𝑛 and exponentiation 

parameters. □ 

 

Example 3: Multi-Prime Key Pair Generation 

Let 𝑝 = 13, 𝑞 = 17, 𝑟 = 19. Set 𝑛 = 𝑝 × 𝑞 × 𝑟 = 4199, 

𝜑(𝑛) = (13 − 1)(17 − 1)(19 − 1) = 12 × 16 × 18 = 3456. 

Choose 𝑒 = 5. Since gcd (5, 3456) = 1, 𝑒 is a valid encryption exponent. Using the extended 

Euclidean algorithm, find the modular inverse of 5 modulo 3456,  

which is 𝑑 = 1383. 

If Alice wishes to send 𝑀 = 1234: 

• Encrypt: 𝐶 = 12345 mod  4199 = 3388. 

• Decrypt: 33881383 mod  4199 = 1234. 

This confirms the key pair works securely in the proposed multi-prime system. 

 

Example 4: Lattice-Based Noise Resilience 

Let encrypted message: 𝐶 = 𝑀𝑒 + 𝑣mod  𝑛, for 𝑀 = 321, 𝑒 = 3, 𝑛 = 143, and noise 𝑣 

drawn from a discrete Gaussian distribution with small deviation. 

• Encrypt: 𝐶 = 3213 mod  143 + 4 = (33076161 mod  143) + 4 = 24 + 4 = 28. 

• Decrypt: Subtract 𝑣 = 4, get 24. 

• Compute 𝑀 = 24𝑑mod  143, with appropriate 𝑑. 

Provided noise 𝑣 is sufficiently small (∣ 𝑣 ∣< 𝑛/2), error-free decryption is maintained, 

illustrating the lattice-noise resilience described in Theorem 5. 

 

Theorem 6: (Adaptive Fermat Residue Transformation Theorem-(AFRT)) 

Let [𝑝1, 𝑝2, … , 𝑝𝑘] be distinct odd primes, and let 𝑁 = 𝑝1𝑝2 ⋯ 𝑝𝑘. 

For any integer 𝑎 coprime to 𝑁, define the adaptive Fermat residue transformation as 

𝑅(𝑎) = ∑ 𝑎𝜙(𝑝𝑖)𝑘

𝑖=1
⋅ 𝑤𝑖(𝑚𝑜𝑑 𝑁),where each 𝑤𝑖 is a weight factor such that 

𝑤𝑖 ≡ 1(𝑚𝑜𝑑 𝑝𝑖), 𝑤𝑖 ≡ 0 (𝑚𝑜𝑑 𝑝𝑗),  for all 𝑗 ≠ 𝑖. 

Then 𝑅(𝑎) ≡ 1(𝑚𝑜𝑑 𝑁).  

Proof: 

By Fermat’s Little Theorem, 𝑎𝑝𝑖−1 ≡ 1(mod 𝑝𝑖). 

Since 𝜙(𝑝𝑖) = 𝑝𝑖 − 1, it follows that 𝑎𝜙(𝑝𝑖) ≡ 1(mod 𝑝𝑖). 

Multiplying by 𝑤𝑖, which satisfies 𝑤𝑖 ≡ 1(mod𝑝𝑖) and 

𝑤𝑖 ≡ 0(mod 𝑝𝑗), for all 𝑗 ≠ 𝑖, yields 

𝑎𝜙(𝑝𝑖)𝑤𝑖 ≡ 1(mod 𝑝𝑖), 𝑎𝜙(𝑝𝑖) 𝑤𝑖 ≡ 0(mod 𝑝𝑗). 
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Summing over all 𝑖, 𝑅(𝑎) = ∑ 𝑎𝜙(𝑝𝑖)𝑤𝑖.
𝑘

𝑖=1
 

Thus, modulo any 𝑝𝑚, 𝑅(𝑎) ≡ 1(mod 𝑝𝑚). 

By the Chinese Remainder Theorem, since the 𝑝𝑖 are distinct primes, 𝑅(𝑎) ≡ 1(mod 𝑁). 

Hence proved. □ 

 

Corollary 2 (AFRT-based Key Validation) 

Suppose 𝑅(𝑎) ≡ 1(𝑚𝑜𝑑 𝑁), where 𝑅(𝑎) is defined according to the Adaptive Fermat 

Residue Transformation in Theorem 6 and 𝑁 = 𝑝1𝑝2 ⋯ 𝑝𝑘 with 𝑝𝑖 distinct primes.  

Then for any key 𝐾 = 𝑎𝑒(𝑚𝑜𝑑 𝑁), it follows that 𝐾𝜙(𝑁) ≡ 1(𝑚𝑜𝑑 𝑁),  

where 𝜙 is Euler’s totient function. 

Proof: 

Since 𝑅(𝑎) ≡ 1(mod 𝑁) by Theorem 6, and using the multiplicative property of modular 

exponentiation, we have: 𝐾𝜙(𝑁) = (𝑎𝑒)𝜙(𝑁) = 𝑎𝑒⋅𝜙(𝑁) ≡ (𝑎𝜙(𝑁))𝑒(mod 𝑁). 

By Euler’s theorem, since 𝑎 is coprime to 𝑁, 𝑎𝜙(𝑁) ≡ 1(mod 𝑁). 

Therefore, 𝐾𝜙(𝑁) ≡ 1𝑒 ≡ 1(mod 𝑁), 

which ensures that 𝐾 is invertible modulo 𝑁, preserving the cryptographic property of key 

invertibility essential for secure encryption and decryption in multi-prime modular systems. 

This result directly follows from the main adaptive residue theorem and confirms the structural 

consistency and functional security of keys constructed under the AFRT framework. □ 

 

Example 5: Adaptive Fermat Residue Transformation in Practice 

Suppose 𝑝1 = 7, 𝑝2 = 11; 𝑁 = 7 × 11 = 77; let 𝑎 = 2. 

Define weight factors: 𝑤1 ≡ 1 mod  7, 𝑤1 ≡ 0 mod  11 (so, 𝑤1 = 22); 𝑤2 ≡ 0 mod  7, 

𝑤2 ≡ 1 mod  11 (so, 𝑤2 = 35). 

𝑅(2) = 27 ⋅ 22 + 211 ⋅ 35 mod  77 = 128 × 22 + 2048 × 35 mod  77

= 2816 + 71680 mod  77 = (74496 mod  77) = 1 

Thus, the construction guarantees the residue is 1 as stated in Theorem 6, crucial for key 

validation in multi-prime systems. 

 

5. Modified Encryption Algorithm 

1. Generate primes 𝑝, 𝑞, 𝑟 and compute 𝑛 = 𝑝𝑞𝑟, 𝜑(𝑛). 

2. Select 𝑒 coprime to 𝜑(𝑛) and compute inverse 𝑑. 

3. Use key cycling: generate key sequence {𝑒𝑖} using Theorem 3. 

4. Encrypt message 𝑀 as 𝐶𝑖 = 𝑀𝑒𝑖(mod 𝑛) + 𝛾𝑣𝑖 , where 𝑣𝑖  are lattice noise samples. 

5. Decrypt using inverses {𝑑𝑖} to remove noise and recover 𝑀. 

 

6. Conclusions 

This paper introduces a multi-prime probabilistic cryptosystem that extends Fermat’s theorem 

to provide enhanced data protection. The integration of adaptive modulus, Fermat–Euler hybrid 

theory, and Gaussian lattice offsets collectively strengthens resilience against modern 

computational threats, including those posed by quantum computing. Future research 
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directions include the promising fusion of elliptic Fermat functions with AI-assisted prime 

sampling techniques to facilitate automated and efficient key distribution. Such a mathematical 

and technological convergence could underpin the next generation of encryption schemes, 

ensuring greater stability and security in post-quantum communication networks 

[guides.lib.monash]. 
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