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Abstract

Many industries have changed due to the quick spread of IoT devices, which have improved
efficiency and connectedness. But this increase has also brought up serious security flaws,
which makes IoT networks a prime target for hackers. The creation of Al-powered intrusion
detection systems (IDS) designed especially for Internet of Things contexts is examined in this
overview of the literature. These systems may examine enormous volumes of data produced
by IoT devices by utilizing machine learning algorithms, spotting unusual patterns that may
point to security breaches. The paper evaluates the efficacy of current machine learning
methods in real-time anomaly detection and response by classifying them into supervised,
unsupervised, and reinforcement learning approaches. Along with cutting-edge strategies like
feature selection and hybrid models to improve detection accuracy with the least amount of
resources, the main challenges such as computational and energy limitations are also covered.
In the end, this assessment emphasizes the need for a system of many levels of protection that
not only address current threats but also anticipate challenges posed by evolving cyberattacks
techniques. By combining knowledge from current research, the results hope to guide the
development of more resilient and flexible Al-powered intrusion detection systems, assisting
in the safe deployment of IoT networks for a range of applications.

Keywords: Machine learning, cybersecurity, anomaly detection, Internet of Things, and
intrusion detection system.

1. Introduction

In addition to enabling seamless connectivity between devices, networks, and systems, the
Internet of Things' (IoT) rapid expansion has revolutionized industries by promoting digital
transformation in domains such as industrial automation, smart cities, and healthcare. However,
there are now serious security problems brought on by the widespread use of weak devices [1-
4]. Because of their interconnection, IoT networks are vulnerable to a range of cyberthreats,
including as malware, botnets, Distributed Denial of Service (DDoS) assaults, and
unauthorized data access.an attacker might use to cause disruption or profit [5-8]. The Internet
of Things is advancing the idea of connectedness among common objects and bringing about

important changes and technological improvements. As the number of objects connected to the
Internet keeps growing, the concept of the Internet of Things has significant implications for
people, businesses, and society at large. Because of its powerful real-time applications, IoT is
gaining attention from both corporations and academia, which makes it more important to
understand the entire field. However, as security issues have grown, so too has the need of
safeguarding the IoT ecosystem. To fully benefit from this innovative concept, adequate
security measures are required because the increased exposure of devices and information
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increases the risk of assaults. [9—14]. The dynamic, resource-constrained, and widely dispersed
nature of IoT networks poses a challenge for conventional intrusion detection systems (IDS),
which have been essential in protecting IT infrastructures, as these networks are especially
susceptible to sophisticated cyberattacks [3, 13—16]. Machine learning (ML) and artificial
intelligence (AI) have emerged as promising technologies to improve detection accuracy,
scalability, and adaptability in spotting dangerous activities within IoT ecosystems solutions,
given the shortcomings of traditional IDS [17-20].

Although IoT security technologies have advanced, there is still a significant research gap in
creating intelligent, adaptive IDS that can successfully thwart complex zero-day attacks and
lower the high false-positive rates that are typical of IDS solutions for IoT networks today [13,
21-24]. Conventional IDS models are insufficient against sophisticated and quickly changing
threats that might evade static detection techniques because they frequently rely on rule-based
techniques that rely on predefined attack signatures [23—28]. Furthermore, traditional Due to
the enormous amounts of heterogeneous data produced by IoT networks from various devices,
IDS models that aren't suited for processing and analyzing large data in real time encounter
challenges [17, 27-29]. Investigating is the aim of this literature study , how Al and ML-based
IDS might improve detection capabilities and offer more flexible security measures for IoT
networks in order to overcome these constraints [1, 13, 19, 32].

With an emphasis on important topics including IoT architecture, security issues, and the
current threat landscape, The purpose of this paper is to offer a thorough analysis of Al-
powered intrusion detection systems for Internet of Things networks [3, 19, 31]. The IoT threat
landscape and the shortcomings of existing security solutions are examined after first
examining loT network architecture and the security issues that surround it [4, 10, 11, 34]. The
significance of machine learning in improving the efficacy of intrusion detection systems is
then examined in the review, with particular attention paid to many machine learning methods,
including supervised, unsupervised, and reinforcement learning, and how they are used in IoT-
based intrusion detection systems [2, 3, 22, 27].

2. Challenges with IoT Network Architecture and Security.

Sensors, gateways, and cloud platforms are just a few of the parts that make up an IoT network
architecture. These parts cooperate to enable data exchange and communication between linked
devices [10, 33, 36]. Each layer of the architecture, which is frequently hierarchical and
includes layers like perception, network, and application, is essential to maintaining the overall
effectiveness and functionality of the IoT ecosystem [35,37,38]. The network layer handles
data transfer and device-to-device communication, while the perception layer consists of a
variety of Information-gathering sensors and actuators that transmit data to the network layer
[10, 34, 40, 39]. The data is processed and analyzed by the application layer to produce
insightful information that may be used to make decisions [22, 23, 42, 41]. IoT networks'
scalability and adaptability depend on this tiered architecture, which enables the integration of
various devices and technologies [10, 43—45].

IoT networks' distinct features present a number of security risks that could jeopardize data
availability, confidentiality, and integrity [45,47,48,50]. The variety of devices, which usually
run on many protocols and operating systems, is one of the main obstacles, making it
challenging to apply consistent security measures [49, 52]. Furthermore, a lot of IoT devices
have low memory and computing power, which limits their capacity to handle sophisticated
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security protocols [51,53,54]. Additionally, vulnerabilities are made worse by the absence of
established security frameworks and protocols for IoT devices, which raises the possibility of
assaults [35, 56]. IoT networks' enormous number of connected devices makes it more difficult
to monitor and control security risks because conventional security techniques could not be
scalable [55,57,58,60].

A wide range Various dangers that target the vulnerabilities of networks and connected devices
in particular define the IoT threat landscape [59,61,62,64]. Unauthorized access, in which
hackers take advantage of lax authentication procedures to take over equipment, is a frequent
issue [63,65,66]. Furthermore, DDoS assaults, which overwhelm systems with traffic and
render services inoperable, frequently target IoT devices [22, 68, 67]. Strong security measures
are necessary because malware that targets [oT devices, such the Mirai botnet, has shown the
ability to cause enormous scale and harm [69,70,71]. Furthermore, the integrity of data
transferred across IoT networks may be jeopardized by data interception and modification
attacks, resulting in serious security breaches [71,72,74].

A number of Security solutions, like as encryption, access control techniques, techniques for
detecting intrusions, have been created to tackle the security issues that [oT networks confront
[4, 14]. To ensure confidentiality and integrity, encryption methods like RSA and the Advanced
Encryption Standard (AES) are used to safeguard data sent via Internet of Things networks [3,
35]. One type of Role-based access control (RBAC) and attribute-based access control (ABAC)
are two types of access control.Mechanisms that stop unauthorized access to Internet of Things
devices [37, 41]. In order to improve their detection capabilities and react to threats instantly,
In order to adapt to IoT contexts, IDS have also used machine learning and artificial intelligence
approaches [22, 76]. To successfully counter the quickly changing threat landscape in loT
networks, these current solutions frequently need additional integration and optimization [75,
78].

3. Using Machine Learning to Identify Intrusions in Internet of Things Networks

The goal of One area of artificial intelligence called The goal of machine learning (ML) is to
create algorithms that can forecast and learn from data [11, 18, 17]. Without explicit
programming, machine learning (ML) allows computers to gradually improve their
performance by utilizing statistical techniques [19]. Large volumes of ML Data produced by
linked devices can be examined using algorithms in the context of IoT networks in order to
spot trends, find abnormalities, and anticipate possible risks [17, 32]. Because of this feature,
machine learning is very useful because it increases the ability of intrusion detection systems
to adapt to evolving threats and reduces false positives [19, 32, 37]. A crucial component of
creating successful intrusion detection models is feature selection, which can be improved by
machine learning in terms of accuracy and efficiency approaches [19, 23, 77].

Supervised, unsupervised, The three broad categories into which machine learning algorithms
can be separated are reinforcement learning, [29, 80]. Supervised learning algorithms are
frequently employed for classification and regression tasks, and they require labeled data for
training [10, 80]. Conversely, unlabeled data is used by unsupervised learning algorithms to
uncover hidden patterns or clusters [80]. Reinforcement learning is appropriate for situations
where actions must be improved over time because it trains agents to make sequential
judgments by maximizing cumulative rewards [10, 80]. Every algorithm type has advantages
and disadvantages, and the particular needs of the intrusion detection system under
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development will determine which algorithm is best [29, 80].

The growing demand for automated security solutions has led to a recent surge in interest in
the use of machine learning in IoT intrusion detection [35, 53]. To enhance the identification
of abnormalities and intrusions in IoT environments, a number of research have investigated
the use of several machine learning methods, including support vector machines and neural
networks, and decision trees [13, 79]. Neural networks, for example, have demonstrated
potential in identifying complex assaults through deep learning approaches, while Network
traffic has been categorized using decision tree algorithms to spot dangerous trends [13, 47,
79]. IoT intrusion detection systems have also been using ensemble learning approaches more
and more, which integrate several classifiers to increase detection accuracy [13, 35]. However,
the quality of the training data and feature selection have a major influence on the performance
of machine learning algorithms, which in turn determines how effective they are [3, 53].

Understanding For machine learning-based intrusion detection systems to be reliable and
effective, evaluating their performance [13, 18, 22, 54]. Metrics including Recall, accuracy,
precision, area under the receiver operating characteristic (ROC) curve, and F1 score are
frequently used for evaluation. The model's overall performance is measured by accuracy,
whereas the system's capacity to accurately detect malicious activity is indicated by precision
and recall [82,81]. The model's performance is fairly assessed by the F1 score, especially in
situations where there is a class imbalance, as it is a harmonic mean of precision and recall
[82,81]. Another crucial statistic that evaluates The model provides a comprehensive
evaluation of its performance and can distinguish between classes over a range of threshold
values is the area under the ROC curve (AUC-ROC) [82-84].

4. Al-Powered IoT Network Intrusion Detection Systems.

By enhancing threat detection capabilities and decreasing response times, Advanced algorithms
are used by Intrusion detection systems (IDS) using Al capabilities to improve Internet of
Things network security [12, 16, 50]. These systems scan network traffic, spot anomalies, and
adjust to changing attack patterns using machine learning, deep learning, and other Al
techniques [10, 18, 19, 47]. Al-powered IDS may efficiently reduce risks related to IoT
vulnerabilities and offer real-time insights into network security by continuously learning from
fresh data [22, 34, 37, 53]. Furthermore, by lowering false positive rates, which frequently
beset conventional IDS solutions, these systems can greatly improve detection accuracy [13,
16, 22]. A paradigm shift in 10T security is represented by the incorporation of Al into IDS,
which makes proactive threat detection and more effective resource allocation possible [2, 46,
71].

Deep learning-based intrusion detection systems (IDS) are especially good at spotting
sophisticated attacks in [oT networks because they use artificial neural networks (ANNs) to
examine intricate patterns in data [16, 18, 35, 55]. By automatically extracting pertinent
features from raw data, these systems improve detection accuracy and do away with the
requirement for manual feature engineering [14, 20, 44, 68]. For instance, recurrent neural
networks (RNNs) and convolutional neural networks (CNNs) have shown potential in
identifying malicious activity and identifying irregularities in network data [34, 44, 68].
Furthermore, deep learning models can successfully scale with the increasing number of
connected devices because they can manage the massive volumes of data produced by IoT
devices [83, 86]. However, deep learning model training necessitates huge datasets and

Received: August 05, 2025 1091



International Journal of Applied Mathematics

Volume 38 No. 9s, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

significant computational resources, which might be difficult in IoT systems with limited
resources [83, 86].

A sort of machine learning called reinforcement learning (RL) uses interactions with the setting
and constructive feedback in the form of rewards or penalties to teach an agent how to make
decisions [29,80]. By continuously modifying their tactics in response to real-time feedback,
RL-based IDS are able to adapt to changing threats [9, 14, 53]. By using this method, the system
may efficiently reduce the risks associated with novel attack vectors and develop the best
protection tactics [5,6,8]. For example, agents have been effectively trained to identify and
react to different kinds of assaults in [oT environments using Q-learning and deep Q-networks
[85,88]. Despite their promising potential, RL-based IDS have drawbacks, including the
requirement for large amounts of training data and the possibility of overfitting in dynamic
situations [2, 9, 22].

IoT security applications benefit greatly from A machine learning method called transfer
learning makes use of information from one field to enhance learning in another [87,88]. By
using pre-trained models on related tasks, transfer learning can help solve the problem of
inadequate labeled data in intrusion detection, which is prevalent in IoT contexts [2, 53, 68].
Faster model training and increased detection accuracy are made possible by this method,
especially for new threats [19, 46, 88]. For example, research has demonstrated that transfer
learning approaches can significantly improve IDS's ability to identify different kinds of
assaults, such Man-in-the-middle and denial-of-service attacks [22, 19, 46, 88]. Transfer
learning has potential, but it also has drawbacks, namely Strong feature selection and domain
adaptation are necessary for effective knowledge transfer. [46, 87, 88].

5. IoT Intrusion Detection Using Dataset and Feature Engineering

Developing successful machine learning models High-quality datasets must be available for
IoT intrusion detection [89,90]. Numerous freely available datasets, including the BoT-1oT,
TON IoT, IoT-23, UNSW-NB15, and CICIDS 2017, and NSL-KDD, are specifically designed
for IoT security research. The "CICIDS 2017" dataset, which comprises network traffic tagged
for different kinds of attacks [92,91]. Another noteworthy dataset is "UNSW-NB15," which is
useful for training and assessing intrusion detection systems because it includes a variety of
attack scenarios and typical traffic patterns (91). Additionally, the "Bot-IoT" dataset offers
comprehensive characteristics for anomaly identification and is specifically made for
identifying botnet attacks in [oT contexts [94]. In order to enable thorough model training, it is
essential to use relevant datasets that contain a variety of attack types and realistic traffic
circumstances [90, 89].

In IoT networks, feature extraction and selection are essential for improving intrusion detection
system performance [90, 89]. Successful feature extraction methods make it possible to extract
important characteristics from unprocessed data, which enables machine learning models to
concentrate on pertinent patterns that point to harmful activity [90, 89]. To decrease
dimensionality while keeping important information, commonly employed techniques such as
Linear Discriminant Analysis (LDA) and Principal Component Analysis (PCA) [93].
Furthermore, by guaranteeing that the most pertinent features are given priority, feature
selection guided by domain knowledge can greatly increase detection accuracy [90, 89, 93]. To
maximize the feature set for intrusion detection tasks, automated feature selection methods like
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Genetic Algorithms (GA) and Recursive Feature Elimination (RFE) have also been
investigated [96].

Because it directly affects the quality and dependability of the training data, An essential phase
in creating machine learning models for intrusion detection in the Internet of Things is data
pre-processing [12,90,89]. Data transformation, standardization, and cleaning are important
pre-processing methods [95]. Eliminating duplicates, dealing with missing values, and
resolving dataset discrepancies are all part of data cleaning [91,95]. To guarantee that every
feature contributes equally to the model's training process, Methods of normalization Z-score
normalization and Min-Max scaling are two examples of crucial [91, 95]. Compatibility with
machine learning methods also requires converting categorical characteristics into numerical
forms [90, 89, 95]. Because these pre-processing processes impact the quality of input data
supplied into machine learning models, their resilience is crucial to the intrusion detection
system's efficacy [53, 95].

6. Al-Powered IDS Performance Assessment and Comparison

To determine how well Al-powered intrusion detection systems identify threats in IoT
networks, it is crucial to assess their performance [54,91]. The effectiveness of these systems
is frequently evaluated using a variety of parameters such F1-score, recall, accuracy, precision,
and area under the ROC curve (AUC-ROC) [82, 81]. Accuracy is a broad measure of the
model's ability to correctly classify both benign and hostile scenarios [20,54,88]. Precision and
recall are key to identifying the model's capacity to identify real positives while reducing false
positives and negatives [18]. Because it offers a single metric that finds a balance between
recall and precision, the F1-score is particularly useful when class distributions are unbalanced
[82,81].

Al-powered intrusion detection systems can be much more effective than conventional IDS
techniques, which frequently use rule-based processes and signature matching [2, 12, 19].
Because traditional systems rely on predefined rules, they usually have trouble adapting to new
and evolving attack vectors [18, 53]. Al-powered systems, on the other hand, use increased
detection rates and fewer false positives thanks to techniques for machine learning that can
adapt to new threats by learning from historical data [2, 12]. Furthermore, Al-driven solutions
are better suited for contemporary, dynamic situations because they can effectively analyze [oT
devices generate enormous volumes of data [18, 53]. But the resilience of the selected
algorithms and the caliber of training data have a significant impact on how effective Al-
powered IDS are [18, 53, 91].

When several Al-powered intrusion detection techniques are compared, the benefits and
drawbacks of each method [18, 53]. For example, compared to conventional machine learning
techniques, deep learning-based intrusion detection systems (IDS) that use neural networks to
identify intricate patterns have shown better performance in identifying sophisticated attacks
[2, 12, 19]. However, for these models to be trained effectively, vast datasets and significant
computational resources are frequently needed [18, 53]. One benefit of reinforcement learning
techniques is their adaptability, which allows systems to discover the best threat detection
tactics in real time. However, they could have trouble with convergence problems and high
training requirements [29,80]. One promising way to address data scarcity in [oT environments
is through Techniques for transfer learning that apply information from one field to improve
performance in another [87,88]. These comparisons emphasize how crucial it is to choose the
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best strategy depending on the particular needs of the application and the particular difficulties
presented by the IoT environment [87,88].

7.Difficulties and Prospects for Further Research

Although Al-powered intrusion detection systems have advanced, there are still a number of
obstacles to overcome before these solutions can be successfully used in IoT networks
[2,12,19]. One major issue is that many IoT devices have low computational power, which
limits the complexity of algorithms that can be used [14, 31]. Furthermore, the diversity of IoT
devices makes it more challenging to integrate security measuresand communication protocols,
which may result in vulnerabilities [16, 18]. Maintaining a current and efficient intrusion
detection system is made more difficult by IoT ecosystems are dynamic, characterized by the
quick addition and removal of devices (18, 19). Finally, since businesses must manage intricate
legal frameworks while guaranteeing the security of sensitive data, concerns about data privacy
and regulatory compliance provide further challenges [10,91].

To overcome the challenges posed by Future research should concentrate on creating
lightweight algorithms that can function effectively on devices with limited resources in order
to develop Al-powered intrusion detection systems for IoT networks resources. [16, 18].
Studies on federated learning techniques may make it possible to train models collaboratively
across several devices without jeopardizing data privacy, improving security and reducing
processing demands. Furthermore, investigating hybrid models that integrate the advantages of
various machine learning methodologies could result in intrusion detection systems that are
more resilient and flexible. Examining how blockchain technology may be included into IDS
frameworks could improve data accountability and integrity, which would increase IoT
network security even more [12,91]. Lastly, to increase the generality and precision of machine
learning models in identifying dangers unique to the Internet of Things, ongoing work to raise
the standard and diversity of training datasets will be crucial [16, 18].

Promising approaches to enhancing the interpretability and transparency of intrusion detection
systems are provided by new developments in machine learning and artificial intelligence,
including the use of explainable Al (XAI) methods [16, 18]. XAI can help security analysts
comprehend the reasoning behind anomalies they have found and improve system trust by
offering insights into the decision-making processes of machine learning models [12,91]. Real-
time threat detection and response capabilities at the network's edge are made possible by the
growing popularity of integrating edge computing with intrusion detection systems. This
improves efficiency and reduces delay [16, 18]. Additionally, since adversarial machine
learning methods can be applied to improve intrusion detection systems' ability to withstand
sophisticated attacks, their development offers both opportunities and problems [16, 18].
Ongoing research initiatives will be essential to guaranteeing that intrusion detection systems
continue to be efficient and able to handle new threats as the [oT security landscape changes
[16, 18, 91].
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Table 1. An summary of the reviewed literature on Internet of Things intrusion
detection systems driven by artificial intelligence

Year Title ML Method Limitations

2019 IDS for Internet of Things Deep Neural High computational cost, lacks
Networks Driven by Deep Networks (DNN) adaptability to new attack patterns
Learning

2020 IoT Lightweight Anomaly Support Vector  Large-scale IoT networks find it
Detection with SVM Machines (SVM) ineftfective, and multi-class detection

is problematic.
2021 In the Internet of Things, Learning via
Reinforcement Learning for Reinforcement
Adaptive IDS

Long training times, limited scalability

2022 Hybrid Machine Learning group techniques High memory usage, requires feature

Techniques for IoT (Random Forest) engineering
Environment Intrusion
Detection
2023 Federated Learning for Federated High-quality decentralized data is

2024 Autoencoder-Based

Energy-Efficient Intrusion Education
Detection in the Internet of
Things

Autoencoders
Unsupervised Anomaly
Detection for IoT Security

necessary, yet it is susceptible to data
poisoning assaults.

high probability of false positives and
challenging parameter tuning

Table 2. Descriptions of Datasets in Surveyed Papers

2022 Hybrid Machine Learning CICIDS

Year Title Dataset Dataset Features Use in IDS
Name Development
2021 In the Internet of Things, NSL-KDD Features of network Training and
Reinforcement Learning for traffic that are classified

Adaptive IDS

Techniques for IoT 2017

Intrusion Detection

as normal or attack

evaluating IDS
models based on
| reinforcement
learning

Traffic in the real world Assessing ensemble
with several attack
scenarios

machine learning
techniques for multi-
class detection
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Table 3. An overview of IoT datasets and their attributes

Dataset Characteristics Importance in IDS Development

Name

NSL-KDD Improved KDD'99 dataset with minimizes unnecessary records,
balanced data distribution and attack concentrating on a variety of attack types
and normal class labels. and guaranteeing an equitable assessment

of IDS performance.

CICIDS  Realistic traffic data that includes a  supports the evaluation of IDS under

2017 range of contemporary assaults, such modern attack scenarios by offering real-
as Brute Force and DDoS, among  world relevance.
others

[oT-23 Real-world IoT device traffic, ~ enables the development of IDS suited to
including both malicious and benign loT-specific network patterns by
traffic from smart homes. concentrating exclusively on IoT devices.

TON IoT extensive dataset containing network Integrates network traffic data with IoT-
traffic, IoT device system logs, and specific telemetry to enable the building of
IoT telemetry. multi-layered IDS.

BoT-IoT  IoT-specific botnet attack traffic,  enables targeted IDS for botnet mitigation
which encompasses many DDoS by highlighting vulnerabilities unique to
attack types. botnets in IoT contexts.

UNSW-  contemporary attack scenarios with amaintains a healthy ratio of malicious to

NBI5 wide range of features that are legitimate traffic for reliable IDS
produced in a regulated network performance against a range of attack kinds.
environment.

Table 4. IoT Intrusion Detection System (IDS) Survey of DL. Models
Year Title DL Model  Dataset Limitations Key Contributions
Used
2020 CNN-Based CNNs, or CICIDS Expensive It was shown that
Feature convolutional 5417 computation and enhanced anomaly
E o f neural restricted detection by feature
Xtraction for  petworks scalability extraction
[oT Intrusion
Detection
2021 Using RNN for Neural UNSW- Long sequences Challenges include
Real-Time IoT  networks that NBI15 and a high false- lengthy sequences as
Network recur (RNN) positive rate are  well as a high
Anomaly challenges. proportion of false
Detection positives.Improved
detection of time-series
anomalies by sequence
modeling

2022 Graph Neural Graph Neural [0T-23  requires Modeled IoT network

Networks for Networks preparation of interactions using graph
Internet of Things graph-based data
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Security (GNN-

IDS) (GNN)

2023 For Multi-Class

IDS in [oT

and is not structures

interpretable

CNN+RNN  BoT-IoT More complicated For increased accuracy,

models and longer spatial and temporal

Environments, training periods  analysis were combined.
Hybrid CNN-
RNN
2024 Distributed IoT  Federated TON_IoT Data poisoning  Detecting intrusions in a
Intrusion GNN attacks are distributed manner
Detection Using possible, hence a while protecting privacy
Federated GNN secure federated
configuration is
necessary.
Table 5. Research Work Performance Metrics
Yea Title ML/DL Dataset AccuracPrecisio Reca F1- Training Limitation
r Model Used vy n 11 Scor Time s
e
201 IDS for IoT Deep NeuralNSL-  92%  90%  88% 89% high (because Expensive
9 Networks Networks KDD of the size of calculation
the model)  and limited
Basedon  (DNN) scalability
Deep
Learning
202 SVM-Based Support CICIDS 88% 85%  80% 82% Moderate Large-scale
0  Lightweight v/o.tor 2017 network
IoT Machi inefficienc
Anomaly achmes y and
Detection (SVM) difficulties
with multi-
class
detection
202 In the Reinforceme UNSW- 87% 85% 83% 84% LOHg (as a Slow
1 Internet of : result of convergenc
Things, nt Learning NBI13 gradual e and low
Reinforceme training) scalability
nt Learning
for Adaptive
IDS
1097
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202 Hybrid Ensemble
2 Machine  pjoih6ds
Learning
Techniques (Random
for IoT Forest)
Intrusion
Detection

202 Federated Federated

TON 1085%  83%

CICIDS 90% 91% 87% 89% Moderate

excessive
memory
use,
necessitates
feature
engineering

80% 81% high (because Data

3 Learning for . of the poisoning
Energy- Learning overhead of risks and
Efficient communicatio decentraliz
Intrusion n) ed data
Detection in quality
the Internet issues
of Things

202 Autoencoder AutoencoderloT-23 82%  79%  85% 81% Low (since  High false-

4 sfor s it's positive
Unsupervise unsupervised) rate and
d Anomaly challenging
Detection in parameter
IoT Security tuning

[97]
List 1. The meanings of abbreviations

AL Artificial Intelligence
IDS Intrusion Detection System
IoT Internet of Things
ML Machine Learning
DDoS Distributed Denial Service
KNN K-Nearest Neighbors
SVM Support Vector Machine
CNN Convolutional Neural Network
RF Random Forest
ROC Receiver Operating

Characteristic
AUC Area Under the Curve
TP True Positive
FP False Positive
TN True Negative
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FN False Negative

Fl F1 Score

TPR True Positive Rate

FPR False Positive Rate

RNN Recurrent Neural Network

FL Federated Learning

PCA Principal Component Analysis

NIDS Network Intrusion Detection
System

SNMP Simple Network Management
Protocol

API Application Programming
Interface

HIDS Host Intrusion Detection System

[oMT Internet of Medical Things

8. Findings and Suggestions

In light of the particular difficulties and complexities related to IoT security, The need of
developing safe Al-driven intrusion detection solutions for Internet of Things networks is
emphasized in this research review. It has been shown that incorporating machine learning
techniques into intrusion detection systems improves their ability to identify different kinds of
attacks and adjust to changing threats. Additionally, the efficacy of these systems is greatly
influenced by the choice of suitable datasets, feature extraction strategies, and pre-processing
approaches. When evaluating the efficacy of Al-powered intrusion detection systems in
comparison to conventional techniques, Performance evaluation metrics such as Fl-score,
recall, accuracy, and precision are crucial.

The review's conclusions have significant ramifications for [oT security research and practice.
The high computational and energy requirements of Al-powered IDS frequently pose a
problem for IoT devices with limited resources. To improve the security of loT networks,
practitioners must give top priority to deploying Al-powered intrusion detection systems,
tackling issues with device heterogeneity and resource limitations. Researchers should also
concentrate on creating new algorithms that are effective, lightweight, and flexible enough to
adjust to the changing needs of IoT environments. Combining cutting-edge technologies such
as edge computing, federated learning, and explainable Al should be further investigated in
future studies in order to improve the efficacy of intrusion detection systems in Internet of
Things networks. Furthermore, examining how adversarial machine learning might strengthen
intrusion detection systems against changing threats is an intriguing research direction.
Researchers can help create more reliable and efficient security solutions for the quickly
expanding IoT ecosystem by concentrating on these new trends and technologies.
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