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Abstract

The proliferation of fake news across digital platforms presents a critical threat to
information credibility and the integrity of public discourse. This paper proposes a novel fake
news detection framework based on Generative Adversarial Networks (GANSs). The framework
leverages GANs to synthesize news articles while training a discriminator to effectively
distinguish between authentic and fabricated content. Through adversarial learning, the
discriminator progressively enhances its classification capability by identifying subtle linguistic
and contextual cues that separate real news from misinformation. Experimental evaluation
demonstrates the robustness of the proposed model in improving detection accuracy,
highlighting its potential for deployment in automated verification systems and digital media
integrity solutions.

Key Words and Phrases: Generative Adversarial Network (GAN)AN, Natural language
Processing, SeqGAN, LatextGAN, Generators, Language Modeling, LSTM

1. Introduction

In today’s digital age, people increasingly turn to the internet and social media for their
daily news. These platforms are popular due to their low cost, rapid updates, and ease of access,
allowing users to stay informed anytime and anywhere. However, alongside these benefits
comes a growing concern: the spread of fake news. This refers to intentionally misleading or
false information designed to deceive readers, often with harmful consequences for individuals
and society at large.

The rise of fake news has become especially noticeable since the 2016 U.S. presidential
election. Research has shown that politically charged misinformation can significantly
influence public opinion and voter behavior. In fact, false stories tend to spread faster than
factual ones, creating widespread confusion and impacting political, social, and economic
stability. Since people often base their decisions on the information they consume, exposure to
fake news can lead to flawed conclusions and reduce trust in reliable sources.

One of the main challenges with online news is the lack of regulation compared to traditional
media. This has led to an overwhelming amount of low-quality content, making it harder to
distinguish between truth and falsehood [1]. The problem has been further complicated by
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advancements in artificial intelligence, which now enable not only humans but also machines
to generate convincing fake news.

To combat this, researchers have developed various tools to verify the authenticity of news
articles, including those that analyse images containing headlines and text. However, many of
these tools are slow and require significant manual effort A promising solution lies in the use of
Generative Adversarial Networks (GANs), which consist of two components: a generator and
a discriminator. The generator produces synthetic data, while the discriminator evaluates it to
determine whether it is real or fake. Through this adversarial process, both components improve
over time the generator becomes better at creating realistic fake content, and the discriminator
becomes more skilled at detecting it. One of the key strengths of GANs is their ability to
generate large amounts of synthetic data GAN’s are generally used for fake image or video
detection [2]. But we think GAN is particularly useful in fake news detection, where labelled
datasets are often limited. By training on a wide variety of examples, GANs can learn to
recognize subtle patterns in language, tone, and structure that traditional models might miss.
Unlike rule-based systems or standard classifiers, GANs do not rely on predefined features.
Instead, they learn directly from the data, identifying linguistic cues, narrative inconsistencies,
and emotional triggers that are often used in deceptive content. This makes them especially
effective at detecting more sophisticated forms of misinformation that closely resemble
legitimate news.

The fake propagation is too fast and too difficult to solve through social media [3] and hence
a unique technique has been implanted to get the desired result.

Our approach emphasizes automation and adaptability, relying on unsupervised learning
rather than manually labelled data. This makes it a scalable and efficient solution for the
dynamic and fast-paced world of online news, offering a powerful alternative to traditional
detection methods.

2. Literature Survey

The allure of deep learning stems from its ability to simulate human-like tasks through
hierarchical learning, captivating considerable interest. However, achieving high-quality
performance in such fields necessitates effective representation learning. In this context,
generative adversarial networks (GANs)have emerged as a prominent research focus. The
foundational paper authored by Ian J. Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing Xu,
David Warde-Farley, Sherjil Ozair, Aaron Courville, and Yoshua Bengio lays the groundwork
for understanding GANs[9].As proliferation of data on the web and on personal computers is a
direct result of the proliferation of new technologies and gadgets. Most of these pieces of
information are collected through a number of different methods (text, image, video) a
multimodal model approach for data categorization utilising neuromorphic fuzzy sets has
shown good results[10]. Similarly, any multi varied approach with respect to data will more
likely give better results.

we introduce an adversarial network-based model. This different model plays a role akin to
the police discerning counterfeit currency, while the generative model functions like a group of
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forgers producing false currency for clandestine use. This adversarial game compels both teams
to enhance their techniques until the forgeries become indistinguishable from their authentic
counterparts. Notably, both the generator and discriminator leverage unique neural networks in
this competitive process.Generative Adversarial Networks (GANs) are used primary for
analysis of images and motion pictures. The generative approach has been giving good results
in identifying and extracting data from images [11]. It performs deep learning transformation
which has intended goal to reach to level of perfection in result in which the outcome become
indistinguishable from real world result. The GAN is primarily used for image generation and
fake image detection [11] but we have used in for text-based approach. We have used sequence
of'token as an input and used reinforcement techniques for training the generator. The generator
generated the sequence of word token then comprised to from words. Once the generator is
trained on good amount of data the discriminator will be used to classify from real news to fake
news. The main advantage of using deep learning method like GAN for text based detection is
it can help in identifying varieties of text based on its writing style ,token pattern and GAN
helps in creating comprehensive summaries of text based bodies. Another place where
generative adversarial model is useful in the context of text is to identify the context from the
given text. The context awareness with sentiment analysis provides proper identification of the
intent of the writer while writing text. A key advantage lies in the use of a Relational Memory
generator, which efficiently extracts long-term dependencies through the application of self-
attention layers. Many Gumbel-SoftMaxbased techniques are constrained by their reliance on
standard GAN][13] objectives and require extensive pre-training before adversarial training
begins. This dependency can lead to premature collapsing and disrupt the critical balance
between the generator and discriminator, ultimately limiting performance.

The objective is to utilize reward signals from the discriminator and relay them to the
generator in a manner akin to Reinforcement Learning (RL) techniques [14]. Yu et al. [15]
introduced the first RL-based approach, known as Sequence Generative Adversarial Network
(SeqGAN). As the pioneering work leveraging RL in this context, SeqGAN established a strong
benchmark, despite being primarily compared to traditional Maximum Likelihood Estimation
(MLE) training methods. While SeqGAN made meaningful leaps in adversarial-based text
generation, the model shows inaccuracy, particularly in generating text with less sufficient
diversity and less robustness. In Addition of previous model, the SeqGAN, known as Objective-
Reinforced Generative Adversarial Networks (ORGAN) [15], introduces the idea of
incorporating a linear combination into the reward function to enhance performance. Arjovsky
et al. [16] developed the Wasserstein GAN (WGAN), which utilizes the Earth Mover’s distance
instead of the Jensen-Shannon divergence to measure the difference between real and generated
data. The method was used for dealing with problem related to gradient of text. Which is normal
issue faced by deep learning models. Adding Wasserstein displacement into the training process,
the method has improved the reward signs between the discriminator and domain-specific
objectives. As a corollary the method outperformed traditional baseline methods. Paper authors
analysed that proposed method is Advantageous for generating domain-specific data, with
reinforcement learning playing a pivotal role in refining the model’s process.
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The research [17], [18], [19] have shown the capacity of adversarial based models to
perform better in data distributions and create fake, picture database with efficiency. But,
applying adversarial based models to text generation poses unique challenges due to the discrete
nature of text, unlike the continuous data GANs are primarily designed to handle [19]. To
outperform the issues mentioned, authors had proposed many optimizing strategies, including
Gumbel-Softmax differentiation [13], reinforcement learning and tailored training objectives
[15]. The research implores into these advantages, focusing specifically on text generation tasks.
RelGAN [20], It introduced a generator leveraging Relational Memory and Gumbel-Softmax
relaxation. It paired this with a discriminator utilizing multi-embedded representations to
evaluate performance. The creative method had first been demonstrated with the Sequence
Generative Adversarial Network (SeqGAN) [10], introduced by Yu et al., which laid the
groundwork for future RL-driven advancements. Even after ground-breaking innovation of
SeqGAN the method had met with many issues. In order to rectify the issues, Objective-
Reinforced Generative Adversarial Networks (ORGAN) [15], an extension of SeqGAN,
introduced an enhanced reward mechanism. With using a linear combination in the reward
function, ORGAN Showed increased efficiency in creating adversarial and generative data
Arjovsky et al. [20] has showed new innovative method the Wasserstein GAN (WGAN), which
has taken place of Jensen-Shannon divergence with Earth Mover’s distance to better capture
discrepancies between real and generated data. The creative approach has solved issued like
vanishing gradient. The Wasserstein distance-based training outshines in performance to
traditional models like MLE and SeqGAN, creating an effective methodology to follow for text-
based GAN mode. The core principle of GANs revolves around Nash equilibrium [21], a
concept rooted in game theory.

The GAN does provide a good and efficient way of detecting text based fake news.
However, the data set plays a major role in giving precision and efficiency. The dataset we have
chosen is diverse ain nature. Most of the research based on fake news have focused solely on
politics based fake news we have collected news article form diverse field such as
entertainment, fashion, food and art. This diverse form of data gives more precise results.

3. Dataset And Proposed Flow of The System

Our research used the benchmark datasets for studying the detection of fake news. The
diverse dataset makes for best input to train GAN based model

Table.1 Dataset details used in the study of fake news detection

Data Set Modality Size Labels Type
Fake news text 20,800 unreliable News
Articles
Weibo Text, Image 40000 Original & posts
fake
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Twitter(X) Propagation 27763 Unverified, posts
tree true false
Fake Text 20000 Fake & News
News Net real articles
LIAR Text 12800 Fake & Articles
real data set

We use dataset presented in Table.1 which encompasses a diverse range of modalities, sizes,
and labels, each tailored to address different aspects of misinformation detection. The Fake
News dataset consists of 20,800 text-based news articles labeled as unreliable, making it
suitable for analyzing textual patterns indicative of fake news. The Weibo dataset, comprising
40,000 entries, includes both text and image modalities, capturing original and fake posts from
the social media platform, thus enabling multimodal analysis of misinformation. The Twitter
(X) dataset focuses on propagation trees, containing 27,763 posts labeled as unverified, true, or
false, which is particularly useful for studying the spread and network dynamics of
misinformation. The Fake News Net dataset offers 20,000 text-based news articles labeled as
fake or real, providing a robust resource for binary classification tasks. Lastly, the LIAR dataset
includes 12,800 text-based articles labeled as fake or real, offering a comprehensive collection
for training and evaluating models on article-level misinformation detection. Collectively, these
datasets provide a rich foundation for research into the detection, classification, and propagation
of misinformation across various platforms and modalities. Figure.2 presents a comprehensive
architectural diagram, illustrating the system’s components and their interconnections. It
visually outlines elements such as the dataset of original news headlines, the latent variable
space, training and retraining mechanisms, model predictions, and user interaction pathways.
This structure highlights the system's flow and constraints. The dataset component, contains
approximately 210,000 news headlines sourced from Huftf Post [22], covering the period from
2012 to 2022. These headlines are categorized
into diverse topics, including Politics, Entertainment, Business, and Sports
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Figure. 2.Flow Diagram of Proposed Architecture

Model training employs two neural networks: one dedicated to generating fake news based
on the original headlines and another focused on classifying the headlines as either real or fake.
As the models which were trained come to fruition than a comprehensive analysis is done for
their predictions which is than shown to end user. The methodology implemented here improves
upon the past sequence of steps taken for similar exercise and proves the efficacy to the end
user. The figure 2. shows the overall structure to be followed This graphical representation
highlights the system's overall structure shows the entire step by step guideline to the proposed
system. The flow chart also depicts the dependencies of data at each stage of the flow. This data
dependency is crucial in deep learning method like GAN because it becomes the basis on which
the generator and discriminator are trained. This clear visual communication helps in
understanding and implementation of suggested model. In the proposed approach, the first step
involves identifying and collecting relevant datasets of news headlines from diverse sources.
Once the data is gathered, it undergoes pre-processing to ensure it is clean and ready for
subsequent tasks.

In the process of converting raw text into token which is called tokenization we perform
classification of text in to n-gram sub words. steps we mentioned is very important for data
preparation as the generator and discriminator will rely Soley in to this token for training. The
process also involves appending keyword before and after tokens to identify individual tokens.
The differentiation of words in to tokens become the pillar on which crucial task are to be
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performed. Another benefit of tokenization is that it helps in reducing noise from unlabelled
data. The second methodology that is word2vec the we have used requires to perform
tokenization in order to get efficient outcome. word2vec has been significantly useful specially
while using Convolution Neural Network (CNN) [23]. Another reason to word2vec is it
supports Bag of Word (B.0.W) [24] Classification of text-based data.
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Figure. 3.Detailed Flow chart
A. Feature Extraction

As this is one of the most critical stage for the proposed model we make sure to minimize
the mistakes as much as possible. The use of Autoencoders [25]is one of the most significant
steps in the entire process. Autoencoders are powerful tools for feature extraction in text
processing. The ability of read compressed and mindful content for the text makes autoencoders
one of the best of feature extraction methods. It has capability to understand the and recognize
features from latent vectors of the texts .As the each cycle of data processing happens the
autoencoders ability of extracting the meaning feature extraction becomes more prominent and
precise. This also helps in noise removal and reduction awhile extracting feature from given
dataset. It works very well with unlabelled data. Another feature of it helps identifying
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anomalies in the dataset used.Other than autoencoder we use latent vectors in feature extraction.
With this we use Encoder. The main purpose of encoder is to transform higher dimensional
data in to latent vectors. The function of encoders is to identify underlying patterns from higher
dimensional data. The encoder's also function as identification of essential information from
the input while removing noise from the details As an output to encoder the latent space which
includes The latent vector resides in this space. The latent vectors is a limited size numerical
representation of input data usually in compressed form. The latent vector recognizes the
internal patterns and condense it in meaningful yet useful form. In Adversarial model such as
GAN the latent vectors acts as a input to the generator. The generator maps random vector to
sample data. Input as random noise vector V and mapping takes place in generator from V to
sample data.

B. Model Training

The training of the output of the autoencoders[25] that is latent vectors which are collected
from latent space. As shown in figure 3. We follow series of steps to get desired output. For
getting useful output we have deployed word2vec as mentioned in the previous paragraph and
in addition we use skip gram model which is another version of word2vec. By using word2vec
we get dense vectors in a sequential feature space. The method predicts the next words for a the
input provided as latent vectors. This models is very efficient when used word2vec[26] in
predicting the next word and identifying semantic relationship between words. These
embedding are essential for producing text that is contextually and semantically coherent. For
Training the proposed model we would require two neural networks for output. As the
placement of first neural network will create the fake news headlines based on the unlabelled
data set provide as input. The second neural network will be trained to identify fake news and
hence at each cycle of training will improve the efficiency of identification of fake news. The
set of two neural network training and repeating cycle requires high end hardware as the size
of labelled data is very significant. This approach would require bidirectional layer and
processing. A bidirectional Stacked LSTM(Long Sort Term memory)[27] is suited for the
proposed method. This is particularly useful as we are using sequential data for model training.
The LSTM layers allow the model to capture complex data patterns from the given dataset.
Each layer adds a new level of abstraction, enabling the generator to produce sequences with
richer and more precise content. The methods also includes bidirectional processing in which
as we are traversing input sequences in both forward and reverse directions, the model learns
from preceding and succeeding contexts simultaneously. This bidirectional ability increases the
model's contextual understanding, improving coherence and fluency in generated text. For
comprehending the meaning and context which very important for predicting the next word
and creating a meaningful sentence and paragraph. Integrating this bidirectional methods which
is stacked with LSTMs enables the encoder to process input sequences holistically. It ensures
a more comprehensive ability to get text's context. While using these methods, the system
achieves precise and meaningful text generation, characterized by semantic context, contextual
accuracy, and enhanced comprehension of the text. This approach also decreases the need for
many passes Wwhich are essential for neural network based models. Through the data,
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significantly improving the training accuracy. The efficiency of capturing a broader context in
both directions enhances the model's understanding of the input data. This results in improved
training efficiency and more effective performance in text generation. Another benefit of using
in the proposed model is to get proper sentiment analysis of both generated and detected text.
The proposed model aims to identify fake news to the high degree of accuracy with analysing
sematic and syntactic meaning of the text .The generator and identifiers part of the GAN
requires training of both

4. Result

As the training of model is reaching to completion point , the accuracy and precision of the
model has to be tested . The testing is achieved using evaluation prediction , training, testing,
and validation datasets. The BLEU(Bilingual Evaluation Understudy)[28] score is employed as
a metric to assess the model's accuracy by comparing the actual text with the generated text.
This method is used to commonly evaluate the machine capacity to generate quality text. It
measure how closure the machine generated text is to the real text .The methodology deployed
by BLEU For calculating score is by comparing n-grams in the candidate text compare to the
reference text. To give the precise score BLEU imposes a brevity penalty is the text is too short
in order to avoid inflated score. To start the BLEU calculation process for the research we started
by taking 1500 random samples from the generated dataset which resulted in BLEU score of
0.31.Than we increased the input from 1500 to 5000 which in turn increased the BLEU score
to 0.32 which didn’t make much difference on the quality of the score. After that we increased
the sample size to 25000 which shown increase of BLEU score by 0.43.The increase in sample
size improves the quality of BLEU score because larger the sample size larger
comprehensiveness of the scoring mechanism Another factor which improves with larger data
sample is data variability. This in text samples increase the accuracy of evaluation hence better
score. As we increase the number to 50000 to 75000 the accuracy peaks at 0.56 and for 75000
it remains at 0.58 because as the sample data size increases we average out over the data set. As
data set grows contribution of smaller sentences decreases in overall score. A higher BLEU-
4[28] score signifies a greater resemblance between the generated text and the actual text,
reflecting the model’s capability to produce accurate and coherent outputs. However, the
previously developed discriminator model goes beyond this metric by reliably distinguishing
between real and generated text with remarkable precision and minimal error. This robustness
enhances the proposed approach, making it a highly effective tool for detecting false news.

Table 2. Evaluation of BLEU Score

Standard BLEU Score Quality Sample dataset BLEU Score of
Sample dataset

More than 0.7 Excellent 500 0.31

0.7-0.5 Good 5000 0.32

0.5-0.3 Average 25000 0.43
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Less than 0.3 Poor 50000 0.56

5. Conclusion And Future Work

The BLEU method used for analysis is an efficient way of identifying the accuracy and
precision of data generation to the reference model. The model has shown that as we increase
the sample data size the accuracy of model increases, and it shows how effective it has
performed. By analyzing the result, we conclude that GAN based model can be effective and
precise method to identify fake news detection using specially with autoencoders as shown in
our proposed methodology. The drawback of this model is that it hits plateau when only small
set of data or small text size is used. In future we will add language analytics-based scoring
metrices to analyze the accuracy of model.
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