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Abstract 

Security and trust are seriously challenged by intrusion in cloud computing. The 

unpredictability of data patterns is a significant barrier that makes it challenging for current 

machine learning (ML) models to reliably identify and categorize intrusion attacks over an 

extended period of time. To assess the efficacy of a hybrid model for real-time anomaly 

detection and adaptive learning, this study combines the XGBoost classifier with the Adaptive 

Windowing Detection of Drift (AWDD) model. The goal of the hybrid model is to locate drift 

in streams of continuous data. We evaluate its performance by means of an extensive analysis 

including diverse metrics and visualizations. According to our research, the XGBoost and 

AWDD model working together minimizes false negatives while accurately identifying positive 

cases. The model exhibits strong recall and precision, with an F1-score of 99.6 percent and a 

precision rate of 99.3 percent. Despite a few false positives, the model continues to function 

well. The model’s remarkable AUC (area under the curve) value of 0.94 on the ROC curve 

indicates how accurate it is at making predictions. Additionally, the accuracy trend plot shows 

a steady rising trend, indicating the adaptability of the hybrid model to shifting data 

distributions. These findings highlight the hybrid model’s value as a reliable resource for 

anomaly identification in real time across a range of industries and applications. 

Keywords: Adaptive Windowing Drift Detection(AWDD), AI-ML, Cloud Security, 

Intrusion detection, Cloud Computing. 
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1 Introduction 

Over the evolution of computer networking, Intrusion Detection Systems (IDS) have played a 

critical role in network security. Originally, IDSs safeguarded IT infrastructures from cyber 

threats, with many organizations relying on dedicated hardware implementations to protect their 

assets [1,2,3]. However, due to the rapidly evolving nature of technology, small and medium-

sized businesses (SMBs) are finding it more difficult to implement traditional strategies. 

Instead, they are turning to remote access to platforms and software as needed in order to cut 

costs and improve flexibility. In [4]. 

This shift toward cloud-based solutions presents challenges, particularly in the realm of 

network security. Virtual machines (VMs) are commonly used for IDS deployment, but their 

varying levels of protection can pose security risks. Furthermore, the advantages of cloud 

services are compromised by the traditional installations’ slow response times to breaches, 

which have an effect on system security as a whole [5]. Network vulnerabilities may be 

increased by deploying a distributed Intrusion Detection System (IDS) online, hence IDS 

systems must function independently and remain hidden within server-hosted systems [6]. IDSs 

encounter unique difficulties in spite of their significance; notion drift is one of the main issues. 

Concept drift is the term used to describe how attack patterns change over time and make 

existing intrusion detection systems useless against new assault techniques [7]. Concept drift in 

streaming data analytics is characterized by temporal fluctuations in the statistical features of 

the data distribution that can be divided into two categories: rapid changes and gradual changes 

[8,9]. It is imperative to tackle these issues, particularly in dynamic environments such as 

Internet of Things devices, where traditional machine learning models find it difficult to adjust 

to sudden variations [10]. 

Enter the Adaptive Windowing Drift Detection (AWDD) framework, which has emerged as 

a solution to these challenges. AWDD offers real-time detection and adaptation to concept drift 

in data streams, providing a robust solution to the evolving threat landscape. 

Organization of the paper: Here is a summary of the rest of the paper: Section II provides 

a literature review on the detection and adaptation of concept drifts. The third section outlines 

the methodology, while Part four describes the exploratory results and discusses the key 

discoveries. Finally, Section V presents the conclusion, summarizing the paper, discussing its 

limitations, and suggesting future avenues for research. 

2 Related Work 

P. Mishra et al. [15] investigated intrusion detection methods specific to cloud computing, with 

a focus on detecting and mitigating attacks using Virtual Machine Introspection (VMI) and 

Hypervisor Introspection (HVI) techniques. The author provides a systematic analysis of cloud 

threat models and attack taxonomies, aiming to classify intrusion detection system (IDS) 

methodologies and pinpoint research gaps for future exploration, thereby enhancing cloud 

intrusion detection. 
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D. K. Talapula et al. [16] developed dynamic streaming data analytics by combining deep 

learning and hybrid models, refining the One-Class Kernel Wavelet (OKW) technique to 

address duration and memory constraints. The integration of deep Long Short-Term Memory 

(LSTM) networks and Recurrent Neural Networks (RNN) improves the combined deep 

learning (DL) and hybrid classifier's ability to identify concept drifts in real-time data. 

Enhanced drift detection accuracy is achieved through optimal parameter tuning using the 

proposed intelligent predatory method. The experiment utilizes benchmark datasets including 

Apache, Hadoop, Linux, Spark, and Cloud monitoring. 

H. Mehmood et al. [17] introduced a design for an information system tailored for smart cities 

in Emerging and Developing Countries (EMDCs), facilitating AI workload deployment over a 

hybrid cloud-edge continuum. Using a feedback-driven approach, the author addresses notion 

drift with techniques such as LSTM, Adaptive Windowing (ADWIN), Kolmogorov-Smirnov 

Windowing (KSWIN), and Page-Hinkley Test (PHT). Data streams from the University of Oulu 

Smart Campus help predict environmental conditions, with performance assessed using metrics 

like Mean Absolute Error (MAE), Mean Absolute Percentage Error (MAPE), and Root Mean 

Square Error (RMSE). The study also evaluates the effectiveness of the proposed solutions. 

P. B. Dongre et al. [18] presented a comparative analysis of single classifier and ensemble 

mining methods for detecting concept drift in data streams. Techniques evaluated include 

sliding-window methodologies, instance selection methods, and classifier ensembles, aiming 

to identify the most effective approaches for managing concept drift in data streams. 

Q. Zhu et al. [19] introduced DWCDS, a system for detecting drift in data streams using a two-

pane technique. By leveraging random decision trees, DWCDS identifies potential concept 

drifts through analysis of changes in sliding window data distribution. Experimental results 

demonstrate that DWCDS outperforms single-viewing area-based approaches in detecting 

concept drifts. 

S. Seth et al. [20] proposed a stream-oriented learning strategy for online intrusion detection, 

capable of adapting to drift in real-world scenarios. This method eliminates the need for 

periodic model retraining by using an adaptive random forest model with an ADWIN change 

detector to identify real-time data drift. Evaluation with the CIC-IDS 2018 dataset shows high 

reliability and recall rates for this approach. 

L. Yang et al. [21] introduced PWPAE, a framework for adaptive IoT drift detection of 

anomalies using advanced change management techniques. PWPAE's adaptability to concept 

drift enables effective detection of IoT threats, surpassing alternative methods in accuracy based 

on evaluations using the IoTID20 and CICIDS2017 datasets. 

3 Methodology 

The The AWDD algorithm is a framework for adjusting window size and updating a model in 

response to observed data drifts. It comprises crucial methods such as initialization, partial fit 

and fit, prediction, drift detection, and window size change. The notation Wt  indicates the 
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current window size at time t, whereas Xt represents the data stream observed at time t. The 

adaptive windowing method dynamically modifies Wt in response to identified drift. The goal 

of this technique is to maximize the sensitivity to idea drift while decreasing the amount of false 

alarms. According to AWDD, the update rule for Wt may be represented in the following 

manner: 

Wt = {
2X Wt−1    if drift detected

Wt             otherwise                                 
 

Where, 

• Wt-1    is the previous window size. 

• If drift is realized, the size of the window is doubled to increase sensitivity to changes 

in the information distribution. 

• If no detects a shift, window size remains unchanged to maintain stability. 

The choice to detect drift is based on statistical testing of the data within the window. These 

tests examine if the observed changes in data distribution are statistically significant and 

represent idea drift.. This paper provides a full analysis of the AWDD framework, including its 

implementation details, design concepts, and empirical assessments using real-world IoT 

information. We demonstrate the effectiveness and resilience of the AWDD framework in 

detecting concept drift and maintaining model performance in dynamic Internet of Things 

scenarios. The XGBoost classifier is the basic classifier, using a gradient boosting ensemble 

learning method to handle complex data interactions while avoiding overfitting. The AWDD 

framework is integrated with the XGBoost classifier to build a hybrid model that can learn 

adaptively and identify drift. The initialization step includes initializing the XGBoost classifier 

and AWDD settings, setting the base classifier as DecisionTreeClassifier, and defining 

parameters such as the minimum and maximum window sizes. 
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Figure-1  Hybrid AWDD Model for Drift detection 

4 Result and Discussion 

In this section, we provide a detailed review of the performance of our proposed Hybrid model, 

Adaptive Windowing Drift Detection (AWDD), in detecting drift events in continuous data 

streams. We undertake a thorough analysis of AWDD's capabilities and effectiveness in real-

time anomaly detection and adaptive learning, employing a variety of assessment metrics and 

visualizations such as confusion matrices, ROC curves, and accuracy trend charts. These 

findings provide crucial information into the model's F1 score, recall, accuracy, and capacity to 

differentiate between drift and non-drift cases, demonstrating its potential for major advances 

in numerous applications and sectors. 
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Figure-2 AWDD Confusion Matrix 

Our suggested model, Hybrid Adaptive Windowing Drift Detection (AWDD), accurately 

recognized 283 examples out of 5627 as true positives (TP) based on the presented confusion 

matrix [Figure-3], demonstrating its capacity to detect the positive class when present. 

Nonetheless, there were cases of incorrect categorization. 39 cases were mistakenly classified 

as false positives (FP), meaning that they were positively identified when they were actually 

negative. Interestingly, the model did not generate any false negatives (FN), meaning that there 

were no instances of positive samples being missed. Furthermore, the model's ability to identify 

negative scenarios is demonstrated by the fact that the majority of examples (5305) were 

correctly classified as true negatives (TN). Overall, even though our AWDD model did a good 

job of recognizing real positives and true negatives, there is still space for development in terms 

of lowering false positives to increase overall accuracy. 

 

 

Figure-3 Performance data of Hybrid Model 

0.993
0.992

1

0.996

0.988

0.99

0.992

0.994

0.996

0.998

1

1.002

Accuarcy Precision Recall F1-Score

V
a

lu
es

Performance Metrics



International Journal of Applied Mathematics 

Volume 38 No. 2s, 2025 

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 

 

57 
Received: July 20, 2025 

Hybrid Adaptive Windowing Drift Detection (AWDD), outperforms other models in a variety 

of critical measures [Figure-4]. With an accuracy percentage of 99.3%, AWDD excels at 

distinguishing drift from non-drift circumstances. The model's high 99.2% accuracy score 

demonstrates its ability to recognize drift events accurately while reducing false alarms. 

Furthermore, achieving a flawless recall score of 100% demonstrates AWDD's capacity to 

detect all instances of drift, ensuring thorough detection without missing any potential 

anomalies. The F1-score of 99.6% represents the model's balanced performance in terms of 

accuracy and recall, demonstrating its durability in the face of varying drift situations. These 

astonishing results highlight AWDD's usefulness as a trustworthy solution for real-time 

anomaly detection and adaptive learning, enabling major gains in diverse applications and 

sectors. 

Our study in real-time anomaly detection and adaptive learning has given us priceless insights 

into the hybrid Adaptive Windowing Drift Detection (AWDD) model's performance and 

capabilities. An in-depth investigation of the confusion matrix revealed a remarkable lack of 

false negatives, demonstrating AWDD's robustness in recognizing positive cases without 

disregarding them. This emphasizes the model's efficacy in discriminating between instances 

of drift and those without. However, the presence of false positives indicates room for 

improvement to minimize incorrect classifications. The impressive precision of 99.3%, 

accuracy of 99.2%, recall of 100%, and F1-score of 99.6% highlight AWDD's exceptional 

accuracy and ability to fully identify drift events. The ROC curve further emphasizes its 

outstanding predictive ability, with an impressive AUC value of 0.94, signifying strong 

discriminatory power. 

5 Conclusion 

In summary, our study revealed the efficacy and potential value of the combined XGBoost and 

Adaptive Windowing Drift Detection (AWDD) model in the essential task of real-time anomaly 

detection and adaptive learning. Through rigorous analysis and evaluation, we have uncovered 

AWDD's capacity to accurately discriminate drift and non-drift scenarios inside continuous data 

streams. 

The investigation of multiple performance parameters, such as F1-score, recall, and precision, 

demonstrated AWDD's robustness and dependability in detecting drift events while limiting 

false alarms. Furthermore, the outstanding Area Under the Curve (AUC) value in the ROC 

curve analysis confirms AWDD's predictive and discriminatory abilities, establishing it as a 

versatile tool for a wide range of applications. The accuracy trend plot shows a constant rising 

slope, suggesting AWDD's adaptability and proficiency in recognizing shifts in data distribution 

over time. This adaptability is vital in dynamic contexts with constantly developing data 

patterns. Our discoveries have far-reaching consequences, including possible applications in 

cybersecurity, financial surveillance, industrial process control, and other areas. Further 

research and development in this area holds potential for enhancing AWDD's capabilities and 
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unlocking new prospects in the ever-changing landscape of data analytics and decision-making 

technology. 

Future Scope 

The hybrid AWDD model's promising performance in real-time anomaly identification paves 

the way for future study and applications. One potential option is to investigate advanced 

machine learning algorithms for improving the model's accuracy and resilience in recognizing 

complex drift patterns. Integrating AWDD with sensor networks and IoT devices may enable 

real-time monitoring and detection of anomalies across numerous sectors, including 

manufacturing, banking, and healthcare. 
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