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Abstract

Enterprise cloud infrastructures are constantly at risk from zero-day vulnerabilities, which frequently
get past traditional security protections before efficient remedies can be put in place.Conventional
patch validation techniques are usually slow, reactive, and lack the analytical depth needed to properly
link patch interventions to results.This self-contained patch validation system integrates anomaly
detection, predictive risk modeling, and causal inference into a single pipeline. The NSL-KDD dataset
was used to train and assess machine learning models, enabling proactive prioritizing of high-risk
patches, real-time anomaly detection, and statistical validation for change impact through causal
analysis.The recommended method achieved a 93.76% detection accuracy and significantly reduced
the detection time from 0.61s to 0.22s. Causal inference confirmed that the deployed patches were
responsible for the reported behavioral changes with a 99.4% likelihood.

Ablation studies validated the contribution of each module, and unsupervised detection further
enhanced the system's robustness.

The technology provides a scalable, interpretable, and efficient method of addressing enterprise cloud
zero-day vulnerabilities.By enabling quicker, more reliable, and understandable patch distribution
through a combination of statistical analysis and causal validation, it enhances the overall security
posture.

Index Terms: Zero-day exploits, autonomous patch validation, enterprise, cloud security, cloud native
resilience, causal impact analysis

I. INTRODUCTION

Because cloud computing allows for growth, adaptability, and continuous service delivery, its
widespread adoption and the explosive rise of digital infrastructures have fundamentally altered how
businesses function [1]. The prevalence of zero-day attacks and previously undiscovered flaws that
hackers target before an update or safety measure can be developed is the main example of the new
and complex cybersecurity concerns brought about by these advances. Zero-day attacks also
constitute major threats to organisational security, usually resulting in data breaches, service
disruption, and economic loss. As threats evolve, traditional security patching methods that rely on
proactive detection and human verification become increasingly inadequate [2].Shorter responses,
poor awareness of the situation, and weak analytical capacity are often characteristics of critical
systems, most of which become apparent during the most susceptible phases of assault exploitation.To
make sure that incoming updates don't create new vulnerabilities or degrade system performance,
enterprise security measures must incorporate precise patch validation.
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However, the dependence on correlational metrics, personal involvement, and static analysis are the
drawbacks of conventional validation methods [3]. Due to these limitations, timely response is
impeded and a direct causal relationship among patch distribution and measurable modifications to
system behavior cannot be established.

Additionally, as enterprise networks grow more dispersed and dynamic, patch validation across
numerous platforms and loads has grown significantly more difficult Therefore, automatic, intelligent,
and explainable validation systems that can operate in real time are desperately needed.
Advances in artificial intelligence and machine learning have opened up new avenues for addressing
these issues [5]. With the ability to anticipate vulnerabilities, proactively identify attacks, and validate
the effectiveness of defense systems, predictive analytics, anomaly detection, and causal inference are
becoming more and more powerful tools for automating security operations [6]. With all this progress,
however, their incorporation into patch validation processes is still limited, and proposed solutions
have not yet been able to provide the speed, accuracy, and interpretability needed for deployment in
the enterprise context [7]. Most significantly, existing validation frameworks do not consider causal
attribution of post-patch results, so uncertainty remains as to whether observed changes are due to the
patch itself or to uncorrelated system variability [8]. By presenting a self-contained patch validation
framework that combines anomaly detection, causal inference, and predictive risk modeling into a
logical, cohesive system, this work addresses these shortcomings [9]. The architecture aims to
maximize the dependability and interpretability of security conclusions, reduce detection delay, and
automate the procedure for validation [4]. Predictive modeling allows the system to assess the
probability of exploit occurrences and prioritize dangerous patches for faster approval.In order to
identify deviations that can point to malicious activity or unexpected patching effects, the anomaly
identification module constantly analyzes system behavior [10]. Finally, the mechanism inference
module raises confidence in computerized decision-making, conformity, and audit compliance by
offering statistically robust evidence that directly connects the observed modifications to the repair
that was applied [11].

One of the advantages of the proposed approach is its focus on real-time adaptability and operational
scalability.

The system is trained and tested in scenarios that most closely mimic real-world network
environments using the NSL-KDD data set, a popular reference database for malware detection
research [12].This guarantees that the framework will continue to be reliable when utilized in large-
scale, enterprise-scale applications and will perform well in carefully controlled testing environments
[13].

Combining prediction and causal reasoning allows the system to make rational decisions in unknown
situations, reducing false positives and optimizing patch distribution and monitoring resources [14].

The study's findings outperform the state-of-the-art patch validation methods. Having a rate of
detection of 93.76%, the suggested approach performed better than baseline classifiers like Random
Forests and Logistic Regression [15].The time-to-detect (TTD) was significantly lowered from 0.61
seconds for 0.22 seconds to the predictive scheduling capability, which is essential for thwarting
zero-day threats.The inference of causality module further proved the effectiveness of the system by
establishing the patch's installation was the primary root cause of the noticed shift in behavior, with
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an aftereffect probability of 0.994 [16].These results show that autonomous validation frameworks
have the potential to revolutionize organizational cybersecurity practices, allowing companies to shift
from reactive defensive measures to intelligence-based, proactive ones [17].
Additionally, the ablation analysis performed here demonstrates the interdependence of the system's
components.Removing the causal or predictive modules resulted in measurable performance drops,
confirming that each is essential for enhancing decision confidence, validation time, and detection
accuracy [18]. An unsupervised anomaly detection module was included to demonstrate the
framework's adaptability and provide additional security even in situations when labelled data is
unavailable, which is frequently the case in zero-day scenarios [19].By presenting a novel, completely
automated patch validation approach that not only more successfully detects and fixes zero-day
vulnerabilities but also provides actionable, explicable, and causally informed insights, this work, in
essence, advances cybersecurity research. Through the integration of predictive intelligence and causal
validation, the proposed approach fills important gaps in current patch validation processes and
establishes a new benchmark for securing enterprise cloud infrastructures [20,21]. The rest of this
article is organised as follows: Section II summarises related work in automated patching and threat
detection, Section III describes the proposed methodology, Section IV shows experimental results and
evaluation, Section V addresses the implications and future directions of this work, and Section VI
concludes the research.

II. MATERIALS AND METHODS
A. Framework Overview and Process Flow

The proposed autonomous patch validation framework is designed to ensure reliable, secure, and
adaptive defence against zero-day exploits in enterprise cloud environments. It integrates predictive
intelligence, workload simulation, regression anomaly detection, and hybrid causal impact analysis
into a unified validation pipeline embedded within a CI/CD ecosystem. The workflow, illustrated in
Fig. 1, follows a five-stage sequence: forecasting vulnerability risks, simulating real workloads,
detecting post-patch anomalies, estimating causal effects, and making autonomous patch decisions.
This flow ensures patches are not only functionally correct but also stable, secure, and cost-efficient
before deployment.

Received: August 10, 2025 1272



International Journal of Applied Mathematics

Volume 38 No. 4s, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

Autonomous Patch Validation Flow (NSL-KDD)
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Fig. 1. Autonomous Patch Validation Flow (NSL-KDD)

B. Dataset Selection and Replay Design

All experiments in this study use the NSL-KDD dataset, a benchmark intrusion detection dataset
containing 41 network connection features across normal and attack traffic [22]. It is chosen for its
rich feature diversity, labelled anomaly classes, and suitability for patch validation tasks. KDDTrain+
is used for training predictive and anomaly models, and KDDTest+ for validation. Traffic is replayed
into a containerised test environment, with controlled parameters for replay rate (1), batch size, and
concurrency to emulate enterprise-scale workloads.

TABLE I NSL-KDD USAGE AND DATA SPLITS

Split Source files Purpose Sampling parameters

Train KDDTrain+ Train predictive model | Stratified 80/20 split; A tuned on
and anomaly detector | validation
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Split Source files Purpose Sampling parameters
Test KDDTest+ Evaluate  validation | Same A, B, and C as training
workflow

TABLE II FEATURE FAMILIES FROM NSL-KDD USED IN THE PIPELINE

Family Examples Role

Basic header protocol type, service, src_bytes Baseline metrics and routing
Time-window count, srv_count, serror_rate Short-term anomaly inputs
Host-based dst host count, Causal covariates

dst host srv_serror rate

Content/error land, hot, num_failed logins Rare event indicators

C. Predictive Intelligence for Risk Assessment

Before patch deployment, a predictive engine forecasts the probability of vulnerability exploitation or
regression risk using gradient boosting on NSL-KDD features. The model outputs a risk score. r at
fixed intervals Ar, and if 7 > 6, The patch is prioritised. Parameters like number of trees (Nies),
learning rate (1), and max depth (dmax) are tuned during validation. This anticipatory mechanism
reduces exposure windows and ensures timely mitigation.

D. Workload Simulation and Telemetry Collection

A containerised simulation environment mimics real enterprise traffic using replayed NSL-KDD
records. Parameters A, B, and C control injection pace, batch size, and concurrency. Metrics such as
latency, throughput, and security counters are collected at a sampling interval A,,, and aggregated over
windows of length W. These pre-patch and post-patch metrics serve as inputs for anomaly detection
and causal analysis.

E. Regression Anomaly Detection

The anomaly detection module identifies performance regressions introduced by the patch. It
computes anomaly scores on post-patch telemetry relative to pre-patch distributions. Anomalies are
flagged if scores exceed the threshold. 4, normalised by v, and persist across at least p Consecutive
windows. This ensures that only meaningful and sustained deviations trigger alerts.

F. Hybrid Predictive—Causal Impact Analysis

To distinguish correlation from causation, a Bayesian structural time-series model estimates
counterfactual performance metrics, enabling precise attribution of changes to the patch. Covariates
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include traffic rates and replay parameters, while the posterior probability. p Quantifies causal
confidence. A patch is considered causally safe if p > ., The predictive risk score r Informs
prior variance, allowing adaptive sensitivity to potential risks.

G. Validation Decision Logic and Integration

The decision engine combines anomaly outcomes and causal confidence to autonomously approve,
reject, or defer patch deployment. A patch is approved if anomaly persistence is below. 7, And causal
confidence exceeds a ., It 1s rolled back if persistent anomalies coincide with strong causal
attribution. Intermediate cases trigger deferred validation. All decisions, metrics, and parameters are
logged for audit and compliance purposes.

H. Validation Workflow and Pseudo-Code Integration

The execution sequence of the full validation pipeline is summarised in Algorithm 1, which
orchestrates all components into a unified routine. Each parameter used from predictive thresholds
0isc to anomaly limits 7, Directly influences decision outcomes.
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Fig. I1. Autonomous Patch Validation Pseudo-Code Flow
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1. Calibration, Ablation, and Reproducibility Protocol

System parameters are calibrated on KDDTrain+ using stratified cross-validation. Replay variables
A, B, and C They are tuned to balance load realism and stability. Detection thresholds 74, v, and p are
optimised to minimise false positives, while @, It 1s set to achieve >90% attribution confidence.
Ablation experiments isolate the contribution of each module by disabling predictive, anomaly, or
causal components individually and observing changes in detection and decision metrics. All
experiments are containerised and version-controlled, with deterministic replay order and fixed
random seeds to ensure reproducibility. Intermediate outputs (risk scores, anomaly logs, causal
estimates) are archived to enable external verification and replication.

TABLE 111 MODEL, REPLAY, AND DECISION PARAMETERS

Parameter Symbol Description Default
Replay rate A Connections per second 200 cps
Batch size B Connections per tick 128
Concurrency cap C Max concurrent groups 8
Telemetry interval A, Metric sampling period Is
Window length w Sliding window size 60 s
Anomaly threshold T Score cutoff 3.0
Persistence p Min flagged windows 3
Causal confidence QA causal Min posterior probability 0.9
Risk threshold Oisk Predictive prioritization 0.7
Boosting trees Nirees Predictive model size 200
Learning rate n Gradient boosting shrinkage 0.05
III.LRESULTS

A. Experimental Setup and Environment

The system configuration and runtime environment were used to validate the proposed framework.
The simulation setup emphasises high-throughput patch validation conditions, reflecting real-world
enterprise cloud workloads as shown in Table IV. The replay rate (1) ensures stress conditions that
test the scalability of the anomaly detection and causal attribution modules. Validation parameters,
including 1, and 0 _risk, were tuned based on empirical testing to optimise detection latency and reduce
false positives.
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TABLE 1V EXPERIMENTAL ENVIRONMENT AND CONFIGURATION

Component Specification

CPU / Memory Compute-bound metrics only (scikit-learn runtime)

Dataset NSL-KDD (KDDTrain+, KDDTest+)

Replay A =200 cps (assumed), batch B = 128, concurrency C =
8

Validation Params T, = 3.0 (detector cutoff), 8 risk = 0.7 (prioritization),
o_causal = bootstrap prob

B.Overall Patch Validation Performance

The proposed Gradient Boosting Classifier consistently outperforms baseline models across all key
metrics, achieving an accuracy of 93.76% and a precision of 94.15%. The high ROC-AUC score of
96.80% indicates robust discrimination capability, essential for early detection of zero-day
vulnerabilities, as shown in Table V. These results validate the framework’s reliability for enterprise
patch validation tasks.

TABLE V OVERALL PATCH VALIDATION PERFORMANCE (NSL-KDD TEST)

Model Accuracy Precision Recall (%) | FI (%) ROC- PR-AUC
(%0) (%) AUC (%)
(%)
GBC (Proposed) 93.76 94.15 92.89 93.51 96.80 95.42
RandomForest 92.84 93.60 91.20 92.38 95.60 94.01
LogisticRegression | 89.42 90.10 87.75 88.90 91.43 90.21
1.0}
0.8}
% 0.6}
0.2}
0.0} LogisticRegression (AUC = 0.85)
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Fig. 1. ROC Curves for All Classifiers
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The ROC curve was plotted to illustrate the balance between the true positive rate and the false
positive rate at different thresholds. It represented the model's classification power well and
corroborated the ROC-AUC values in Fig. 1. The classifier proposed had attained a greater AUC than
the baseline models, verifying its higher discriminative capacity. The curve shape indicated that the
model had a high detection rate even at low false positive rates. This plot confirmed the quantitative
results and emphasised the robust classification performance of the model.
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Recall

Fig. 2. Precision—Recall Curve

The Precision—Recall plot was used to demonstrate the precision and recall relationship in imbalanced
cases. It had correctly matched the PR-AUC scores reported in Fig. 2 and demonstrated how the
suggested model could keep high precision at different levels of recall. The gradual slope reduction
showed consistent prediction reliability across thresholds. This figure had successfully captured the
classifier's sensitivity and precision in real-world attack scenarios. It had ensured that the suggested
methodology had performed better than baseline models in dealing with imbalanced intrusion data
and had achieved consistent precision in identifying zero-day threats.

C.Predictive Risk Layer and Time-to-Detection Efficiency

Integrating the predictive risk module leads to significant reductions in detection latency, with the
GBC-based system achieving a TTD of 0.22 seconds, compared to 0.61 seconds without prioritisation,
as shown in Table VI. This improvement demonstrates the module’s ability to pre-emptively prioritise
high-risk patches, resulting in faster validation cycles. The improvement is consistent across all
models, indicating the general applicability of predictive prioritisation.

TABLE VI IMPACT OF PREDICTIVE RISK MODULE (TTD)

Model Time-to-Detect (s) — | Time-to-Detect (s) — | 0_risk
baseline prioritised
GBC (Proposed) 0.61 0.22 0.7
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Fig. 3. Time-to-Detect Comparison

Time-to-detect comparison plot was developed in order to assess the impact of predictive
prioritisation on detection latency. It had displayed a notable decrease in detection time when risk-
based scheduling was used versus the baseline technique. The relative comparison between prioritised
and non-prioritised situations had equalled the values presented in Fig. 3. Such visualisation had
illustrated the real-world advantage of incorporating predictive intelligence into the validation
pipeline. It had reaffirmed that the suggested system had provided faster response times, enhanced
operational effectiveness, and overall security preparedness by identifying possible threats
considerably earlier than traditional means.

D.Causal Attribution and Patch Impact Analysis

It demonstrates a statistically significant increase in post-patch risk scores, with an estimated effect
size of 0.079 and a posterior probability of 0.994 that the effect is greater than zero. This result
confirms that the detected changes are strongly associated with the patch rather than random noise, as
shown in Table VII. The narrow confidence interval further validates the robustness of causal
attribution.

TABLE VII CAUSAL ATTRIBUTION

Metric Pre-Patch | Post- Estimated 95% CI | 95% CI | Prob(Effect >
Mean Patch Effect (lo) (hi) 0)
Mean
Predicted Risk | 0.437 0.516 0.079 0.061 0.096 0.994
(probability)
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Fig. 4. Predicted risk over time with intervention

The smoothed risk timeline was generated to illustrate how levels of predicted risk had evolved before
and after the patch release. The visualisation had revealed a clear mean shift from pre- and post-patch
predictions, supporting the causal effect reported in Fig. 4. The vertical T marker had indicated the
point of deployment, and the horizontal mean lines had indicated the contrast in average risk. This
figure clearly evidenced that the patch intervention had a big impact on system behaviour. It supported
the causal inference analysis and asserted that patch-induced changes in risk patterns were directly
responsible for the changes observed.

E. Ablation Study: Module Contribution Analysis

This ablation analysis clearly demonstrates the quantitative contribution of each subsystem to the
overall framework’s performance. When the predictive layer is removed, the F1-score drops by nearly
7% and TTD increases from 0.22 s to 0.91 s, highlighting the predictive scheduler’s critical role in
rapid anomaly isolation as shown in Table VIII. Eliminating the causal inference module similarly
degrades performance, reducing interpretability and overall accuracy. In contrast, the full integrated
system maintains the best detection quality and the highest causal probability (0.994), confirming that
both modules are essential for accurate, explainable, and low-latency patch validation in enterprise
cloud environments.

Table VIII ABLATION STUDY

Configuration FI (%) Accuracy (%) TTD (s) Prob(Effect > 0)
No Predictive Layer 86.72 89.44 0.91 0.000
No Causal Module 88.31 90.12 0.72 0.000
Full Framework (Proposed) | 93.51 93.76 0.22 0.994
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Fig. 4. Confusion Matrix- GBC

The confusion matrix was built to check the classification output and ensure the distribution of
predictions. It had shown a high rate of true positives and true negatives and relatively low false
positives and moderate false negatives, as seen with the performance metrics in Fig. 4. The
visualisation gave a structural representation of how the model categorised malicious and benign
traffic. It ensured that the predictive method had minimised misclassification rates and enhanced
detection reliability. This visual proof confirmed the tabular outcomes and justified the
appropriateness of the proposed validation framework.

Unsupervised Anomaly Detection Evaluation

The unsupervised Isolation Forest achieves an accuracy of 86.54% and an F1-score of 85.82%,
indicating solid performance despite the absence of labelled data. While supervised approaches
outperform it, the anomaly detector remains valuable for zero-day detection and early-stage
reconnaissance, as shown in Table IX. These results validate the subsystem’s capability to operate
autonomously in scenarios where supervised data is unavailable.

Table IX ISOLATION FOREST

Detector Accuracy (%) | Precision | Recall Fl (%) | TP FP | FN TN
(%) (%)
Isolation Forest (one- | 86.54 88.72 83.10 85.82 | 6211 889 | 1263 | 9804
class)
IV.DISCUSSION

The findings of this work illustrate the capability of an autonomous patch validation framework to
transform how enterprise cloud infrastructures react to zero-day attacks completely. Numerous
limitations typically imposed by traditional security patch processes are resolved by the developed
methodology, which offers both fast detection and high interpretability by combining predictive risk
modeling, anomaly detection, and causal attribution within a single validation pipeline.The substantial

Received: August 10, 2025 1281




International Journal of Applied Mathematics
Volume 38 No. 4s, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

improvement in detection accuracy and dependability is one of the study's main findings. With a
ROC-AUC score of over 97% and an accuracy of over 93%, the Gradient Boosting Classifier
consistently outperformed baseline models such as Random Forest and Logistic Regression.

Since zero-day attacks are inherently non-linear and dynamic, this excellent performance highlights
the benefit of using ensemble-based predictive techniques that capitalize on feature interaction and
non-linear bounds in decisions.Importantly, the classifier maintained its high precision even in class-
imbalanced circumstances, which is crucial in business scenarios where false positives might result
in patch fatigue, resource waste, or operational disruptions.

The addition of predictive scheduling to the validation pipeline noticeably affected detection latency,
as seen in the large decrease in time-to-detect (TTD) from 0.61 seconds for the baseline case to a mere
0.22 seconds. This reduction is more than just a speed optimization; it is a notable improvement in
defensive posture in the actual world.Zero-day attacks are typically defined by their quick spread and
brief time of opportunity for mitigation. Through probabilistic scoring of high-risk patches, the system
allows security teams to better utilise computational and human resources, streamlining response time
and reducing potential damage before competitors can exploit vulnerabilities at scale. Yet another
important breakthrough touched upon by this research is the integration of causal attribution
mechanisms. While correlation measurements have historically formed the foundation of standard
patch validation methodologies, they are not able to ascertain whether measured post-patch
modifications are indeed caused by the patch.A bootstrapped causal inference model that compares
pre- and post-patch risk distributions is used to close this gap. The ensuing posterior probability of
0.994 provides statistically significant proof that patching is directly responsible for the observed
modifications in network behavior. In addition to strengthening confidence in computer decision-
making systems, this level of causal transparency also improves auditability, which is becoming a
more important aspect of business governance and regulatory compliance.

The ablation study also offers more details regarding the roles of different system components.
Significant performance declines, including higher detection latency and worse accuracy, were
observed when the forecasting and causal modules were removed [23].These findings support the idea
that the patch validation is not a single procedure but rather a network of interconnected operations.
Predictive modeling enhances prioritizing and detection speed, while causal attribution guarantees
that results are not coincidental [24].

They work together to produce a verification process that is more dependable, efficient, and
understandable. Additionally, the outcomes of the unsupervised detection of anomalies have
significant implications [25].The Isolation Forest approach's ability to identify novel threats without
labeled data, despite its subpar performance, shows the value of autonomous learning as an adjunct
method.

In situations like novel zero-day exploit scenarios, where tagged data is not accessible, unsupervised
detection can act as an early warning system, initiating further supervised analysis as soon as
abnormalities are discovered [26].

When taken as a whole, these results show that the new approach is a paradigm shift in patch
validation for enterprise environments rather than only an incremental step. However, the results also
point to certain difficulties and potential areas for future research. One has to do with
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scalability.Actual real-world deployments could contain substantially larger data streams, varied
infrastructure, and parallel patches with complex dependencies, even though the current
implementation functions properly under predicted business workload demands. In order to scale the
validation process without sacrificing accuracy or latency, further research would need to look into
distributed architectures and federated learning techniques. The incorporation of adaptive learning
methods is another productive field. Since zero-day exploits are dynamic, attackers are constantly
modifying their strategy to get around static defenses. The system would be able to self-update in
almost real-time when new threat data becomes available if online learning or continuous adaptation
were added to the predictive models.Beyond that, enriching the causal attribution model to incorporate
multi-patch interactions and dependency modelling would enhance decision-making in scenarios
where multiple patches are pushed simultaneously.

Lastly, future research can leverage explainable artificial intelligence (XAI) methods to extend the
interpretability and transparency of predictive decisions. Although our causal inference module
already establishes a strong foundation for comprehending system behaviour, fine-grained, human-
interpretable explanations for individual detection events would greatly support security analysts in
decision-making and incident response. In summary, this study proves that incorporating predictive
analytics, anomaly detection, and causal reasoning into a unified autonomous validation system can
effectively optimize the speed, accuracy, and reliability of patch validation processes. By minimizing
detection latency, ensuring robust causal guarantees, and optimizing detection performance on a
variety of different metrics, the presented technique provides a practical, scalable, and scientifically
informed answer to one of the most important problems faced by contemporary cybersecurity — the
rapid and trustworthy mitigation of zero-day attacks in sophisticated enterprise cloud environments.

V. CONCLUSION

The current study offers a thorough autonomous patch evaluation mechanism to combat the increasing
threat of zero-day assaults in corporate cloud networks. The system uses anomaly detection, causal
inference, and predictive risk modeling to deliver fast identification, high interpretability, and
trustworthy validation results. The findings demonstrate that the model of prediction enables proactive
risk mitigation prior to vulnerabilities being exploited by dramatically improving detection accuracy
and decreasing time-to-discovery. Transparency and decision-making trust are enhanced by the
addition of a causal attribute layer, which guarantees that detected behavior changes are properly
mapped onto deployed patches. Additionally, the identification of anomalies and ablation analyses
validate the complementary qualities of the different system components by emphasizing their
combined contribution to overall performance. Notably, the structure's scalability and adaptability
make it a solid option for real-world business deployments, where dynamic and automated security
solutions are necessary due to complex infrastructures and changing threats.Future developments will
concentrate on deep explainability, optimum scalability, and continuous learning to further maximize
the potential of the current system, despite its great capability.All things considered, this study
contributes significantly to automated cybersecurity by providing a practical, scientifically supported,
and helpful method for verifying security updates against complex and soon-to-be-discovered zero-
day attacks.
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