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Abstract 

 Machine learning (ML) is vital for robust cybersecurity, especially in intrusion detection 

systems (IDS). Yet complex ML models often act as "black boxes," hindering the trust and 

transparency crucial for security. This study tackles this by presenting a lightweight, 

interpretable ML framework for anomaly detection, building on prior research in secure 

authentication and anomaly detection. 

Our framework employs Decision Trees and Random Forests, developing explainable 

classifiers trained on the public NSL-KDD dataset. We refined the preprocessing pipeline with 

normalization and one-hot encoding for optimal training. Model performance is rigorously 

assessed using standard metrics like accuracy, precision, recall, F1-score, and AUC-ROC. To 

clarify the models' decision-making, we integrate Explainable AI (XAI) techniques: SHAP 

(Shapley Additive Explanations) and LIME (Local Interpretable Model-Agnostic 

Explanations). Our findings highlight the trade-off between model complexity and 

interpretability, showing that simpler models can achieve competitive detection performance 

while offering clear reasoning for their predictions. The interpretability analysis, using SHAP 

summary plots, SHAP force plots, and LIME explanations, precisely identifies key features 

influencing detection decisions, explaining why certain network connections are flagged as 

anomalies. 

This research emphasizes how XAI-driven transparency boosts trust in ML-powered security 

predictions. We also discuss relevant ethical considerations, including data privacy and 

potential adversarial misuse of interpretable models. Overall, this work significantly advances 

trustworthy IDS design by demonstrating that integrating accurate tree-based models with 

advanced XAI techniques can achieve both effective anomaly detection and profound, 

interpretable security insights. Furthermore, by preserving computing efficiency, the 

framework shows that it is practically ready for deployment in real-time security operations 

centers. This is a forward-looking addition to reliable cybersecurity systems, as future additions 

might incorporate integration with adaptive IDS methods and adversarial defense strategies. 

Keywords : Intrusion Detection System; Machine Learning-Based Cybersecurity; Anomaly 

Detection; Local Interpretable Model-Agnostic Explanations; Shapley Additive Explanations.  
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1 INTRODUCTION 

Intrusion Detection Systems (IDS) are fundamental elements in cybersecurity that detect and 

prevent abnormal network data flow and other undesired consequences due to potential 

security threats and cyber-attacks [1]. IDS comes in two varieties: Network-based IDS (NIDS) 

and host-based IDS (HIDS). NIDS works at the network level, examining traffic in and out of 

that device to and from the rest of the network for signs of danger; HIDS is all about individual 

devices, sniffing around in system behavior, file integrity, and application logs for any 

suspicious activity[2] . 

IDS employ sophisticated methodologies, such as signature-based analysis, anomalous 

behavior detection, and behavior analysis to detect threats. Signature-based IDSs are based on 

predefined signatures defined for known cyber-threats, while anomaly-based IDSs detect 

deviations from normal network behavior which could also include new or unknown attacks[3]. 

Although there are many differences between the two, IDS is essentially a detection function 

and can also be used to suppress or countermeasure to the security risk in real-time by including 

the feature to be 'blocking' in the IPS. Deployment of IDS Impact on Security by early 

detection, reduced response time. 

 With emerging cyber challenges, anti-malware technologies based on signatures are often 

unable to recognize new or advanced attack patterns and lose their effectiveness. To cope with 

these issues, today's IDS have started to use machine learning (ML) methods to improve their 

detection mechanisms, so they can detect attack behavior that is not known in advance[4]. 

However, despite the high detection accuracy of ML-based IDS models, especially of deep 

neural networks and ensemble methods, these models do have a “black-box” property. This 

black-box nature of detection systems’ decisions, on network traffic arose from the inability of 

security analysts to comprehend why and how a piece/a group of network traffic is identified 

malicious which obstruct trust-building, model debugging and compliance to regulators on 

important security grounds [5]. 

To address this discrepancy, Explainable AI (XAI) is a new paradigm for interpreting ML-

based cybersecurity solutions by providing human-understandable rationales on the model’s 

predictions [6]. In the domain of IDS, XAI tool such as SHAP (Shapley Additive 

Explanations) and LIME (Local Interpretable Model-agnostic Explanations) are, among other, 

important for revealing the inherent reasons that determine the classification of an attack. The 

transparency and trust in AI-based security framework are highly reinforced by these 

approaches that deliver global feature importance (SHAP) and local decision reasoning (LIME) 

to security experts for investigating, verifying, and refining detection capabilities [7]. Although 

deep learning techniques have been extensively studied, their high processing cost and 

ambiguous reasoning prevent them from being widely used in situations with limited resources 

and regulations. The comprehensive evaluation of lightweight tree-based models in 

conjunction with cutting-edge XAI approaches is still critically lacking. In order to bridge that 

gap, this study asks how interpretable, tree-based classifiers can provide cybersecurity analysts 

with transparent decision support while achieving cutting-edge detection performance. 
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This work extends previous research in machine learning-based anomaly detection and secure 

authentication by leveraging the interpretability of tree-based classification models for 

intrusion detection systems (IDS). Specifically, the NSL-KDD dataset is utilized—an enhanced 

benchmark for network intrusion detection developed to address the redundancy and class 

imbalance issues present in the earlier KDD’99 dataset [8]. Two classifiers are employed: 

Decision Tree (DT)  and Random Forest (RF) ensemble models, to distinguish between normal 

and attack traffic records. These models are selected for their complementary strengths—DT 

offer symbolic, rule-based decision paths that enhance interpretability, while RF, through the 

aggregation of multiple decision trees, improve detection capabilities, particularly in 

identifying complex attack behaviors [9] 

To evaluate the effectiveness of the models, standard performance metrics accuracy, precision, 

recall, F1-score, and AUC-ROC are employed to facilitate direct comparison with existing IDS 

literature. Additionally, SHAP and LIME are combined to provide interpretability of model 

behaviour, enabling security practitioners to understand feature importance and decision 

boundaries in practical settings. SHAP values offer insights into the overall contribution of 

each feature, while LIME provides localized explanations for individual predictions. For 

visualization, SHAP summary plots are used to highlight the most influential features in attack 

classification, and SHAP force plots illustrate specific decision pathways. Furthermore, LIME-

based explanations reveal the rationale behind adversarial predictions, thereby aiding security 

analysts in interpreting alerts with clear, understandable justifications. The main contributions 

of this work include: 

• Performance Analysis: The results show that DT and RF perform competitively for 

intrusion detection on the NSL-KDD dataset and outperform state of the art attack models. 

• Interpretability Improvement: Performing intensive XAI-based interpretation, it is 

shown in this study that parameters such as protocol type, the counts of source and destination, 

attributes of network service have a major effect on the decision of the IDS. 

• Ethical Matters: Reviewing the ethics of XAI for cybersecurity, including privacy 

considerations, adversarial abuse, and responsible use of interpretable models. 

The combination of accurate tree-based models with strong explainability methods presented 

in this research work paves the way for transparent IDS development, maintaining a trade-off 

between detection effectiveness and interpretability, to contribute to more reliable AI-driven 

cybersecurity solutions. 

 The rest of this paper is organized as follows: Section II provides an overview of the related 

work on the tree-based classifiers and explainable AI methods in cybersecurity. In section III, 

represent the proposed methodology, the data preprocessing, the model choice, and the 

combination between SHAP and LIME. Section IV describes down the experimental setup, 

which specifies dataset setting, training protocol, and evaluation metrics. Results are presented 

and discussed in Section V, including the performance and the interpretability of models. In 

Section V, we discuss ethical issues in relation to the application of explainable machine 
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learning in cybersecurity. Section VI is finally the conclusion of the paper where the directions 

of future work are outlined. 

2 LITERATURE SURVAY 

This section summarizes and examines the major research gaps addressed in the previous 

works. ML-based IDSs, which have undergone deep investigation in the field of cybersecurity 

research, achieved significant enhancements in distinguishing complex attack patterns. A lot 

of work have been done using DT based models on NSL-KDD, the well-known benchmark 

dataset for Network Anomaly detection. For example, Tahri et al. [14], proposed an IDS based 

on DT classifier, and achieved this high level of accuracy of 99.20%, precision of 95.63%, 

recall of 96.89%, and F1-score of 96.14%.[10] The popularity of DT for IDSs comes from 

their transparent rule-based decision making that is easily interpretable by security analysts 

[11]. 

 Ensemble classifiers, in particular RF, have previously outperformed the single-tree 

classifiers for detection [12]. Some studies report that out-of-bag error estimates correlate with 

cross-validation estimates when using RF classifiers on very difficult binary problems, and that 

they are sometimes even more accurate. For instance, Dubey et al. [13] proposed a RF model 

combined with feature selection technology, and it obtained high accuracy and greatly reduced 

the false alarm rate on the NSL-KDD dataset. The robust functionality of RF has been widely 

proven, which makes it an attractive proposition for implementation of IDS due to its capacity 

to efficiently deal with high-dimensional data [13].  

Table.1 gives an overview of the important methodologies, datasets, performance metrics and 

explainability techniques applied in multiple intrusion detection research.  It demonstrates the 

evolution from single-tree learners to ensemble methods and the increasing use of SHAP and 

LIME for interpretability. 

These results justify our use of RF in combination with DT to trade-off between the model’s 

detection performance and interpretability.   Table.1 summarizes crucial methodologies, used 

datasets, performance metrics, and explainability techniques in the IDS studies. A key 

observation is that tree-based algorithms (i.e., DT and RF) perform significant well in NSL-

KDD [14].  

Table 1.Comparative Analysis of Related Work on ML-Based IDS and Explainable AI. 

Study Methodology Dataset Performance 

Metrics 

XAI 

Techniques 

Key Findings 

Tahri et 

al.[14] 

Decision Tree 

(DT) 

NSL-

KDD 

Accuracy: 

99.20% 

Precision: 

95.63% 

Recall: 

96.89% 

None Decision Trees 

provide 

transparent 

decision 

pathways but 

may be less 

robust than 
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F1-Score: 

96.14% 

ensemble 

methods. 

Dubey et 

al.[15] 

Random Forest 

(RF) with feature 

selection 

NSL-

KDD 

High 

accuracy and 

low false 

alarm rate 

None RF handles large 

feature sets 

effectively, 

reducing 

overfitting. 

Shraddha 

& 

Rao[16] 

Deep Neural 

Network (DNN) 

NSL-

KDD 

High 

detection 

accuracy 

(specific 

results not 

detailed) 

SHAP, 

LIME 

XAI techniques 

quantify feature 

importance, 

aiding model 

interpretation. 

Le et 

al.[17] 

Decision Tree & 

Random Forest 

(RF) 

IoT 

Dataset 

Performance 

metrics not 

specified 

SHAP SHAP improves 

interpretability 

by highlighting 

significant 

features in IoT 

intrusion 

detection. 

Barnard 

et al.[18] 

XGBoost NSL-

KDD 

High 

detection rate 

(specific 

metrics not 

detailed) 

SHAP SHAP applied to 

boosted trees 

helps explain 

feature impact in 

IDS predictions. 

Zakaria 

et al.[19] 

Deep Learning NSL-

KDD 

High 

accuracy 

(exact metrics 

unspecified) 

SHAP, 

LIME 

SHAP and LIME 

help analysts 

understand attack 

classifications in 

deep models. 

Haripriya 

et al. [20] 

Hyperparameter-

tuned Deep 

Models 

NSL-

KDD 

Optimized 

model 

performance 

SHAP, 

LIME 

XAI tools 

improve 

transparency of 

hyperparameter-

optimized 

models. 

 

Although individual decision trees facilitate clear reasoning procedures, the ensembles of such 

trees, as in RF, consistently show superior detection performance in terms of accuracy, 
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adaptability to high dimensional data and defense against overfitting. Dubey et al. [15], work 

complements this, demonstrating how the feature selection under RF additionally improves 

the detection reliability. Another major trend in the table is the increasing incorporation of 

Explainable AI (XAI) methods [16].  

Conventional IDS models focus on the accuracy of detection, but some recent research focuses 

on interpretation and transparency, that is, the difference between professionals understanding 

of decision making of what a cyber-attack is done. In fact, multiple publications, have 

effectively employed SHAP and LIME on deep learning models, showing that explainability 

tools expose critical attack-indicating features – like packet counts, TCP flags, and source-

destination attributes – enabling analysts to better examine alerts [17-20]. 

Our method fills the void between model accuracy and explainability beyond the state of the 

arts. Ensemble based IDS models such as RF have shown good detection however, their 

complex nature often led to low interpret- ability. Our work is the first to integrate DT and RF 

with SHAP and LIME to endow security analysis with global understanding (SHAP) as well 

as local, instance level, explanations (LIME).  

This can be used to compare the direct detectability efficacy and also provide insight into why 

classifications have been made. 

Lastly,  table 1, highlights the ethical aspect of the XAI based IDS. Transparency increases 

trust; however, previous studies have raised privacy concerns and adversarial abuse. With the 

improvements of explainable IDS models, adversaries may leverage this to evade security 

barriers. By discussing these implications, our study contributes to the broader conversation on 

responsible AI deployment in cybersecurity. 

3 METHEDOLOGY 

In the pursuit of establishing an interpretable ML framework for intrusion detection, we 

introduce a systematic data-driven pipeline, including preprocessing, classification, 

evaluation, and explainability analysis. Our approach is structured into a pipeline as shown in 

Fig. 1, outlining the entire process from raw data to model interpretation.  

Firstly, the NSL-KDD dataset is preprocessed in order to have a fair evaluation by one-hot 

encoding categorical attributes and normalizing continuous attributes. Then, two statistical 

machine learning models, DT and RF, are constructed and fine-tuned using stratified cross-

validation and hyperparameter tuning. To ensure robustness against the class imbalance, these 

models are tested with different performance measures such as accuracy, precision, recall, F1-

score, and AUC-ROC. Lastly, Explainable AI (XAI) methodology is used, in particular SHAP 

and LIME, to interpret the models’ predictions. This methodological framework is summarized 

in Figure 1, including the integration of data preprocessing, classification, evaluation and 

explainability visualization, this contributes to trust and transparency on AI-backed 

cybersecurity systems. 
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Figure 1.The overall proposed model 

3.1 Preprocessing and Dataset Description 

In this work, EXP-IDS was run on the well-known NSL-KDD dataset [21] ,which is a 

commonly used benchmark for the evaluation of IDS. NSL-KDD is a refined list version of 

the KDD’99 dataset which solved some critical aspects such as class imbalance and redundancy 

by removing duplicate records while preserving a representative of distribution attack [22]. The 

dataset is a set of TCP/IP connection records, which each record is labeled as normal and/or 

being intrusions in the following categories: 1) DOS 2) Probe 3) R2L and 4) U2R. Each 

example consists of 41 features including both numeric features and categorical features (e.g., 

duration, number of bytes transferred, protocol type, service type, and TCP flag status). 

Data preprocessing consists of one-hot encoding of categorical features, like protocol type, 

service type and flag attributes in order to drive input to a machine learning model. Also, 

numeric features are scaled by min-max normalization where applicable to lend uniform scale 

across inputs. This pre-processing pipeline both promotes model robustness and makes the 

learning dynamics more consistent across different types of features.  The sequential processes 

of dataset preparation, such as feature encoding, data cleaning, normalization, and final 

structured formatting for model training, are depicted in figure 2. By ensuring that network 

traffic properties are optimally represented at each stage, intrusion detection models become 

more effective. 
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Figure 2.Dataset Preprocessing Workflow 

3.2 Selection and Training of Models 

It leverages two popular supervised learning methods for anomaly detection the Classification 

and DT and the RF. These models are chosen based on their support for explainability tools 

like SHAP and LIME, and their success in cybersecurity. 

The DT classifier is defined as a model that contains a tree structure where internal nodes 

correspond to decisions on features and the leaf nodes determine class labels. In security IT 

systems, where we must be able to comprehend why something was classified or wasn't, this 

also makes it possible for transparent, rule-based, interpretable classification paths. Therefore, 

prior research, such that done by Tah et.al [23], has demonstrated that decision trees may 

provide rules that are easy for humans to grasp, which boosts an analyst's 5 busier trust and 

makes a system 6 auditable. 

Each path from the root to a leaf forms a decision rule, which is human-readable and 

interpretable [9].  Mathematically, a decision tree minimizes an impurity measure I, such as 

Gini index or entropy. For example, the Gini impurity for a node is defined as in equation 1: 

𝐼𝐺𝑖𝑛𝑖 = 1 − ∑ 𝑃𝑖
2 

𝐶

𝑖=1

           𝑒𝑞. 1 

Where: C is the number of classes, Pi is the proportion of samples belonging to class i in the 

node. 

The tree splits at each node by choosing the feature and threshold that lead to the greatest 

reduction in impurity as shown at equation 2: 

∆𝐼 = 𝐼𝑝𝑎𝑟𝑒𝑛𝑡 − (
𝑁𝑙

𝑁
𝐼𝑙 +

𝑁𝑟

𝑁
𝐼𝑟)       𝑒𝑞. 2 

Where NL and NR are the number of samples in the left and right child nodes, and Il  and IR are 

their respective impurities. 

Figure 3, illustrates a sample binary classification DT trained on NSL-KDD data. Features that 

appear at different nodes depending on their contribution to class separation. 

 

NSL-KDD dataset
Record label:Normal or 

attake type. 

41 Features
One-hot  Encoded 

normalization
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Figure 3.Sample for network traffic classification using NSL-KDD data 

RF classifier is an ensemble method which integrates predictions of several decision trees, 

trained on randomly chosen subsets of training instances and features. The bagging approach 

enhances the classification stability and lessens overfitting and is commonly used to achieve 

better prediction performance than a single-tree model. RF has been consistently reported as 

an effective model on benchmark IDS datasets such as NSL-KDD [8] and Le et al. [24], which 

demonstrate that it is robust and can generalize well to complex detection tasks. 

By averaging the predictions of several uncorrelated trees, it enhances generalization and 

lowers variance, making it resistant to overfitting, a common problem with single-tree 

models.Each tree ht (x)  in a forest outputs a class prediction, and the final prediction is made 

by majority voting (for classification) as equation 3: 

𝑦̂ = 𝑚𝑜𝑑𝑒{ℎ1(𝑥), ℎ2(𝑥), … . ℎ𝑡(𝑥)}        𝑒𝑞. 3 

Where: T, is the total number of trees in the forest, ht (x) is the prediction of the t-th tree, 𝑦̂ is 

the final predicted class. As an alternative, the class with the highest mean predicted probability 

across trees is selected using probabilistic terminology as equation 4: 

𝑦̂ = arg 𝑚𝑎𝑥  
1

𝑇
∑ 1 (ℎ𝑡

𝑇

𝑡=1

 (𝑥) = 𝐾)     𝑒𝑞. 4 

The Random Forest model's structure is depicted in Figure 4, which shows several decision 

trees running on bootstrapped data with feature randomness applied at each split. 
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Figure 4.RF architecture trained on bootstrapped data with randomized feature selection. 

The two models in the represented study are implemented using the scikit-learn python 

machine learning library [25]. After applying the default hyperparameter settings, model-

specific parameters are fine-tuned to maximize their performance. Tree-based models' 

computational efficiency allows for training and inference to be completed on standard 

computers without the need for a high-performance cluster. 

The NSL-KDD dataset with its preset partitions, KDDTrain+ for model training, and 

KDDTest+ for validation and performance reporting, are used for both training and testing in 

accordance with this earlier work [26]. This arrangement ensures the best fit with the body of 

current literature and instantaneous comparison with earlier methods. 

To reduce generalization error and model variance, 5-fold stratified cross-validation was 

applied to the training data. Stratification is crucial and it ensures that every fold has the exact 

same proportion of normal and attack classes as the entire dataset. Performance is averaged 

over folds and is reported as accuracy, precision, recall, f1-score, and AUC-ROC [27]. 

Hyperparameter tuning is done by grid search optimization and important parameters are 

maximum tree depth, minimum samples per split, and impurity criterion for DT, and number 

of estimators, maximum features, and depth for RF. Valid configs are selected based on 

validation scores during cross validation to maximize accuracy and minimize overfitting.  

These aspects are consistent with advice in some sub-fields of the recently published literature 

on intrusion detection for the significance of hyperparameter optimization in improving model 

trustworthiness and performance in general [28] 

This systematic process of selecting, training, and evaluating models for classifying ensures 

that the final classifiers are both accurate and interpretable, and appropriate for deploying in 

real-world cybersecurity systems. The training and inference times of DT and RF were 

compared to make sure they were appropriate for real-time use. DT training took less than 10 

seconds while RF training (100 estimators) took about 40 seconds on a typical desktop 

computer with an Intel i7 processor and 16 GB of RAM. Both models' average inference time 

per instance was less than 5 ms, indicating that they are lightweight in comparison to deep 

neural models that have been documented in IDS literature. The usefulness of tree-based XAI 

models in operational security settings is demonstrated by this analysis. 
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3.3 Experimental Setup 

The experimental results are performed in a common desktop without any state-of-the-art 

high-performance computing resources because tree-based approaches are computationally 

efficient and do not require high computational power. 

 First, it is preprocessed the NSL-KDD dataset using the steps [26]in the IDS field, which has 

the goal of increasing the feature representation and better learning the models. The dataset is 

divided into training and test portions based on its KDDTrain+ and KDDTest+ standard splits 

[29]. Stratified 5-fold cross-validation is used on the training set to avoid overfitting and control 

variance and keep balanced proportions between attack and normal instances across folds [30] 

. Used in this way, cross validation is a rigorous evaluation, reducing possible bias in model 

training and enhancing model stability [31]. 

Both the DT and the RF classification models are developed using Python language on the 

Scikit-Learn library for classification. The DT classifier is fit by a best-fitting tree depth to 

maintain manageable complexity and prevent overfitting too much and is a drawback of 

single-tree models [32]. The RF ensemble includes 100 trees and uses the bootstrap aggregating 

method to stabilize and enhance the detection performance [12].  

Similar to Dubey et al. [33], Numerical features are normalized to zero mean and unit variance, 

except categorical features, which are encoded with one-hot encoding. For both DT and RF, 

hyperparameters are tuned using grid search optimization with other parameters such as 

maximum tree depth (for DT) and number of estimators (RF) being refined based on the 

performance of the model in the validation set [34] 

Following the training, the models are tested on the test set in accordance with traditional IDS 

evaluation metrics: ACC, Prec, Rec, F1, and AUC. These metrics contribute to a holistic 

evaluation of performance and help alleviate problems associated with class imbalance where 

accuracy alone may not be a fair representation of real detection capabilities. Moreover, visual 

comparison between DT and RF classification is performed using ROC curves over different 

decision thresholds [35] 

For interpretation analysis, SHAP and LIME are used to improve model transparency [36]. 

SHAP values are a game-theoretic measure of the contribution of features to predictions, 

therefore we can gain insights into the importance of global features with SHAP Summary 

Plots. 

 SHAP force plots, by contrast, chart example decision paths into specific categories of attack, 

increasing interpretability for security analysts [37]. Likewise, LIME produces local surrogate 

models, interpreting individual test instances by attempting to model the classifier’s behavior 

in the vicinity of a test sample [38]. Such LIME-based explanations on feature weights, 

together with SHAP’s global attribution, not only offer human-interpretable rule-based 

explanations for cross-validating interpretability [39] ,but may also be helpful in validating 

feature importance and interactions across datasets. 
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All visualizations (e.g., the SHAP summary plot, LIME explanations, ROC curves) are saved 

for analysis, and compared across several experimental runs to assess the stability and 

reproducibility of the results. This approach is consistent with previous work that emphasized 

transparent IDS design to enable practitioners to interpret model decisions and to consider 

ethical considerations regarding adversarial manipulation and privacy risks in explainable AI. 

The experimental setup is summed up in figure 5, which shows important stages from model 

training, dataset preparation, performance assessment, and interpretability analysis using 

SHAP and LIME. Transparency, reproducibility, and reliable IDS performance evaluation are 

guaranteed by performance assessment. 

 

Figure 5.Overview of Experimental SetupResults and discussion  

The classification results of DT and RF on NSL-KDD are shown in Table 2. The overall 

performance of the Random Forest model is the best (accuracy: ~ 98.1%, precision: 96.4%, 

recall: 97.2%, F1-score: 96.8%, AUC-ROC: 0.99). The Decision Tree model, on the other 

hand, performs well but not as well as the others in general, erring at 96.2% accuracy, 93.8% 

precision, 94.5% recall, 94.1% F1-score, and 0.97 for the AUC-ROC. These findings are 

consistent with previous findings that ensemble models generally increase for the detection 

rate, by combining trees for more stable classification [33,34]. 

Table 2.Performance Comparison of IDS Classifiers on NSL-KDD 

Model Accuracy Precision Recall F1-

score 

AUC-

ROC 

Decision 

Tree 

96.2% 93.8% 94.5% 94.1% 0.97 

Random 

Forest 

98.1% 96.4% 97.2% 96.8% 0.99 
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Comparison with that of Tahri et al. [14], that reported 99.20% accuracy using DT model, the 

slight decrease of accuracy may be not solely tied to the lack of same feature selection or hyper-

parameter tuning (as our approach does not consider any aggressive pruning techniques). 

However, both classifiers show good intrusion detection skills, and their high AUC values 

attest to their ability to distinguish between attack and normal classes.  Confusion matrices 

were created for DT and RF across the four primary NSL-KDD attack types (DoS, Probe, U2R, 

and R2L) in order to better examine classifier behavior. According to the results, RF 

considerably decreased false negatives in the U2R and R2L classes—which are usually the 

most difficult to detect—when compared to DT. Because RF's false positive rates stayed below 

2%, it is more dependable in operational settings. The statistical significance (p < 0.05) of RF's 

higher performance over DT across cross-validation folds was confirmed by a Wilcoxon 

signed-rank test. Figure 6, compares the classification performance of DT and RF models from 

the presented work against Tahri et al.’s [14]. DT-based IDS on the NSL-KDD dataset. The 

metrics evaluated include Accuracy, Precision, Recall, F1-score, and AUC-ROC, showcasing 

improvements achieved through ensemble learning with RF. 

 

Figure 6.Performance Comparison of IDS Classifiers Between the Presented Work and Tahri 

et al.  [14] 

Interpretability Analysis using SHAP and LIME:Knowing the reason behind a prediction 

is critical in high stakes domains such as cybersecurity where accuracy and interpretability of 

a decision are required. Interpretability techniques such as SHAP (SHapley Additive 

Explanations) and LIME (Local Interpretable Model-agnostic Explanations) are applied to the 

trained Random Forest classifier in order to achieve this result. These tools offer global as well 

as local perspectives on feature importance and allowing analysts to follow the reasoning 

process of the model. 

SHAP Interpretability, SHAP adopts a unified approach to explain individual predictions, 

rooted in cooperative game theory, but under the assumption that each feature value can be 
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considered a "player," all working together to make the final prediction. SHAP value of a 

feature is the average contribution of that feature, over all possible combinations of features. 

This is what makes SHAP particularly attractive in the space of cybersecurity, as this 

community requires a transparent model for supporting analysts’ decisions and policy 

compliance.  

 

Figure 7.SHAP-Based Interpretability of IDS Models 

Figure 7 (a) shows the SHAP summary plot for the Random Forest model built on the NSL-

KDD dataset. In the plot above, all of the input features are ranked by their mean absolute 

SHAP values, which in effect represents how much influence the feature has on the model’s 

output. Features with great SHAP values make a greater impact on classification. The 

following some are the prominent features immeasurable: 

srv_count: Number of connections to the same service. High scores indicate suspicious 

repetitive activity and are usually indicative of probe or DoS attacks. As an example, in the 

summary plot red dots indicate that when srv_ount has a high value there is increased 

probability of being classified with an “attack”. dst_bytes: Number of bytes from destination 

to source. Lower values can indicate failed or blocked responses, which are possibly the result 

of probing. duration and src_bytes: Also show significant effect, especially in separating 

normal session from highclass or bad connections. 



International Journal of Applied Mathematics 

Volume 38 No. 5s, 2025 

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 

1205 
Received: August 05 2025 

protocol_type_tcp: This is in terms of one hot encoding, it normally has lower SHAP value 

indicating that gaining most decision relies on surrounding other parameter value for that 

context. 

The color shift in the SHAP plot also indicates which value of each feature is affecting the 

prediction. Red points (high feature values) on the right side (Positive SHAP values) push the 

model to be more confident in classifying the observation as an attack, whereas blue points 

(lower feature values) pull predictions towards normal. Figure 7(b) presents the SHAP force 

plot for one test instance, which predicted as an attack. The force plot decodes the model’s 

baseline prediction (average value across the dataset) and updates it with each SHAP value of 

a feature moving it closer to the final prediction. For the chosen attack example: 

The positive SHAP contributions are driven by a few features such as duration, src_bytes, and 

srv_count which strongly push the prediction score upward the decision threshold indicating 

that the record is more likely to be assigned to the attack type. Negative ‘features’ such as low 

dst_bytes value provides a weak counter- weight against the overall classification of the attack. 

This finer-grained view lets us check which exact features and values “tipped” the model’s 

decision. SHAP based interpretability like this is in line with the results obtained by Mohale 

et al. [40], who also showed the effectiveness of SHAP for diagnosing the behavior of the IDS 

model on the NSL-KDD. 

LIME Interpretability, to complement the SHAP insights, we make use of the LIME 

algorithm on the same instances. SHAP offers a global and local explanation of the model 

behavior by attributing importance to each feature both locally and globally, while LIME 

concentrates only on local fidelity by computing a sparse linear approximation of the model 

locally around the single prediction. A sample LIME explanation result for one typical test 

instance is listed in Table 3. LIME identifies the most important features that drove the 

model’s prediction for that instance: 

Table 3.LIME feature weights 

FEATURE WEIGHT IMPACT ON 

DECISION 

SRV_COUNT +0.95 Pushes towards attack 

DST_HOST_COUNT +0.87 Pushes towards attack 

SERVICE=HTTP -0.76 Pushes towards normal 

FLAG=SF -0.65 Pushes towards normal 

The negative weights (such as service=http, flag=SF) indicate that these terms detracted from 

predicting the “anomaly” class. Positive weights (such as “srv_count”, “dst_host_count”) 

contributed to the possibility to the sample to be classified as “attack”. The intuition-based 

outputs of LIME make it easier for analysts to quickly understand why a decision was made, 
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e.g., in terms of pseudo-rules such asif srv_count is high and dst_host_count is also elevated 

then the session is likely an attack unless service=http and flag=SF. 

While SHAP (with its grounding in additive game theory) and LIME (with its focus on local 

linear surrogates) are dissimilar methods, both of the interpretability tools suggested the 

importance of components such as srv_count, providing more trust in the model's learned 

behaviour. SHAP offered uniform global trends together with fine details on the local level, 

as LIME produced simplified rules. 

Taken together, SHAP and LIME represent a powerful pair of complementary view of the 

model. SHAP explains what are the important features globally and why predictions are made 

in a specific way locally. LIME also returns another human-interpretable explanation for a 

specific instance. Security operations can particularly benefit from these insights as analysts 

need to comprehend alerts in a timely manner to respond. Being able to link an alert back to 

arguments such as high connection counts or questionable traffic patterns provides an 

operational trust – and results in our being able to qualify or disqualify false positives.  

In summary, our results are consistent with the previous work that the trust of IDS models can 

be improved with the introduction of interpretability methods. Using that knowledge, analysts 

can triage the alerts more efficiently— for instance, if Offensive SHAP indicates high 

connection counts as a sign of an attack, they might investigate potential port scanning efforts 

or denial of service attacks [41] 

This increased transparency builds more trust in AI-based cyber systems, and overcomes the 

problem of black-box models in the delicate balance between detecting correctly and 

understanding what gets detected. 

Moreover, these results also support prior work that highlights the importance of transparency 

in cybersecurity AI systems . Through revealing black-box decision-making, SHAP and LIME 

enhance explainability and enforcement of ethical deployment and monitoring in cybersecurity 

infrastructures. 

4 ETHICAL CONSIDERATIONS IN CYBERSECURITY 

The use of interpretable ML in cybersecurity brings up the very important ethical concerns. 

Firstly, users' privacy is a problem. Inherently, XAI methods take into account the input of a 

model, and in case of IDS, network traffic features. As Olasehinde [42] explains, this approach 

may inadvertently leak private data about the users. For instance, if an XAI tool reports that 

“our explanation flagged this because the user’s email domain is unusual,” this could entail a 

leak of confidential metadata [42]. Likewise, anomaly detection via network flows can be 

used to capture personal information without consent. Striking a balance between transparency 

and privacy is crucial: we need to avoid explanations that expose raw sensitive content. If not, 

one may need to use feature refinement or compliance with data protection laws (GDPR) as 

proposed in existing work in the literature. 

And second, there’s always a trade-off between transparency and security. Although 

explanations inspire trust for defenders, they might be abused if acquired by attackers. 
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Olasehinde[42] and other researchers [43] warn that lifting the veil from how a model arrives 

at a decision also can provide attackers with details that could allow them to sidestep detection. 

 For example, if an insider infers alarms are raised for high srv_count, they may choose to 

blend into the normal relationship of some services. Consequently, access to XAI-system 

capabilities should be carefully regulated: only technical reports might be made available for 

security professionals, while summarized presentations would be exposed to the operators. 

Implementing an ethical deployment is getting gauge how much detail and to whom, as [42] 

suggested. 

Third is the potential for bias and fairness. Even understandable models can obfuscate the 

actual bias in the training data (e.g., an overrepresentation of specific IP ranges or services). 

XAI could potentially pinpoint and such biases (e.g., always classifying a service as malicious) 

[44] .We need to also ask whether the models disproportionately frame particular users or 

behaviors. Transparency can assist in this area, but designers need to actively verify and 

address bias. 

And finally, the regulatory and societal effects count. There are so many workloads that need 

to be auditable: IDS decisions should be understandable for compliance. Conversely, an 

overbearing amount of transparency could compromise an institution's security by making the 

internal cogs visible. Normative guidelines recommend a control (an ethics board as XAI user 

oversight) be put into place [42]. In short: Explainable models are one of the best ways to 

inspire trust and enforce accountability, but we must delicately balance all privacy (keeping 

user data private), no adversarial assistance (no giving attackers’ mechanism to design 

adversarial inputs), reasonable oversight. 

Restricted-access explanation dashboards, which guarantee that only trusted analysts have 

access to important feature attributions, can be used to reduce the dangers of adversarial usage 

of XAI. Furthermore, using privacy-preserving strategies like federated IDS training or 

differential privacy could lessen the amount of sensitive traffic data that leaks while preserving 

explainability. These guidelines are in line with new suggestions made by regulatory 

frameworks like the NIST AI Risk Management Framework and the GDPR. 

5 CONCLUSION 

 The escalating volume and sophistication of cyber threats underscore the critical need 

for Intrusion Detection Systems (IDS) that are not only accurate but also transparent and 

interpretable. This research directly addresses this imperative by proposing a robust framework 

that integrates Decision Tree (DT) and Random Forest (RF) classifiers with SHAP (Shapley 

Additive Explanations) and LIME (Local Interpretable Model-Agnostic Explanations). This 

synergy creates a powerful and comprehensible system for intrusion detection, bridging the 

gap between precise threat identification and actionable, human-interpretable decision support. 

Our experimental validation confirms the efficacy of the proposed models. The Random Forest 

Classifier (RFC) achieved an impressive detection accuracy exceeding 98%, coupled with 

strong precision and recall rates, indicating its proficiency in accurately identifying both normal 

and anomalous network traffic. While the Decision Tree (DT) classifier demonstrated slightly 



International Journal of Applied Mathematics 

Volume 38 No. 5s, 2025 

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 

1208 
Received: August 05 2025 

lower but still competitive accuracy, its inherent ability to provide clear and interpretable rules 

offers significant practical utility in real-world scenarios. These results highlight that a 

judicious balance between accuracy and interpretability can be achieved by carefully 

controlling the depth of decision trees. 

The integration of SHAP and LIME substantially enhanced model interpretability. SHAP 

provided both global insights, revealing the most influential features across the dataset, and 

local, per-prediction explanations, attributing individual outcomes to specific input features. 

LIME complemented this by offering simplified, localized explanations for single decisions. 

This combined explainability empowered analysts to understand not just what the model was 

predicting, but why, fostering greater trust, facilitating auditing processes, and improving 

response effectiveness. 

The implications of these findings are profound for cybersecurity operations. Enhanced 

transparency leads to more rapid navigation of alarms, minimization of false positives, and 

improved handling of data access anomalies. Crucially, this framework fosters a stronger 

human-AI partnership, enabling domain experts without extensive machine learning 

backgrounds to better comprehend model outputs. This interpretability facilitates more 

informed and agile responses to cyber threats. 

Future work will focus on integrating this approach into real-time operational environments, 

evaluating its performance on noisy datasets, and incorporating adaptive learning techniques. 

Furthermore, we plan to delve deeper into the ethics of transparency, particularly the intricate 

trade-offs between explainability, data privacy, and the adversarial robustness of AI systems. 

In conclusion, this paper makes three contributions: In order to provide both global and local 

transparency, (i) DT and RF were used to develop a lightweight yet interpretable IDS 

framework; (ii) complementary XAI techniques (SHAP and LIME) were integrated; and (iii) 

operational and ethical considerations were incorporated for responsible deployment. This 

study is among the first to systematically evaluate tree-based interpretable IDS on the NSL-

KDD dataset because of these contributions. Ultimately, this study offers a pragmatic, forward-

looking, and responsible contribution to the development of reliable, efficient, and explainable 

cybersecurity systems. 
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