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Abstract: 

 A well-known contender in the field of post-quantum cryptography is Multivariate Public 

Key Cryptography (MPKC), which provides security based on the computational difficulty of 

solving systems of multivariate quadratic equations over finite fields. The foundational trinity 

of the suggested schemes the Hidden Field Equations (HFE), Matsumoto-Imai (MI), and Oil-

Vinegar (OV) cryptosystems has greatly influenced the development of MPKC. These three 

cryptosystems are reviewed in this work in a unified and comparative manner, with an 

analysis of their algebraic structures, key generation mechanisms, encryption and signature 

procedures, and known cryptanalytic attacks. The study clarifies each scheme's advantages, 

disadvantages, and changes over time by following its historical evolution and emphasizing 

its fundamental design ideas. Their contribution to standardization initiatives and their ability 

to withstand new quantum threats are highlighted in particular. In order to facilitate future 

research and optimization in safe, effective, and scalable multivariate cryptosystems for the 

post-quantum era, the paper attempts to offer a comprehensive knowledge. 

Keyword: Hidden Field Equation, Matsumoto-Imai, Oil-Vinegar, Multivariate Cryptosystem, 

Post-Quantum Cryptography,  

1. Introduction 

Quantum computers—devices that use quantum mechanical processes to solve mathematical 

problems that are challenging or unsolvable for traditional computers—have been the subject 

of extensive research in recent years. Many of the public-key cryptosystems in use today 

could be cracked by large-scale quantum computers if they are ever constructed. The integrity 

and confidentiality of digital communications on the Internet and elsewhere would be gravely 

jeopardized by this. Post-quantum cryptography, often known as quantum-resistant 

cryptography, aims to create cryptographic systems that are safe from both classical and 

quantum computers while still being able to interact with current networks and 

communications protocols. Multivariate public-key cryptosystems have been examined by 

the National Institute of Standards and Technology (NIST) as possible contenders for post-

quantum cryptography standards. 
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One of the primary families of post-quantum cryptosystems is multivariate public-key 

cryptography, or MPKC for short. It is becoming more and more recognized as a potential 

substitute for traditional public-key schemes like RSA and DSA. A collection of randomly 

selected nonlinear multivariate polynomial equations over a finite field is NP-hard to solve, 

according to a complexity theory result. Although it is generally accepted that quantum 

computers are unlikely to provide an edge in this type of problem, it has not yet been shown 

that they can solve a set of multivariate polynomial equations efficiently. For nearly a decade, 

the world's leading cryptographers have been collaborating with the National Institute of 

Standards and Technology (NIST) to create new algorithms that will guard against the 

looming threat of quantum computers. In August 2024, NIST also released the much awaited 

FIPS 203, 204, and 205 encryption standards. 

For the cyber security industry and the billions of people who rely on digital trust to 

safeguard their data and guarantee secure online conversations, what does this mean? Let's 

take a closer look at the standards and the implementation plan. As the technology is still in 

its infancy, quantum computers are rather small today. But because they're evolving so 

swiftly, cyber security experts are becoming concerned. We predict the deployment of 

cryptographically relevant quantum computers (CRQCs) within the next 5 to 10 years. For 

good reason, this rapidly evolving technology is causing alarm. CRQCs will put data security 

and network security standards at risk by interfering with the asymmetric encryption methods 

that are already employed globally to protect anything from private communications to online 

banking. Although five to ten years may seem like ample time to guard against a threat in the 

future, attackers are already using the data breach technique known as "harvest now, decrypt 

later," which involves gathering encrypted data now and keeping it until decryption is 

available due to quantum computing. 

The solution lies in new quantum-resistant encryption techniques based on difficult 

mathematical problems that even quantum computers cannot solve. NIST has done just that 

with FIPS 203, 204, and 205, standards that provide detailed instructions on how to use the 

new algorithms to protect internet traffic, ensuring robust defence against the quantum 

attacks we know are coming. Although the methods described in FIPS 203, 204, and 205 

contain many technical details, their mathematical complexity makes them inherently 

resistant to quantum computing attacks. By using these methods, systems can maintain a high 

level of security even in a future where quantum computing dominates. 

Quantum-resistant algorithms are designed to provide strong encryption that can withstand 

attacks from even the most powerful quantum computers, protecting the encryption and 

decryption operations from unauthorized parties. These algorithms can be categorized into 

several classes, each with unique benefits and drawbacks. 

Lattice Based Cryptography: The complexity of resolving issues pertaining to lattices 

(geometric structures) is the foundation of lattice-based cryptography. renowned for its 

effectiveness and robust security guarantees.  

Code Based Cryptography: The difficulty of deciphering random linear codes is the 

foundation of code-based cryptography. renowned for simplicity and speed.  
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Hash Based Cryptography: Use cryptographic hash functions, which are one-way functions 

that are challenging to reverse, in hash-based cryptography. Their extensive background in 

security analysis is much appreciated.  

Multivariate Cryptography: The difficulty of solving systems of multivariate polynomial 

equations over finite fields is the foundation of multivariate cryptography. Provide benefits in 

essential size and prospective performance. 

 

 

 

 

 

 

 

 

 

 

 

igure 1.1 Post Quantum Cryptography 

2. Timeline of Multivariate Public Key Cryptosystems HFE 

In 1996, Jacques Patarin [5]   proposed two asymmetric algorithms—HFE and IP—as 

improvements to the Matsumoto-Imai scheme, using multivariate polynomials over finite 

fields. These systems are resistant to known attacks and rely on the NP-complete problem of 

solving such equations. Although the basic HFE was attacked by Shamir and Kipnis [6] in 

1999. A  more secure version called QUARTZ [7] was introduced in 2001 by Patarin, 

Courtois, and Goubin. QUARTZ offers 128-bit digital signatures, strong resistance to attacks, 

and "double-layered" (combinatorial and algebraic) security. Its public key is 71 KB, and no 

efficient attack exists against it for chosen parameters. Between 2004 and 2009, significant 

developments occurred in multivariate cryptography. In 2004, Wolf and Preneel [16] 

analyzed HFE and its variants (HFE- and HFEv), proposed secure versions of the Quartz 

signature scheme, and addressed known attacks. In 2005, Wolf [18] further explored MQ 

systems and showed their application in product keys and electronic stamps, though they 

remain vulnerable to Patarin's related-message attacks [19]. In 2008, Chia-Hsin et al. [20] 

introduced THFE, a multivariate HFE variant over odd characteristic fields, offering better 

performance and resistance to known attacks. In 2009, Billet and Macario-Rat [21] fully 

broke the Square encryption and Square-Vinegar signature systems, requiring about 2³⁵ 

operations. Between 2013 and 2024, several advancements were made in HFE based 

multivariate cryptography. In 2013, Bettale et al. [31] proposed improved key recovery 
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attacks on HFE in both odd and characteristic-2 fields, showing HFE to be more secure than 

Multi-HFE. In 2014 Ding et al. [37] introduced ZHFE, using two high-rank HFE polynomials 

and Hamming weight three polynomials to enhance security and efficiency. In 2015, Petzoldt 

et al. [32] proposed Gui, an HFEv based signature algorithm that is ~100x faster than 

QUARTZ, with performance comparable to RSA and ECDSA. Also, Zhang et al. [38] 

introduced MI-T-HFE, which includes a special trapdoor and offers better efficiency and 

smaller public keys than QUARTZ, but with longer signatures. In 2017, Petzoldt et al. [33] 

presented HMFEv, a variant of Multi HFE using vinegar variation, which is efficient in 

memory and secure against rank attacks. In 2018, Ikematsu et al. [36] introduced HFE 

Rainbow Plus (HFERP), a secure encryption scheme that replaces SRP’s Square polynomial 

with HFE to resist MinRank attacks while keeping low ciphertext expansion. In 2020, Patarin 

et al. [34] analyzed attacks on MPKC signatures, provided security parameters (80 to 256 

bits), and highlighted the impact of hash-oracle access cost on attack feasibility. In 2024, 

Patarin et al. [35] proposed HFE-IP, a new signature system using Feistel-Patarin techniques 

to achieve ultra-short signatures and compact public keys. 

MI 

The Matsumoto-Imai public key scheme (1983) [1] was designed for fast signatures using 

GF(2m) substitution polynomials. However, it was found vulnerable due to shift and inverse 

operations, as shown by Delsarte et al. (1985) [2]. To build faster asymmetric cryptosystems, 

Matsumoto and Imai (1985) [3] proposed alternative algebraic methods using Univariate 

polynomials over finite commutative rings and multivariate polynomial tuples over finite 

fields, offering faster encryption than RSA. In 1988, Matsumoto and Imai [4] proposed the 

asymmetric cryptosystem C*, suitable for both encryption and digital signatures. It is 

considered secure because inverting its public key, defined by an n-tuple of n-variate 

polynomials, is extremely difficult. In 1995, Jacques Patarin [8] showed that the original 

Matsumoto-Imai [4] (MI) system was insecure due to its exploitable field structure. In 1996, 

he proposed a 64-bit asymmetric signature scheme [9] that remains unbroken but is 

inefficient and lacks formal security proof. Later, in 1998, Patarin, Courtois, and Goubin [10] 

introduced C+-, a variant of the C scheme designed to resist known attacks, including Patarin's 

own [3]. From 2001 to 2009, several enhancements to the Matsumoto-Imai (MI) system were 

proposed. In 2001, Patarin, Courtois, and Goubin [22] introduced the FLASH algorithm and 

its faster variant SFLASH, featuring smaller public keys. In 2003, [23] they released 

SFLASHv3 with expanded parameters. In 2004, Jintai Ding [24] proposed the Perturbed MI 

(PMI) scheme, and in 2005, introduced PMI+ [25], which uses external perturbation to resist 

differential attacks. In 2009, Rosenthal et al. [26] developed MI-TTM by combining MI with 

the Tame Transformation Method, offering improved resistance to various attacks. From 

2015 to 2021, several PFLASH-based and modifier-driven advancements in multivariate 

cryptography were introduced. In 2015, Chen et al. [39] proposed PFLASH, a digital 

signature scheme for smart cards, derived from SFLASH (broken in 2007) with similar 

performance.Also, Zhang et al. [38] introduced the MI-T-HFE cryptosystem, combining MI, 

triangular perturbation, and HFE polynomials. In 2017, Cartor and Smith-Tone [41] 
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developed EFLASH, an encryption-oriented extension of PFLASH based on C* schemes. In 

2021,  Daniel Smith-Tone [40] introduced QC* using a nonlinear modifier Q inspired by 

relinearization. Q transforms any quadratic map into a UOV-type map, enabling efficient 

inversion. By applying Q to the Step-wise Triangular System (STS), he created QSTS, 

humorously turning weak encryption schemes into secure signature systems. 

OV 

In 1997, Patarin [11] introduced the Oil-Vinegar (OV) cryptosystem, a multivariate public 

key cryptosystem (MPKC) based on the difficulty of solving quadratic equations over finite 

fields. It uses two types of variables oil and vinegar for key construction. Although the 

original OV scheme was broken by Kipnis and Shamir [12], Patarin and others [13] proposed 

Unbalanced Oil and Vinegar (UOV) in 1999, which uses more vinegar than oil variables. In 

2005, Ding et al. [14] introduced the Rainbow signature scheme, a multi-layered extension of 

UOV aimed at improving efficiency. That same year, Wolf et al. [15] highlighted significant 

security concerns in UOV that need to be addressed in signature scheme design. In 2005, 

Ding et al. [27] introduced the Rainbow signature scheme, a multi-layered extension of the 

UOV scheme designed for greater efficiency. That same year, Wolf et al. [28] identified 

critical security flaws in UOV that must be addressed in signature scheme design. In 2010, 

Petzoldt et al. [29] proposed the Cyclic Rainbow scheme, which significantly reduces the 

public key size of Rainbow by applying cyclic structures. In 2011, Sakumoto et al. [42] 

proved UOV and HFE could achieve EUF-CMA in the random oracle model with 

modifications. In 2012–2014, Yasuda, Thomae, Petzoldt, and Ding introduced optimized 

Rainbow variants like NC-Rainbow [43], Matrix-based Rainbow [45], NT-Rainbow [46], and 

combined versions, aiming to reduce key sizes (up to 76%) and improve signature speed (up 

to 55%). Thomae [44], however, challenged NC-Rainbow's security. In 2013–2017, 

Innovations included LRS-based UOV (Petzoldt) [47], Circulant Rainbow (Peng) [50], and 

LUOV (Beullens) [52], all focusing on reducing key sizes and enhancing efficiency. 

Circulant Rainbow was three times faster than classic Rainbow.In 2019–2021, New attacks 

were proposed on LUOV (Ding, Koksal) [53], exploiting its lifted structure. In 2021, 

Variants like QR-UOV proposed by Hiroki et. al. [56] emerged, leveraging quotient ring 

representations to reduce public key size without compromising signature size. In 2022–2023, 

Rainbow faced key recovery attacks (Beullens) [58], prompting new schemes like 

TriRainbow [59], TUOV [60], VDOO [62], and fault-based attacks on UOV [61]. These 

aimed at stronger security (against Beullens attack), better Gaussian elimination efficiency, 

and reduced signature time. In 2024, Kundu et al. [63] integrated secure masking into UOV 

to mitigate side-channel attacks (SCA). In 2025, Gupta et al. [64] proposed SCUOV (Salted 

Cubic Unbalanced Oil and Vinegar), the latest OV family variant. 
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Table 2.1 Timeline of Multivariate Public Key Cryptosystems 

 

Year HFE MI OV 

1981-1990 --- 1983 Matsumoto-Imai [1] 

1985 Matsumoto and 

Imai  [3] 

1988 Matsumoto and 

Imai [4] 

--- 

1991-2000 1996, Jacques Patarin 

[5] 

1999, Shamir and 

Kipnis [6]  

1995 Jacques Patarin [8] 

1996 Jacques Patarin [9] 

1998 Patarin, Courtois, 

and Goubin [10] 

1997 Patarin [11] 

1999 Patarin et. al. [13] 

 

2001-2010 2001, Patarin, Courtois, 

and Goubin [7] 

2004, Wolf and Preneel 

[16] 

2005, Wolf [18] 

2008, Chia-Hsin et al. 

[20] 

2009, Billet and 

Macario-Rat [21] 

2001 Patarin, Courtois, 

and Goubin [22] 

2003 Patarin, Courtois, 

and Goubin [23] 

2004 Jintai Ding [24] 

2005 Jintai Ding [25] 

2009 Rosenthal et al. [26] 

 

2005 Ding et al. [14] 

2005 Wolf et al. [28] 

2005, Ding et al. [27] 

2005 Wolf et al. [28] 

2010  Petzoldt et al. [29] 

2011-2025 2013, Bettale et al. [31] 

2014  Ding et al. [37] 

2015 Petzoldt et al. [32] 

2015 Zhang et al. [38] 

2017 Petzoldt et al. [33] 

2018 Ikematsu et al. 

[36] 

2020 Patarin et al. [34] 

2024 Patarin et al. [35] 

2015 Chen et al. [39] 

2015 Zhang et al. [38] 

2017 Cartor and Smith-

Tone [41] 

2021 Daniel Smith-Tone 

[40] 

2011, Sakumoto et al. 

[42] 

2012 Yasuda et. al. [43] 

2012 Thomae [44] 

2013 Yasuda et. al. [45] 

2014 Yasuda et. al. [46] 

2013 Petzoldt et. al. [47]  

2017 Peng et. al.[50] 

2017 Beullens et. al. [52] 

2019 Ding et. al. [53] 

2021 Hiroki et. al. [56] 
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2022 Beullens [58] 

2023 Gangulay et. 

al.[59] 

2023 Ding et. al. [60] 

2022 Hiroki et. al. [61] 

2024 Gangulay et. al. 

[62] 

2024 Suparna et. al.[63] 

2025 Gupta et. al. [64] 

 

3. Mathematical Algorithm: HFE, MI and OV 

 

Steps MI Scheme HFE Scheme OV Scheme 

Notations 𝓴: a finite field of cardinality 

𝓅 

𝓹(𝓧) ∈ 𝐤[𝓧] : an degree 𝓃 

irreducible polynomial over 

𝓀   

𝓚 = 𝐤[𝓧]/𝐩(𝓧) : a 

extension field of 𝓀  having  

degree 𝓃 

𝝍: 𝓴𝓷 ⟶ 𝑲  : The standard 

isomorphism given by: 

𝜓(𝓍1, . . . , 𝓍𝓃) = ∑ 𝓍𝒾

𝓃

𝒾=1

𝒳 𝒾−1 

𝓕: 𝐊 ⟶ 𝐊: the central 

bijective map given by: 

ℱ(𝒴) = 𝒴𝓅θ+1 

where 𝒴 ∈ K , 0 < θ < n  and 

gcd(𝓅𝓃 − 1, 𝓅θ + 1) = 1 

𝓕̇: 𝓴𝓷 ⟶ 𝓴𝓷 : a map given 

by: 

ℱ̇ = 𝜓−1 ∘ ℱ ∘ 𝜓 

𝓴 : a finite field of 

cardinality 𝓅 

𝓚 : a degree 𝓃 extension 

field of 𝓀 

𝝍: 𝓴𝓷 ⟶ 𝑲  : The 

standard isomorphism 

𝓕: 𝐊 ⟶ 𝐊: the central 

bijective map: 

ℱ(𝒳)

= ∑ 𝒶𝒾𝒿

𝓅𝒾+𝓅𝒿≤𝒟

𝒾,𝒿=0

𝒳𝓅𝒾+𝓅𝒿

+ ∑ 𝒷𝒾𝒳𝓅𝒾

𝓆𝒾≤𝒟

𝒾=0

+ c 

where 𝒶𝒾𝒿, 𝒷𝒾, c ∈ K 

𝓕̇: 𝓴𝓷 ⟶ 𝓴𝓷 : a 

quadratic map given by: 

ℱ̇ = 𝜓−1 ∘ ℱ ∘ 𝜓 

𝓣𝟏, 𝓣𝟐: 𝓴𝓷 ⟶ 𝓴𝓷 : two 

invertible map. 

𝓴: a finite field having 𝓅 

elements 

𝓸, 𝐯: Integers 

𝓸 : taken number of 

equations 

𝓷 = 𝐨 + 𝐯:  taken 

number of variables 

𝓥 = {𝟏, . . . , 𝓿} and 𝐎 =

{𝓿 + 𝟏, . . . , 𝓷}  : Index 

sets 

𝓾𝓲(𝓲 ∈ 𝓥):  Vinegar 

Variables 

𝓾𝓲(𝓲 ∈ 𝓞): Oil Variables 

𝓗: {𝟎, 𝟏}∗ ⟶ 𝓴𝓸 : Hash 

Function  

𝓣: 𝓴𝓷 ⟶ 𝓴𝓷 : an affine  

map. 

𝓕 =

(𝓯(𝟏), . . . , 𝓯(𝓸)): 𝓴𝓷 ⟶

𝓴𝓸: an OV central map 

having 𝒻(1), . . . , 𝒻(ℴ) 
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𝓣𝟏, 𝓣𝟐: 𝓴𝓷 ⟶ 𝓴𝓷 : two 

invertible map. 

𝓟 = 𝓣𝟏 ∘ 𝓕̇ ∘ 𝓣𝟐 : a 

composed map  

An integer 𝓱  with 𝒽(𝓅θ +

1) = 1 mod ( 𝓅𝓃 − 1)  for 

inverting the central map ℱ: 

ℱ−1(𝒳) = 𝒳 𝒽 = 𝒴𝒽(𝓅θ+1)

= 𝒴𝒽(𝓅𝓃−1)+1

= 𝑌 

ℋ: {0,1}∗ ⟶ 𝓀𝓃 : Hash 

Function  

𝓟 = 𝓣𝟏 ∘ 𝓕̇ ∘ 𝓣𝟐 : a 

composed map  

polynomials of the form: 

𝒻(𝒾)

= ∑ 𝒶𝒿,𝓀
(𝒾)

𝒿,𝓀∈𝓥

𝓊𝒿𝓊𝓀

+ ∑ 𝒷𝒿.𝓀
(𝒾)

𝓊𝒿𝓊𝓀

𝒿∈𝓥,𝓀∈𝓞

+ ∑ 𝒸𝒿
(𝒾)

𝓊𝒿

𝒿∈𝓥∪𝓞

+ 𝒹(𝒾),  

𝑤ℎ𝑒𝑟𝑒 𝒾 = 1, . . . , ℴ 

Key 

Generation 

Public Key: the composed 

map 𝓟 . 

Private Key: two invertible 

linear maps 𝓣𝟏, 𝓣𝟐   and 

integer  𝓱 

Public Key: the 

multivariate quadratic 

map 𝒫: 𝓀𝓃 ⟶ 𝓀𝓃 

Private Key: 

𝒯1, ℱ 𝑎𝑛𝑑 𝒯2 

Private Key: ℱ =

𝓀𝓃 ⟶ 𝓀ℴ  and 𝒯: 𝓀𝓃 ⟶

𝓀𝓃 

Public Key: a composed 

map 𝒫 = ℱ ∘ T 

Encryption Plaintext: 𝓊 ∈ 𝓀𝓃 

Compute 𝓋 = P(𝓊) ∈ 𝓀𝓃 

Plaintext: 𝓊 ∈ 𝓀𝓃 

Evaluate 𝓋 = P(𝓊) ∈

𝓀𝓃 

--- 

Decryption Ciphertext: 𝓋 ∈ 𝓀𝓃 

Compute : 

𝓍 = 𝒯1
−1(𝓋) ∈ 𝓀𝓃 

𝒳 = 𝜓(x) ∈ K 

𝒴 = ℱ−1(𝒳) ∈ K 

𝓎 = 𝜓−1(𝒴) ∈ 𝓀𝓃 

𝓊 = 𝒯2
−1(𝓎) ∈ 𝓀𝓃 

Here 𝓊  is the required 

plaintext. 

Ciphertext: 𝓋 ∈ 𝓀𝓃 

Compute : 

𝓍 = 𝒯1
−1(𝓋) ∈ 𝓀𝓃 

𝒳 = 𝜓(x) ∈ K 

Evaluate all the solutions 

of ℱ(𝒴) = X i.e. 

𝒴1, . . . , 𝒴𝓀  

Now, for each 

𝒴𝒾(𝑤ℎ𝑒𝑟𝑒 𝒾 = 1, . . . , 𝓀) , 

compute 𝓎𝒾 = 𝜓−1(𝒴𝒾) 

At last, compute the 

plaintext 𝓊𝒾 = 𝒯2
−1(𝓎𝒾) 

There is at least one 

solution that matches the 

right plaintext for every 

--- 
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ciphertext. There are a 

number of methods to 

differentiate between 

legitimate and fraudulent 

plaintext candidates, 

such as hash functions or  

repetition inside the 

plaintext). 

Signature 

Generation 

Document: 𝒹 

Calculate the hash value 𝓋 =

ℋ(𝒹) ∈ 𝓀𝓃 

𝓍 = 𝒯1
−1(𝓋) ∈ 𝓀𝓃 

𝒳 = 𝜓(x) ∈ K 

𝒴 = ℱ−1(𝒳) ∈ K 

𝓎 = 𝜓−1(𝒴) ∈ 𝓀𝓃 

𝓊 = 𝒯2
−1(𝓎) ∈ 𝓀𝓃 

Here 𝓊  is the required 

signature. 

Document: 𝒹 

Starting from 𝓇 = 0 , 

compute 

𝓋 = ℋ(𝒹 ∥ 𝓇)   and 

follow steps: 

𝓍 = 𝒯1
−1(𝓋) ∈ 𝓀𝓃 

Find all the solutions 

𝒴1, . . . , 𝒴𝓀 of ℱ(𝒴) = X 

If there is no solution to 

the equation, increase the 

counter 𝓇 , calculate the 

new hash value 𝓋 =

ℋ(𝒹 ∥ 𝓇 ), and repeat 

the previous step. 

By the result 𝒴 , we 

compute: 

𝓎 = 𝜓−1(𝒴) 

At lat, the HFE signature 

is computed as:  

𝓊 = 𝒯2
−1(𝓎 ∈ 𝓀𝓃) 

Send (𝓊, 𝓇)  to the 

verifier. 

Document: 𝒹 

Calculate the hash value 

𝓋 = ℋ(𝒹) ∈ 𝓀ℴ 

Find a pre-image 𝓎 ∈

𝓀𝓃  of 𝓋  under the 

central map ℱ. 

Subtitute chosen random 

value of vinegar 

variables 𝓎1, . . . , 𝓎𝓋  into 

𝒻(1), . . . , 𝒻(ℴ). 

Use Gaussian elimination 

to solve the resulting 

linear system of 

ℴ equations in the ℴ  Oil 

variables 𝓎𝓋+1, . . . , 𝓎𝓃 . 

Select other values for 

the vinegar variables, 

then try again if the 

system is unable to 

produce a solution. 

Compute signature 

𝓊 = 𝒯−1(𝓎) ∈ 𝓀𝓃 

Here 𝓊  is the required 

signature. 

Signature 

Verification 

To verify, one compute: 

𝓋 = ℋ(𝒹) ∈ 𝓀𝓃 

𝓋′ = P(𝓊) ∈ 𝓀𝓃 

If 𝓋 = v′, then the signature 

is valid otherwise invalid. 

To check the authenticity 

of a signature (𝑢, 𝑟), one 

compute: 

𝓋 = ℋ(𝒹 ∥ 𝓇) ∈ 𝓀𝓃 

𝓋′ = P(𝓊) ∈ 𝓀𝓃 

To verify, one compute: 

𝓋 = ℋ(𝒹) ∈ 𝓀ℴ 

𝓋′ = P(𝓊) ∈ 𝓀ℴ 

If 𝓋 = 𝓋′ , then the 

signature is valid 
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If 𝓋 = v′ , then the 

signature is valid 

otherwise invalid. 

otherwise invalid. 

 

4. A Comparative analysis of MPKCs 

Feature 
HFE (Hidden Field 

Equations) 
MI (Matsumoto-Imai) OV (Oil-Vinegar) 

Inventor / Year Patarin, 1996 [19] Matsumoto & Imai, 1988 [4] Patarin, 1997 [11] 

Underlying Field Extension field ℱ𝓆𝓃  Extension field ℱ𝓆𝓃  
Finite field ℱ𝓆𝓃  

(typically q=2) 

Structure 
Hidden polynomial over 

extension field 

Monomial map over 

extension field 

Quadratic polynomials 

with oil/vinegar 

variables 

Public Key Size 
~ 20–100 KB (depends on 

parameters) 
~ 20–100 KB 

~ 10–100 KB (variant 

dependent) 

Private Key Size 
Small (compact 

representation) 
Small Small to medium 

Efficiency 

(Signature/Decrypt

ion) 

Moderate Moderate High 

Efficiency 

(Encryption/Verifi

cation) 

Fast Fast Fast 

Quantum 

Resistance 
Yes (believed) Yes (believed) Yes (believed) 
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Feature 
HFE (Hidden Field 

Equations) 
MI (Matsumoto-Imai) OV (Oil-Vinegar) 

Security Basis 
Hardness of solving HFE 

systems 

Hardness of structured 

polynomial inversion 

MQ problem + 

variable separation 

Main Attacks 

- Gröbner basis attack  

- Kipnis-Shamir 

(for HFE-) 

- Differential attacks  

- Linearization 

- Kipnis-Shamir (for 

balanced OV)  

- UOV is more secure 

Recommended 

Variant 

HFEv-, HFEv- with 

vinegar variables 
MI+ (modified variant) 

UOV (Unbalanced Oil-

Vinegar) 

Standardization 

Status 

NIST Round 1 candidate 

(HFEv-) 
Broken in original form 

NIST Round 3 (e.g., 

Rainbow/UOV) 

 

5. Possible Attacks on MPK Cryptosystems 

 

Cryptosystem Attack Name / Type Description Reference 

HFE Algebraic Attacks 

Exploiting the sparsity of the 

HFE polynomials to recover 

private key 

Patarin (1995) [19] 

HFE 

 

Gröbner Basis Attack 
Solving the MQ system using 

Gröbner basis computation 

Faugère et al. (2003) 

[65] 

Kipnis-Shamir Attack 

(MinRank Attack) 

Reducing HFE key recovery to 

solving a MinRank problem 

Kipnis and Shamir 

(1999) [6] 

MI 

 

Linearization Attack 
Directly solving using more 

equations than unknowns 

Matsumoto and Imai 

(1988) [4], Patarin 

(1995) [5] 

Differential Attack 
Using differential properties to 

recover structure 

Fouque, Granboulan 

(2005) [66] 

MinRank-based Attack Exploiting structure using low- Kipnis and Shamir 

 

 



International Journal of Applied Mathematics 

Volume 38 No. 7s 2025,   
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 
 

1216 
 Received: August 08 ,2025 

Cryptosystem Attack Name / Type Description Reference 

rank matrices (1999) [6] 

OV 

 

Kipnis-Shamir Attack 

on OV 

Exploiting rank properties of 

Oil-Vinegar mappings 

Kipnis and Shamir 

(1999) [13] 

Albrecht-Cid Attack on 

Rainbow (OV Variant) 

Exploiting the structure of 

Rainbow signatures 

Albrecht and Cid 

(2021) [67] 

UOV (Unbalanced OV) 

Key Recovery Attack 

Weaknesses due to imbalance 

between oil and vinegar 

variables 

Kipnis et al. (1999) 

[13] 

Linearization Equations 

Attack (LEA) 

Formulating linear equations 

for key recovery 

Dubois et al. (2007) 

[68] 

 

6. Conclusion 

This study has presented a comprehensive review and comparative analysis of three 

foundational families of multivariate cryptosystems—HFE, Matsumoto-Imai, and Oil-

Vinegar—highlighting their underlying algebraic structures, design principles, cryptographic 

strengths, and vulnerabilities. Each of these schemes reflects a unique approach to leveraging 

multivariate quadratic equations as a basis for public key cryptography, with varying degrees 

of success in terms of efficiency, key size, and resistance to cryptanalytic attacks. 

The HFE scheme demonstrates strong theoretical design with high resistance to generic 

attacks, yet remains vulnerable to structural cryptanalysis without proper modifications. The 

MI cryptosystem, while elegant in its construction, has seen limited adoption due to practical 

vulnerabilities and its susceptibility to linearization attacks. The OV scheme, and especially 

its derivatives like Rainbow, has shown notable promise in digital signature applications, 

though recent cryptanalytic developments particularly during the NIST PQC standardization 

process have raised concerns regarding its long-term viability. 

Through this triadic analysis, it becomes clear that while no single scheme offers a perfect 

balance of efficiency and security, the insights gained from each contribute significantly to 

the ongoing development of robust post-quantum cryptographic solutions. 

7. Future Directions 

Despite the progress made, the field of Multivariate Public Key Cryptography continues to 

face several open challenges and research opportunities: 

Design of Hybrid and Variant Schemes: Combining favorable aspects of HFE, MI, and OV 

into hybrid schemes may help balance security and performance. Exploring new trapdoor 

structures and masking techniques remains an active area of research. 
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Cryptanalysis and Security Assumptions: There is a need for more rigorous analysis under 

quantum models and the development of formal security proofs. This includes revisiting 

assumptions about the hardness of the MQ problem and refining parameters to resist evolving 

attacks. 

Efficiency Improvements: Reducing key sizes and enhancing computation speed without 

compromising security remains crucial, especially for constrained environments such as IoT 

and embedded systems. 

Post-NIST Standardization Exploration: With the NIST PQC process nearing maturity, the 

exploration of alternate schemes or second-round candidates—including refined variants of 

OV and HFE—is vital to ensure diversity and resilience in cryptographic portfolios. 

Application-Specific Adaptations: Tailoring MPKC schemes to specific applications like 

block chain, secure messaging, and cloud environments can lead to optimized cryptographic 

protocols that balance practicality with post-quantum security. 

As quantum computing edges closer to practical realization, it is imperative for the 

cryptographic community to deepen its understanding of multivariate schemes and continue 

to innovate upon their foundations. The legacy of HFE, MI, and OV not only shapes today’s 

MPKC landscape but also informs the path forward in building a secure, quantum-resilient 

digital future. 
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