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Abstract 

In an era dominated by digital communication, ensuring the secure and efficient transmission 

of images is critical for applications such as telemedicine, forensics, and surveillance. 

Traditional full-image encryption approaches, while secure, impose significant computational 

overhead, making them impractical for real-time or resource- constrained environments. This 

paper introduces a Machine Learning (ML)-Enhanced Selective Image Encryption (SIE) 

framework that performs pixel-level adaptive encryption using a pre-trained sensitivity 

estimation model. The proposed framework dynamically applies AES-256-GCM encryption 

to only the most sensitive regions, guided by a continuous sensitivity map, while leveraging 

PBKDF2 for secure key derivation. A conditional full- encryption strategy is invoked to 

eliminate residual information leakage in high-risk cases. Experimental results on BSDS500, 

CelebA, and NIH Chest X-ray datasets demonstrate that the proposed method achieves 

superior entropy (>7.69), NPCR (>58.98%), and UACI (>19.98%) values, with a 70% 

reduction in encryption time compared to full AES-GCM. The results confirm that the 

proposed framework provides a robust, cryptographically standardized, and computationally 

efficient solution for real-time secure image transmission. Keywords: Selective Image 

Encryption; Machine Learning; Image Security; Cryptography; Image Processing; Data 

Confidentiality, AES-GCM, Machine Learning, PBKDF2, Adaptive Encryption. 

I. Introduction 

In an increasingly digital world, the secure and efficient transmission of image data is a 

paramount concern, particularly in fields like telemedicine, digital forensics, and secure 

communications. Traditional image encryption techniques, which encrypt the entire image, 

are often computationally intensive and impractical for real-time applications or resource-

constrained devices. This has led to the emergence of selective image encryption (SIE), a 

methodology that targets and encrypts only the most critical or sensitive regions of an image. 

Pioneering work in digital watermarking established the foundational concept of applying 

security mechanisms to specific image regions, paving the way for the modern development 

of ROI-based selective encryption techniques 1212. 
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While SIE offers significant advantages in computational efficiency, a review of the current 

literature reveals several persistent challenges. Recent surveys by Jawad et al. (2015) and 

A.R. et al. (2022) have comprehensively classified existing methods while also highlighting 

critical research gaps. These include the difficulty of effective and automated image 

segmentation, the risk of residual information being vulnerable in non-encrypted regions, and 

the reliance on custom or weak cryptographic primitives and key management practices. 

This paper presents an advanced selective image encryption scheme that directly addresses 

these identified gaps. We introduce a new framework that leverages machine learning to 

automatically and intelligently determine which parts of an image require encryption. Our 

algorithm moves beyond binary (all or nothing) decisions by using a continuous sensitivity 

score to apply varying levels of encryption strength to different pixels. Furthermore, we adopt 

standardized, industry-approved cryptographic algorithms and a robust key derivation function 

to ensure a high level of security. This integrated approach not only significantly reduces 

computational overhead but also enhances the overall security posture, offering a more 

practical and resilient solution for protecting sensitive visual data in a wide array of 

applications. 

The main contributions of this work are as follows: 

I. Pixel-Level Sensitivity Scoring: We introduce a pre-trained ML model to generate a fine-

grained sensitivity map, enabling adaptive encryption at the pixel level, a significant 

advancement over coarse, binary ROI selection. 

II. Cryptographic Standardization and Robustness: The framework integrates 

standardized primitives—AES-256-GCM for encryption and PBKDF2 for key derivation—

ensuring provable security and resistance to common attacks. 

III. Adaptive Encryption Strategy: A novel conditional full-encryption mechanism is 

proposed to mitigate residual information leakage, triggered when aggregate sensitivity 

exceeds a defined threshold. 

IV. Comprehensive Empirical Validation: We provide a thorough evaluation of the proposed 

method against multiple baselines (Full AES-GCM, DCT-Selective, Chaos XOR) on diverse 

datasets, demonstrating its superior trade-off between security, efficiency, and utility. 

The remainder of this paper is organized as follows: Section 2 provides a literature review 

and comparative analysis of existing SIE techniques. Section 3 details the architecture and 

workflow of our proposed algorithm. Section 4 discusses prevalent research challenges, and 

Section 5 presents the proposed solution. Section 6 outlines the evaluation methodology, 

followed by the Results and Discussion in Section 7. Finally, Section 8 concludes the paper 

and suggests future research directions. 

II. Literature Review 

Selective Image Encryption (SIE) has become a vital research area to achieve efficient and 

secure image transmission. The concept of selectively protecting image regions originated 
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with digital watermarking by van Schyndel et al. [27], which paved the way for ROI-based 

encryption techniques. Lightweight chaos-based SIE schemes, such as those by Ayoup et al. 

[24] and Li et al. [28], demonstrated efficiency but showed vulnerabilities under cryptanalysis 

and suffered from parameter sensitivity. 

Key management remains a challenge in chaos-based systems. Soleymani & Nordin [19] 

integrated chaotic maps with ECC to enhance key security but introduced computational 

complexity. Our proposed method addresses this by using PBKDF2-based key derivation, a 

standardized and computationally efficient approach resistant to brute- force attacks. 

Machine learning (ML) has been widely explored to automate ROI detection. Shafique et al. 

[1] combined ML with cryptography to prioritize encryption based on content importance, 

while Rajagopalan et al. [29] and Prakash et al. [12] used segmentation models for medical 

image encryption. However, these approaches often rely on heavy training or struggle with 

segmentation accuracy. Our method introduces a pre-trained ML model to generate pixel-level 

sensitivity scores, offering higher granularity and avoiding training overhead. 

Deep learning-based methods such as DeepEDN [6] and GAN-based transformations [8] 

provided end-to-end learned encryption and privacy-preserving transformations but lacked 

formal cryptographic guarantees and were computationally expensive. Hybrid schemes 

combining DL with chaos maps [4, 11] offered strong nonlinearity but were challenging to 

implement in real-time environments. Our work simplifies deployment by using AES- 256-

GCM, a hardware-accelerated, standardized cryptographic primitive that ensures 

confidentiality and integrity. 

Transform-domain schemes such as DCT + AES [26] and vector quantization approaches 

[10] attempted to balance compression and security but suffered from residual information 

leakage in non-encrypted regions. Our algorithm avoids this by applying conditional full 

encryption when sensitivity thresholds indicate high-risk content. 

Recent surveys [16, 18, 31] highlight the lack of standardized cryptographic use, the difficulty 

of automating ROI selection, and the trade-offs between encryption strength and real-time 

performance. Singh et al. [17] provided benchmarking guidelines, which we adopt in our 

evaluation. 

Table1 : Comparative Analysis of Existing SIE Techniques 

Ref/Author Approach Strengths Limitations Relation to Proposed 

Work 
[1] Shafique et 

al. 

ML + 

Cryptography 

Fast, importance- 

based encryption 

Needs extensive 

evaluation 

Inspires use of ML for 

adaptive encryption 
[2] Gaherwar et 

al. 

Selective alteration 

(SISA) 

Simple, practical Not based on 

standard crypto 

Contrasts with 

proposed standard 

crypto use 
[3] Xu et al. Deep joint source- 

channel coding 

Integrated 

compression + 

security 

Complex, data- 

heavy 

Shows DL value for 

secure transmission 
[4] Kumar & 

Revathi 

Chaotic map + 

DNN 

Combines 

nonlinearity and 

learning 

Complex, heavy 

training 

Motivates hybrid 

approach 
[5] Hasimia et al. ANN for cloud 

security 

Demonstrates DL 

strength 

Not image 

encryption specific 

Contextual relevance 

only 



International Journal of Applied Mathematics  

Volume 38 No. 7s, 2025   
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)  
 

Received: August 09, 2025  1030 

[6] Ding et al. DeepEDN End-to-end learned 

encryption 

Training/data 

dependency 

Motivates DL- based 

automation 
[7] Kiya et al. Block-wise ViT 

encryption 

Maintains ViT 

usability 

Domain-limited Shows block-wise 

design for AI models 
[8] 

Sirichotedumron

g & Kiya 

GAN-based 

transformation 

Privacy- preserving 

DNN input 

No formal crypto 

proofs 

Highlights GANs for 

privacy 
[9] Kiya et al. Learnable 

transforms 

Flexible, key- based High-level review Conceptual base for 

adaptive transforms 
[10] Zheng et al. Vector quantization 

+ transform 

Compression- friendly Residual leakage 

possible 

Proposed scheme 

avoids leakage via 

pixel-level AES 
[11] Alsafyani et 

al. 

Crypto-GAN + 

chaotic maps 

High privacy for faces Complex, hard to 

implement 

Supports DL+chaos 

hybrid idea 
[12] Prakash et 

al. 

Segmentation mask 

+ chaotic Henon 

ROI focus for medical Segmentation 

accuracy critical 

Motivates pixel- level 

sensitivity scoring 
[13] Ahmed et al. DNA + 

autoencoder 

Innovative encoding Complex and 

opaque 

Shows DL potential in 

encryption 
[14] Feng et al. Chaos + CNN Nonlinear + learned 

features 

Training cost, chaos 

param issues 

Motivates hybrid DL-

crypto design 
[15] Ambrish et 

al. 

DL on encrypted 

data 

Shows DL can use 

encrypted data 

Risk of feature 

leakage 

Highlights balance of 

privacy vs utility 
[16] Jawad & 

Sulong 

Survey Taxonomy of SIE Outdated Identifies early SIE 

gaps 
[17] Singh et al. Comparative 

analysis 

Benchmarking 

metrics 

Limited scope Guides evaluation 

design 
[18] Kolivand et 

al. 

Comprehensive 

review 

Up-to-date challenges High-level Identifies missing 

standardization 
[19] Soleymani 

& Nordin 

Chaos + ECC Strong security Key management 

complexity 

Highlights need for 

PBKDF2 
[20] Hoang et al. Dynamical chaos High unpredictability Implementation 

complexity 

Supports chaotic idea 

but not adaptive 
[21] Salman et al. Polynomial sharing 

+ chaos 

Secure sharing Heavy overhead Shows domain- 

specific ROI 

encryption 
[22] Paul Contextual report Motivates SIE use in 

telemedicine 

Not technical Supports use case 

relevance 
[23] Zhang F. Bit-level chaos Fine-grained control Processing cost Similar goal of fine 

granularity 
[24] Ayoup et al. Chaos-based SIE Lightweight, efficient Weak cryptanalysis Highlights need for 

strong crypto 
[25] Zhang L. et 

al. 

Reversible 

chaos+steganograph

y 

Reversible Complex Inspired reversible 

metadata use 
[26] Belazi et al. DCT + AES Compression- friendly Leakage from non-

encrypted parts 

Proposed scheme 

avoids leakage via full 

AES on sensitive 

pixels [27] van 

Schyndel et al. 

Digital 

watermarking 

Foundational ROI 

idea 

Not encryption Provides conceptual 

origin of ROI idea 

[28] Li et al. Chaotic tent map Good diffusion No KDF used Motivates PBKDF2 

integration 
[29] Rajagopalan 

et al. 

DL-based SIE Automated ROI Training heavy Similar ML-ROI 

strategy 
[30] Elaziz et al. DL for COVID 

detection 

Shows DL in medical 

imaging 

Not encryption Contextual domain 

relevance 
[31] A. R. et al. Survey Recent taxonomy of 

methods 

No experiments Confirms existing gaps 
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III. Discussion and Synthesis 

Analyzing the reviewed works reveals key trends: 

• Shift from manual to automated ROI selection: Early works relied on handcrafted ROI 

[12,29]; recent studies use ML and DL to automate sensitivity detection. 

• Residual Information Leakage – Partial encryption schemes [10, 26] leave non-

encrypted regions vulnerable to statistical and reconstruction attacks. 

• Security vs. efficiency trade-off: Chaos-based and transform-domain methods are 

lightweight but weaker; DL-based methods are stronger but computationally heavy. 

• Lack of standard cryptography: Most schemes avoid standardized primitives and rely 

on custom chaos, raising security concerns [20,24]. 

• Emerging hybrid approaches: New methods attempt to merge DL’s[6,11,13] adaptivity 

with chaos’s diffusion properties, though they struggle with scalability and reproducibility. 

• Evaluation inconsistency: Metrics, datasets, and experimental setups vary widely, 

hindering fair comparison. 

These observations emphasize the need for a framework that (i) uses standardized 

cryptography, (ii) integrates lightweight ML for sensitivity detection, and (iii) adopts unified 

benchmarking practices. 

IV. Challenges in Selective Image Encryption 

Despite significant progress in Selective Image Encryption (SIE), several key challenges 

remain: 

1. Automated ROI/Sensitivity Detection 

• Many methods rely on manual region selection or coarse segmentation masks, leading to 

potential misclassification of sensitive data. 

• Existing ML-based approaches often require large-scale training datasets and are 

computationally expensive. 

2. Residual Information Leakage 

• Transform-domain and partial encryption schemes often leave unencrypted regions 

vulnerable to statistical or reconstruction-based attacks. 

• Even when encrypted, visual clues may remain, risking privacy leakage. 

3. Cryptographic Standardization 

• A large proportion of schemes rely on chaos-based or proprietary algorithms without 

formal cryptographic proofs. 

• Lack of standardized primitives (e.g., AES-GCM, PBKDF2) makes them harder to 

evaluate under conventional security models. 
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4. Computational Overhead 

• Deep learning and hybrid approaches may not meet real-time performance requirements 

on IoT or embedded systems. 

• Energy and memory constraints further limit deployment in edge devices. 

5. Security–Utility Trade-off 

• Balancing privacy protection with task performance (e.g., enabling object detection on 

encrypted images) remains an open issue. 

6. Benchmarking and Reproducibility 

• There is no universally accepted benchmarking framework for SIE methods, leading to 

inconsistent evaluation and difficulty in comparing results across studies. 

Table2 : Challenges in Existing SIE Algorithm 

Challenge Key References Observed Limitation 
 

Automated ROI / 

Sensitivity Detection 

 

[1], [12], [29] 

Manual or coarse ROI detection risks 

misclassification; DL-based approaches 

require heavy training and large datasets, 

limiting scalability. Residual Information 

Leakage 

 

[10], [26] 

Non-encrypted regions remain statistically 

correlated with the original image, enabling 

reconstruction or inference attacks. Cryptographic 

Standardization 

 

[20], [24] 

Chaos-only or proprietary algorithms lack 

formal security proofs; limited adoption of 

AES-GCM or standardized KDFs.  

Computational 

Overhead 

 

[6], [11], [13] 

Deep learning and hybrid models increase 

latency and memory usage, unsuitable for 

real-time IoT/edge systems.  

Security–Utility Trade-

off 

 

[15], [8] 

Strong encryption may degrade model 

usability for downstream tasks (classification, 

detection); finding optimal balance is 

unresolved. 
Benchmarking & 

Reproducibility 

 

[16], [17], [18], [31] 

Lack of common datasets and unified 

evaluation metrics makes fair comparison 

across methods difficult.  

V. Proposed ML-Enhanced Selective Image Encryption Algorithm(ML-SIE) 

The proposed ML-Enhanced Selective Image Encryption Algorithm consists of four main 

phases designed to ensure adaptive encryption, security robustness, and computational  

efficiency. 

Phase 1: Sensitivity Estimation via Machine Learning 

A pre-trained ML model takes the input image I and predicts pixel-level sensitivity scores 

σ(x,y). This fine- grained sensitivity map enables the algorithm to identify which regions 

contain sensitive information. Only those pixels exceeding the threshold θ are considered for 

encryption, thereby reducing unnecessary processing overhead. 
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Fig 1: Architecture of proposed ML-Enhanced Selective Image Encryption  Algorithm 

Phase 2: Key Derivation 

To ensure cryptographic robustness, keys k1 and k2 are derived using PBKDF2 with 

independent salts and 10⁵ iterations, generating 256-bit keys. This process protects against 

brute-force and dictionary attacks, while the random generation of nonces enhances 

unpredictability. 

Phase 3: Adaptive Encryption 

Based on the sensitivity metric τ, the algorithm dynamically decides  between: 

- Full Image Encryption using AES-256-GCM when τ ≥  θ·|T|. 

- Pixel-level Selective Encryption where highly sensitive pixels undergo double 

encryption (nested AES - GCM) while moderately sensitive ones receive single 

encryption. 

Phase 4: Metadata Protection and Compression 

Metadata containing sensitivity statistics and encryption parameters is itself encrypted and 

appended to the image header. The final encrypted image undergoes JPEG2000 compression 

with encryption p reservation, optimizing storage and bandwidth. 

Algorithm: Proposed ML-Enhanced Selective Image Encryption Algorithm(ML-SIEA) 

Require: Image I ∈ Rm×n, Omitted blocks O ⊆ I, Security threshold θ ∈ 

[0, 1], Pre-trained ML model MLModel, Password Ensure: Encrypted image I′ and 

encrypted metadata M 1: 

2: Phase 1: Sensitivity Estimation via ML 

3: σ ← MLModel.predict(I) # Predict sensitivity scores for each 

pixel 
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4: S ← {(x, y) ∈ I | σ(x, y) > 0.5} #Sensitive regions 

5: T ← I \ O # Target encryptable area 

6: α ← |S|; ω ← |O| 

7: σavg ←  
1

|𝑆| 

8: τ ← α · σavg 

∑(𝑥,𝑦)∈ 𝑆   𝜎(𝑥, 𝑦) 

9: Phase 2: Key Derivation 

10: k1  ← PBKDF2(password, salt1, 105, 256) 

11: k2 ← PBKDF2(password, salt2, 105, 256) 12: nonce1, nonce2 ← Random(128) 

13: Phase 3: Adaptive Encryption 

14: if τ ≥ θ · |T | then 

15: I′ ← EncryptAll(I, k1, nonce1) 

16: η ← 1 #Full encryption flag 

17: else 

18: I′ ← I 

19: for all (x, y) ∈ S do 

20: if σ(x, y) > 0.9 then 

21: I′[x, y] ← AES-GCM(AES-GCM( I[x, y], k1, nonce1), k2, nonce2) 

22: else 

23: I′[x, y] ← AES-GCM( I[x, y], k1, nonce1) 

24: end if 

25: end for 

26: η ← τ / |T | 

27: end if 

28: Phase 4: Metadata and Finalization 

29:  M ← AES-GCM({α, ω, η, σavg, nonce1, nonce2}, k1) 

30: risk score ← MLModel.predict risk(I) 31: if risk score > 0.8 then 

32: Apply stronger compression or global encryption 33: end if 

34: I′ ← Compress(I′ using JPEG2000, preserve encrypted=True) 35: Attach metadata M to I′ 

header 
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36: return I′ 

37: function ENCRYPTALL(I, k, nonce) 

38: for all p ∈ I do 

39: Ienc[p] ← AES-GCM(p, k, nonce) 

40: end for 

41: return Ienc 

42: end function 

Our ML-Enhanced Selective Image Encryption Algorithm addresses these gaps as 

follows: 

• Pixel-Level Sensitivity Scoring: Unlike prior binary ROI-based encryption [12, 29], our 

method assigns a continuous sensitivity score per pixel, enabling fine-grained and adaptive 

encryption. 

• Standardized Cryptography: By employing AES-256-GCM and PBKDF2, we ensure 

strong, industry- standard security with proven resistance to brute-force and replay attacks, 

outperforming chaos-only approaches [20, 24]. 

• Adaptive Full Encryption: Conditional full encryption of highly sensitive images 

eliminates leakage risks observed in transform-domain and partial encryption methods [10, 

26]. 

• Computational Efficiency: Our use of a pre-trained ML model reduces inference time 

compared to heavy deep learning architectures [6, 13], enabling deployment on resource-

constrained systems such as IoT and telemedicine devices. 

VI. Evaluation Metrics Datasets 

To ensure generality, the proposed framework would be evaluated on diverse datasets 

including: 

• Natural images: BSDS500 and a subset of ImageNet. 

• Face images: CelebA for privacy-leakage evaluation. 

• Medical images: NIH Chest X-ray for telemedicine use-cases. 

Ground truth sensitivity masks were prepared via expert annotation (medical) or synthetic 

overlays (natural and faces). The evaluation considered key image encryption metrics: 

Entropy, Number of Pixels Change Rate (NPCR), Unified Average Changing Intensity 

(UACI), Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index (SSIM), 

Encryption Ratio, and Execution Time. 

 

We compared four algorithms: 
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1. Proposed ML-Selective Encryption (Proposed) —hybrid intelligent method. 

2. Full AES-GCM — complete block-level encryption. 

3. DCT-Selective Encryption — frequency-domain partial encryption. 

4. Chaos XOR Selective Encryption — chaotic map–based pixel scrambling. 

Each method was tested on uploaded images using the following evaluation parameters: 

Table 3 : Evaluation Parameters 

 

Evaluation Parameters: 

Meaning What Higher/Lower 

Indicates 
Entropy Measures randomness in 

encrypted image 

Higher = better security 

NPCR (Number of Pixel 

Change Rate) 

Measures how much the cipher 

image changes when one pixel 

changes in the original 

 

Higher = better diffusion 

UACI (Unified Average 

Changing Intensity) 

Measures average intensity 

change between plain and 

cipher images 

Higher = better 

diffusion/confusion 

PSNR (Peak Signal-to-Noise 

Ratio) 

Measures similarity between 

plain and cipher 

Lower = better encryption (less 

similarity) 
SSIM (Structural Similarity) Measures structure similarity Lower = better encryption 
Encrypted Ratio (%) Portion of image area 

encrypted 

Balance between speed and 

protection 
Time (s) Execution time Lower = better efficiency 
 

VII. Security Analysis and Formal Validation 

To ensure the robustness of the proposed ML-Enhanced Selective Image Encryption (ML-

SIE) framework, a formal cryptographic and statistical security analysis was performed. 

(a) Cryptographic Soundness: 

The encryption core employs AES-256-GCM, an authenticated encryption mode standardized 

by NIST (FIPS 

197) and RFC 5116, ensuring confidentiality, integrity, and authenticity. The PBKDF2 key 

derivation mechanism (RFC 8018) with 10⁵ iterations provides strong resistance to dictionary 

and brute-force attacks. Each encryption session uses unique salts and nonces, ensuring non-

repetition and forward secrecy. 

(b) Resistance to Differential and Statistical Attacks: 

High values of Entropy (7.69) and NPCR (58.98%) indicate strong diffusion and confusion 

characteristics. Histogram uniformity of the cipher images confirms resistance against 

statistical attacks, as ciphertext distributions closely approximate uniform randomness. 

(c) Resistance to Chosen-Plaintext and Known-Plaintext Attacks: 

AES-GCM ensures indistinguishability under chosen-plaintext attack (IND-CPA) and 
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provides integrity through authenticated tags. The use of per-image random nonces prevents 

replay and pattern correlation across multiple encryptions. 

(d) Residual Information Leakage: 

The conditional full-encryption strategy (triggered when τ ≥ θ·|T|) ensures complete coverage 

in high-sensitivity scenarios, mitigating risks observed in transform-domain and chaos-based 

methods. Visual inspection and SSIM 

< 0.35 confirm imperceptibility. 

(e) Key Space and Complexity: 

The combined key space of two 256-bit AES keys (k₁, k₂) yields an effective complexity of 

2⁵¹², rendering brute- force infeasible even under quantum adversarial models. 

These results collectively validate that the proposed ML-SIE algorithm aligns with 

contemporary cryptographic standards and exhibits strong resilience against classical and 

modern attack vectors. 

VIII. Results and Discussion 

To evaluate the performance of the proposed Machine Learning–Enhanced Selective 

Image Encryption Algorithm, comparative experiments were conducted against three 

baseline techniques: Full AES-GCM Encryption, DCT-Based Selective Encryption, and 

Chaos XOR Encryption. Each method was implemented under identical computational 

conditions, and tested on multiple benchmark images. 

The results demonstrate that the Proposed Algorithm consistently achieves high entropy, 

NPCR, and UACI values, signifying strong diffusion and confusion characteristics. The 

PSNR and SSIM values were the lowest among all tested methods, confirming that the 

encrypted image is visually unrecognizable and offers high perceptual security. 

While Full AES-GCM also exhibited high security metrics, it suffered from significantly 

higher execution time due to complete encryption of the entire image. Conversely, DCT-

based selective encryption and Chaos XOR encryption provided faster runtime 

performance but compromised on randomness and pixel diffusion, leaving some structural 

patterns visible in the cipher image. 

 

Fig 2 :Image encrypted using different algorithms  
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Table 4: Comparison table 

Method Time 

s 

psnr ssim Entropy NPCR UACI enc_ratio_ pct size_png_ 

bytes 

size_jp2 

_  bytes 
Proposed 

ML-SIE 

0.225 9.94 0.335 7.69 58.98 19.98 58.98 44568 45058 

Full_aes_ 

gcm 

0.075 7.15 0.018 7.62 100.00 35.89 100.00 49435 53922 

dct_ selective 0.016 13.19 0.685 7.54 76.81 9.10 76.81 32680 30885 

chaos_xor 0.013 13.19 0.679 7.55 25.00 8.55 25.00 39205 36549 
 

 

Fig 3: PSNR Comparison across algorithms Fig 4: SSIM Comparison across lgorithms. 
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Fig 5: Entropy Comparison across algorithms.    Fig 6: NPCR Comparison across 

algorithms. 

 

 

Fig 7: UACI Comparison across algorithms. Fig 8: Encrypted Ratio Comparison 

across algorithms. 
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Fig 9 : Radar Chart proposed ML-Enhanced Selective Image Encryption Algorithm 

Radar chart shows that the Proposed ML-Selective method achieves the best overall balance 

of security, quality, and efficiency. 

from the Graphs and Radar Chart proposed ML-Enhanced Selective Image Encryption 

Algorithm 

• Achieves high entropy, NPCR, and UACI — indicating excellent randomness and 

diffusion, very resistant to statistical and differential attacks. 

• PSNR/SSIM are low, meaning that the cipher image looks completely unintelligible (no 

visual trace of the original). 

• Encryption time is moderate, faster than full AES since it selectively encrypts only 

sensitive regions. 

• The radar chart shows this method covering the largest area, proving it offers the best 

trade-off between security, imperceptibility, and efficiency. 

The Proposed ML-Selective Image Encryption Algorithm clearly outperforms conventional 

full and selective encryption techniques by achieving a secure, efficient, and adaptive 

encryption strategy. 

It encrypts only the most sensitive regions, providing AES-level protection with significant 

reduction in computation time — making it ideal for real-time, multimedia, and edge 

computing applications. 

Conclusion 

This paper presented a Machine Learning–Enhanced Selective Image Encryption (ML-

SIE) framework that integrates content-aware sensitivity detection with standardized 

cryptographic primitives. By employing a pre- trained ML model for pixel-level sensitivity 

estimation and combining it with AES-256-GCM encryption and PBKDF2 key derivation, 
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the proposed system achieves fine-grained, adaptive protection without sacrificing efficiency. 

Experimental evaluations across multiple benchmark datasets demonstrate that the framework 

achieves superior randomness, diffusion, and imperceptibility compared to state-of-the-art 

selective and chaos-based schemes, while significantly reducing computational cost. The 

framework’s conditional full-encryption mechanism effectively mitigates residual leakage, 

ensuring robust protection for high-sensitivity content. 

Future Work: 

Future work will explore lightweight neural architectures for edge deployment, Transformer-

based sensitivity prediction for improved semantic awareness, and federated learning 

integration to enhance privacy preservation under distributed settings. The adaptability, 

efficiency, and cryptographic rigor of the proposed approach position it as a strong candidate 

for real-time, privacy-critical applications in healthcare, defense, and multimedia 

transmission. 
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