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Abstract

Industrial Control Systems (ICS) are frequent targets of cyberattacks, often leading to severe
operational and safety consequences. Their continuous, automated operation with minimal
human oversight increases the risk of undetected adversarial interference. While deep learning—
based anomaly detection methods have shown strong performance in identifying abnormal
behaviour, most lack the ability to pinpoint which sensors or actuators drive these detections.
In this work, we propose a Temporal Convolutional Autoencoder (TCAE) combined with
DBSCAN clustering to detect anomalies in the Secure Water Treatment (SWaT) dataset. The
TCAE effectively captures long-term temporal dependencies and scales efficiently to large
datasets. To enhance interpretability, we integrate Local Interpretable Model-Agnostic
Explanations (LIME), which not only identifies the features that positively contribute to an
anomaly but also highlights those with negative or negligible influence. This dual perspective
enables domain experts to distinguish between primary drivers of abnormal behaviour and
unaffected components, improving analysis, targeted mitigation, and user trust in automated
detection systems.

Keywords: Industrial Control system, Temporal convolution network, LIME, SHAP,
Explainable Al

1. Introduction
The rapid evolution of Industry 4.0 has led to the integration of cyber-physical systems, the
Internet of Things (IoT), and cloud-based services into Industrial Control Systems (ICS) [1],
[2]. These systems—such as water treatment plants, smart grids, and automated manufacturing
lines—operate with minimal human intervention, making them highly efficient but also
increasingly vulnerable to cyberattacks and operational faults. ICS environments typically
comprise Supervisory Control and Data Acquisition (SCADA) systems, Distributed Control
Systems (DCS), and Programmable Logic Controllers (PLCs), all of which must work reliably
to ensure safe and continuous operation. Anomaly detection has emerged as a critical tool for
safeguarding ICS against both malicious intrusions and unintentional failures. Deep learning—
based approaches, particularly unsupervised models, have shown strong performance in
identifying abnormal patterns in multivariate time-series data. However, despite their accuracy,
these models often function as “black boxes,” providing little insight into why a particular
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instance is flagged as anomalous. This lack of interpretability can hinder trust, slow incident
response, and limit adoption by domain experts.

Explainable Artificial Intelligence (XAI)[3], [4] addresses this challenge by offering methods
to interpret and visualize the decision-making process of complex models. Among the various
XAI techniques, Local Interpretable Model-Agnostic Explanations (LIME) [5] has gained
attention for its ability to approximate a model’s local decision boundary and highlight the most
influential features for individual predictions. Unlike global explanation methods, LIME
focuses on instance-level interpretability, making it particularly suitable for analysis of specific
anomalies in ICS environments.

In this study, we apply LIME to interpret anomalies detected in the Secure Water Treatment
(SWaT)[6] testbed dataset a widely used benchmark for ICS security research. Our approach
combines an unsupervised anomaly detection model with LIME-based explanations to identify
not only when an anomaly occurs but also which sensors or actuators contribute most to it. By
providing clear, instance-specific explanations, this work aims to enhance operator trust,
support root-cause analysis, and improve the practical deployment of anomaly detection
systems in critical infrastructure. This research employs the Secure Water Treatment (SWaT)
testbed dataset to train and evaluate a Temporal Convolution Autoencoder (TCAE) model for
anomaly detection. The TCAE leverages dilated temporal convolutions to effectively capture
long-term dependencies in time-series data, enabling it to learn intricate temporal patterns. The
model is trained exclusively on normal operational data, with the assumption that anomalous
events will yield higher reconstruction errors. Detected anomalies are further refined using the
DBSCAN clustering algorithm to isolate attack points. The novelty of this work lies in
integrating LIME into the anomaly detection pipeline to provide transparent, instance-specific
explanations for each detected attack. By identifying the most influential sensors and actuators
contributing to an anomaly, the proposed method supports root-cause analysis and enhances
operator trust. The contributions of this study are as follows:

o Application of LIME to interpret anomalies detected by a TCAE model in the SWaT dataset.
o Visualization of feature contributions for each detected attack, enabling targeted analysis.

e Demonstration of LIME’s effectiveness in improving the interpretability and
trustworthiness of anomaly detection in ICS.

2. Related Work

Anomaly detection approaches in industrial control systems (ICS) are generally grouped into
two broad categories: distribution-based methods, which learn the statistical profile of normal
operational data, and reconstruction-based methods, which flag instances with high
reconstruction error as anomalous. In recent years, a variety of deep learning architectures have
been applied to benchmark datasets such as SWaT, including autoencoders [7], generative
adversarial networks (GANs)[8], [9], transformers [10], [11], and other sequence-learning
models. These methods predominantly aim to improve detection accuracy, often with limited
emphasis on explainability.

Given the high-dimensional, temporally correlated nature of ICS telemetry, deep learning
models are frequently preferred over traditional machine learning techniques. Unsupervised
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detection remains the dominant paradigm, under the assumption that normal behaviour is far
more prevalent than anomalous events in operational data. Sequence-based models are
particularly effective at capturing temporal dependencies, while more recent work extends this
to spatial dependencies through transformer architectures and graph attention networks.
Correlation-driven pipeline combines LSTM-autoencoder [12] windowing with latent
correlation features and a multivariate Gaussian detector, on SWaT, HIL-HAI, and IoT Modbus
datasets, while integrating SHAP for both feature selection and root-cause analysis. Other
studies have explored hybrid deep-learning-plus-ensemble frameworks e.g., autoencoder
feature selection with random forest classification[13] and BERT-based sequence models for
ICS logs [14], reporting strong generalization and low false-alarm rates.

Despite these advances, a persistent gap remains in model transparency. Many existing works
provide only global rankings of the top-k contributing features across all anomalies, offering
limited insight into specific attack scenarios [15]. In contrast, our approach conducts
attack-level attribution analysis, identifying the most influential features for each distinct
incident, thereby enhancing interpretability and operational trust.

Detection Methodology Used  Explainability Role of XAl in Analysis Year

Model Technique
GAN-ADJ[16] Generative Adversarial No 2018
Networks
DAEMON][15] Adversarial Yes The top-k dimensions 2021
Autoencoder Anomaly with the largest
Detection reconstruction error will
Interpretation be returned as the root
cause of the anomaly.
FID-GAN[17] fog-based, No

unsupervised intrusion
detection system using

GANs
TranAD[10] Transformers No
WaXAI[18] (ECOD and Yes Compute the feature 2024
DeepSVDD) scores for SHAP, LIME,
ALE, and IG, utilizing
the anomaly scores
CCTAK]19] VAE with TCN Yes Proposed new 2024
LSTM-AE[12]  Correlation features: SHAP evaluation matrix 2025
Gaussian distribution Analysis and root cause
model

3. Methods
3.1 Explainable AI: Deep learning—based anomaly detection models in Industrial Control
Systems (ICS) often operate as black boxes [20], producing accurate predictions without
revealing the reasoning behind them. This opacity can hinder trust, slow incident response, and
limit adoption in safety-critical domains. Explainable Artificial Intelligence (XAI) addresses
this challenge by providing techniques to interpret and visualize model decisions, enabling
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domain experts to understand why a model flagged a particular instance as anomalous. XAl
methods can be broadly classified into:

. Model-specific: Designed for a particular class of models (e.g., decision trees, linear
models).
. Model-agnostic: Applicable to any predictive model, regardless of its internal structure.

Model-agnostic methods, such as LIME and SHAP[21], are particularly valuable in ICS
anomaly detection because they can be applied to complex architectures like autoencoders,
transformers, or graph-based models without modifying the underlying training process.
LIME : (Local Interpretable Model-Agnostic Explanations)[5] explains individual predictions
by approximating the original complex model with a simpler, interpretable surrogate model in
the local neighbourhood of the instance being explained. The key idea is to perturb the input
data around the instance of interest, observe the changes in the model’s output, and fit a
weighted interpretable model (e.g., linear regression) to these perturbed samples. Let:

. f:R4>R the original anomaly detection model.
. xERY be the instance to explain.
. nx(z) be a proximity measure between z and x
. g€GQ be a candidate surrogate model from an interpretable family G.
. Q(g) be a complexity penalty to maintain interpretability.
. LIME solves the following optimization problem:
L(f,9,m) + 2(9) (1

whereL (f, g, m,) measures the fidelity of g in approximating f in the locality defined by 7tx, and
Q(g) encourages interpretability by penalizing overly complex surrogate models.

3.2  Model

The Secure Water Treatment (SWaT) dataset used in this study has a normal operation set
(training) and an attack set (testing). The attack set contains both normal and abnormal records.
The normal set is used to train the Temporal Convolutional Autoencoder (TCAE), while the
attack set is used for evaluation. The underlying principle is that a model trained solely on
normal behaviour will produce higher reconstruction errors when processing anomalous
patterns. After generating predictions, we further analysed the results using explainability
techniques to highlight the process variables most responsible for each detected anomaly. The
following subsections describe the data preprocessing, anomaly detection model configuration,
and explanation framework.

Data Preprocessing : The analysis was conducted on the SWaT dataset after removing all
labels to enable unsupervised learning. All feature columns were converted to floating-point
values and scaled to the range [0,1] using a min—max normalisation. To capture short-term
temporal dependencies, a sliding window of length 12 was applied to the multivariate time
series, producing sequences:

W={W,Wa,...,W} (2)

where each Wi is a matrix of shape (12,51), with 12 representing the time steps in the window
and 51 the number of process variables. The resulting training set contained 494,988 windows,
while the test set contained 449,907 windows.
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TCAE Model: The proposed Temporal Convolutional Autoencoder (TCAE) is designed to
learn the normal operational patterns of the plant. It uses dilated causal convolutional layers to
capture dependencies over multiple time scales, enabling the model to detect deviations from
expected behaviour. The architecture consists of:

. Encoder: Compresses the input sequence into a lower-dimensional latent
representation.
. Decoder: Reconstructs the original sequence from the latent representation.

The model is trained to minimise reconstruction error. During testing, anomaly scores are
computed using Kernel Density Estimation on the loss distribution, and DBSCAN is applied
to identify low-density outliers as potential anomalies elaborated in section 3.3.

ITaponap

Figure 1. The TCAE Model

Figure 1 depicts the TCAE model. The encoder begins by examining the input windows. The
TCN block consists of dilatation (q = 1,...,16) increased by a factor of 2. A one-dimensional
convolutional layer [22] is subsequently employed to efficiently diminish the dimensionality
of the feature map (TCN output). The series is reduced in resolution using an average pooling
layer. The decoder executes the inverse function of the encoder to regenerate the input
sequence, and the reconstruction loss is calculated.

3.3 Anomaly Detection

The detection process followed a multi-stage pipeline that combined reconstruction-based
scoring with density-based clustering. First, the reconstruction loss for each time step was
computed from the TCAE outputs. To better understand the statistical distribution of these loss
values, Kernel Density Estimation (KDE) was applied using a Gaussian kernel. This step
produced a smooth probability density function, highlighting regions of high and low data
concentration. Next, the DBSCAN [23]algorithm was used to cluster the loss values based on
their density. Points located in sparse regions of the distribution (cluster label = —1) are treated
as potential anomalies. This approach reduced the likelihood of false positives from transient
noise or minor fluctuations, as DBSCAN inherently filters out isolated points that do not belong
to any dense cluster.

The resulting anomaly labels were visualised, with normal points shown in blue and anomalies
in red (Figure 2). Each detected anomaly was then mapped to its corresponding timestamp and
cross-referenced with the known attack periods in the dataset, as shown in Figure 3. This
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mapping enabled a direct evaluation of detection performance by comparing predicted
anomalies with ground-truth attack intervals. By pinpointing the start and end indices of each
detected attack, the method supports a deeper investigation into the characteristics of
anomalous segments.

Anomaly Detection with DBSCAN

® Normal
® Anomaly

T T T T T T
0.0 0.1 0.2 0.3 0.4 0.5
Reconstruction Loss

Figure 2: Density-based clustering of reconstruction errors using DBSCAN.

Attack Point: P-203, P-285
Start index: 17226, End index: 17258

Attack Point: LIT-401, P-401
Start index: 17291, End index: 17352

Attack Point: P-101, LIT-301
Start index: 19829, End index: 19974

Attack Point: P-382, LIT-481
Start index: 22782, End index: 22951

Attack Point: P-281, P-283, P-205
Start index: 27912, End index: 27924

Figure 3: Mapping of detected anomalies to attack points and time indices..

3.4 XAI using LIME

To identify the root cause of anomaly for identified attack all the window segments are
considered and following step 1s performed

a. Background Data Preparation Use normal-operation windowsx,, oy, € RV*T*F
flattened toRV*(T-F) as the explainer’s training set.

b. Predictor Wrapping Define Predictsy,,) = {l(z;)} |lZ=|1 where 1 reshape each

z; back to RT*F and return reconstruction loss.

c. Explainer Initialization Instantiate LimeTabularExplainer in regression mode over
the flattened feature space, with feature label

d. Local Explanations For each window index i € Ay, generate an explanation vector
w; € RTF viaw; = Lime. explain_instance(x; predicts,)
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Algorithm 1: LIME attribution for XAl

Initialization : Attack Window Ak, TCAE Model |, background x,orm
Output: Attributio tensor wk € R ANk{L; *T * F}
1. Flatten Xp,0rm = Znorm € RA{N * (T.F)}
2 explainer «— LimeTabularExplainer(z,,,-n, mode="regression', feature _names)
3. Fori=a ktob kdo
4 x_i_flat < reshape(window;,1,T.F)
5. explain; « explainer. explain_instance(x; Flatlo]” predictsy)
6 w_i « zeros(T.F)
7. For (f_idx, weight) in exp i.local exp[output index] do
8 W _i[fiax] < weight
9. END

10. END

Return wy,

Once wy, are obtained for each segment, within-segment averaging is performed using
k _ LNk
Wer =12, Wit 3)
And collapse time to get the global feature only

P S L
Sf = Tzlwt,f (4)

e. Ranking and Visualization Sort s}‘ highlight the top positive and negative
contributors for each attack k. Comparative bar charts or heatmaps can juxtapose the
signature patterns of different attack types.

Algorithm 1 explain the procedure followed for LIME, in which for each detected attack
segment Ay, the goal is to compute an attribution tensor W* € RU<*T*F.ywwhere Ly is the number
of windows in the segment, T is the temporal length of each window, and F is the number of
features. The procedure begins by flattening the background (normal) dataset xy,orm Of shape
(N,T,F)into a two-dimensional array Z,orm € R A {N * (T.F). This flattened representation is
used to initialise a LimeTabularExplainer in regression mode, with feature names
corresponding to each time—feature pair.

For every window index i in the attack segment, the corresponding time-series window is
flattened into a vector of length T-F and passed to the explainer along with a prediction
function that returns the model’s reconstruction loss for reshaped inputs. LIME perturbs the
input locally, queries the model, and fits a sparse linear surrogate to approximate the model’s
behaviour in the vicinity of that instance. The explainer returns a set of feature—weight pairs,
where each weight quantifies the contribution of a specific time—feature combination to the
anomaly score. These weights are stored in a zero-initialised vector of length T-F and then
reshaped back to (T,F) to preserve temporal structure. Repeating this process for all L, windows
yields the full attribution tensor WX for the segment.
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This tensor can subsequently be averaged across the temporal and/or window dimensions to
produce aggregated feature importance scores for the entire attack, enabling comparison across
different attack scenarios.

4. Results and Discussion
4.1 SWaT Dataset:
The research work was conducted on SWaT, a water treatment plant by iTrust Singapore to
support research in cyber-physical system [6]
Table 2. The six stage sensors and actuators of SwaT dataset

Process Sensor Actuator

P1 LIT-101, FIT-101 MV-101, P101

P2 AIT-201, AIT-202, AIT-203, FIT-201 MV-201, P-201, P-202, P-203,
P-204, P-205, P-206

P3 DPIT-301, FIT-301, LIT-301 MV-301, MV-302, MV-303,
MV-304, P-301, P-302

P4 AIT-401, AIT-402, FIT-401, LIT-401 P-401, P-402, P-403, P-404,
Uuv-401

P5 AIT-501, AIT-502, AIT-503, AIT-504, FIT- P-501, P-502

501, FIT-502, FIT-503, FIT-504, PIT-501,
PIT-502, PIT-503
P6 FIT-601 P-601, P-602, P-603

A sequence of assaults was executed on SWaT to disrupt its standard functioning. The assaults
conducted on the SWaT datasets are delineated in Table 2 and categorized as single point (SP)
and multi-point (MP). In an SP attack, the assailant alters a single state variable, whereas in an
MP attack, many state variables are compromised, and the associated measurements are
falsified. A total of 41 attacks were executed, of which our suggested model identified 31
attacks.
Table 3. The Type of attack on SWaT dataset
Type of attack No. of attack
Single Stage Single Point Attacks 23
Single Stage Multi Point Attacks
Multi Stage Single Point Attacks
Multi Stage Multi Point Attacks
4.2 XAI Result
We present the details for Attack no. 24, which is on the points P203 and P205, and Attack no.
29, which is on P-201, P-203, P-205.
Attack 24 was detected by the proposed TCAE-DBSCAN framework and corresponded to
abnormal behaviour in the actuator P-203. During this period, the operational state of P-203

wW

deviated from its expected pattern, indicating a possible manipulation or malfunction. This
anomaly had downstream effects on the process flow, with potential implications for water
distribution and quality.
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To investigate the factors contributing to this detection, Local Interpretable

Model-Agnostic Explanations (LIME) was applied to the windows associated with the attack
interval. For each anomalous window, LIME generated local feature weights by approximating
the model’s behaviour with a sparse linear surrogate in the vicinity of the instance. These
weights were then aggregated across the entire attack segment to obtain mean contribution
scores for each process variable. The analysis revealed that P-203 had the highest positive
contribution to the anomaly score, confirming its central role in the detection. Other variables,
such as FIT-401 and MV-302, showed smaller but non-negligible contributions, suggesting
secondary process interactions during the attack. The distribution of feature contributions is
presented in Figure 4 as a box plot, where the median, interquartile range, and outliers illustrate
the variability of each feature’s influence across the attack windows.
This interpretability step not only validates the model’s focus on the correct process component
but also provides actionable insights for operators. By identifying P-203 as the dominant driver
of the anomaly, the analysis supports targeted investigation and preventive maintenance
strategies to mitigate similar incidents in the future.

Distribution of LIME Scores Across Attack Windows
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Figure 4. Box-Plot for LIME aggregation for Attack No 24

Attack 29: The aggregated LIME analysis highlights P-205 as the dominant positive
contributor within this interval, Smaller but non-negligible effects appear on related flow/level
measurements consistent with pump actuation, suggesting secondary process interactions
during the attack. This pattern aligns with the attack specification and validates that the
detector’s decision is driven primarily by the manipulated actuators. Figure 5 presents the
LIME contribution profile for the segment as a horizontal bar chart, separating features with
negative (red) and positive (blue) influence. Bars correspond to per-feature contributions
averaged across all windows in the attack interval; longer bars denote higher impact.
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Figure 5. Aggregated LIME importance for Features for Attack No.29

S. Conclusion:

This study presented a Temporal Convolutional Autoencoder (TCAE)-based framework for
detecting anomalies in industrial control systems, evaluated on the Secure Water Treatment
(SWaT) dataset. By training exclusively on normal operational data, the model effectively
identified deviations indicative of cyberattacks or process faults. The integration of DBSCAN
clustering with reconstruction-loss analysis enhanced robustness by filtering out noise and
isolating true anomalies.

A key contribution of this work is the incorporation of Local Interpretable Model-Agnostic
Explanations (LIME) to provide transparent, instance-level insights into the model’s decisions.
For each detected attack segment, LIME identified the most influential process variables,
enabling domain experts to trace anomalies back to specific sensors or actuators. This
capability not only improves trust in automated detection systems but also supports targeted
analysis and timely mitigation strategies. Experimental results demonstrated that the proposed
approach successfully detected a substantial proportion of the documented attacks in the SWaT
dataset, while offering interpretable explanations for each event.
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