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Abstract 

Web applications are prime targets for cyber-attacks due to their network accessibility and 

inherent vulnerabilities. Traditional web security mechanisms such as rule-based intrusion 

detection systems and conventional machine learning models are mostly work on predefined 

rules and extensive labelled datasets which makes them less effective against evolving threats. 

This paper explores an optimized hyperparameter tuning approach to enhance the performance 

and efficiency of convolutional neural networks (CNNs) for web security. Our contributions 

are threefold. First, we trained the CNN model on pre-processed of unstructured and 

imbalanced datasets collected from open repositories. Second, hyperparameters of CNN are 

optimized on different constant batch sizes like 32 and 16 to improve model accuracy of CNN 

models. Third, the proposed models are trained again on the optimized hyperparameters values 

for better results of accuracy. This research highlights the potential of optimized CNN model in 

revolutionizing web security to provide an intelligent and autonomous solution to counteract 

cyber-attacks. 

  

Keywords: Web Attacks, CNN Model, Vulnerabilities, Hyperparameters, Batch Size, 
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1. Introduction 

With the rapid expansion of websites and web applications, the risk of web vulnerabilities is 

continuously increasing. A study reported that 90% of web applications are vulnerable with 

68% at risk of sensitive data breaches [1] and 8% of network intrusions of unauthorized access 

to web servers. The widespread and diverse use of the internet makes the web applications a 

prime target for cyber-attacks for criminals. Protecting these applications from cyber-attacks 
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such as cross-site scripting (XSS) and SQL injection etc has now become a crucial aspect of 

cybersecurity. Traditional web security solutions that include rule-based Web Application 

Firewalls (WAFs) and signature-based intrusion detection systems are struggling to keep up 

with evolving attack [2]. Machine learning (ML) approaches have improved attack detection 

capabilities but they are also often requiring a large number of labeled datasets, which makes 

them more expensive and impractical for real-world applications [3]. To address these 

challenges, deep learning-based techniques like CNNs, LSTMs etc have emerged as powerful 

tools for detecting web vulnerabilities [4]. However, optimizing these models for efficiency and 

accuracy performance are also remain a significant challenge. 

 

The unaddressed web vulnerabilities led to severe consequences of data breaches, unauthorized 

access, and service disruptions. Various security methodologies have been proposed to counter 

these vulnerabilities and each played a crucial role at different stages of the web application 

security. These countermeasures were implemented at either the client-side or server-side to 

strengthen the overall security of web applications [5]. Web security approaches primarily 

include secure programming, static analysis, dynamic analysis, and black-box fuzzing, each 

offered unique advantages and limitations. Secure programming focused on best coding 

practices such as input validation, query parametrization, and adherence to security standards. 

However, secure programming alone is insufficient due to the complexity and evolving nature 

of web applications.  

 

Static analysis inspects the application’s source code without execution to detect vulnerabilities 

like SQL injection and Cross-Site Scripting (XSS), but it often produces false positives and 

struggles with large codebases [6]. Dynamic analysis involves executing the application and 

identifying security violations through methods such as fuzzing and taint analysis, providing 

accurate results but with limited code coverage. Lastly, black-box fuzzing tests applications 

without prior knowledge of their internal workings, using randomized inputs to uncover 

vulnerabilities, particularly XSS, injection attacks and distributed denial-of-service (DDoS) 

attacks [7]. These threats compromise sensitive data, disrupt services, and cause significant 

financial and reputational damage. Traditional machine learning techniques have been widely 

employed for attack detection, but their ability to extract deep features extraction is often 

limited due to shallow architectures and manual feature engineering. In contrast, deep learning, 

particularly CNs, has demonstrated remarkable success in web security applications by 

automatically learning features from network traffic data [8]. CNNs have shown superior 

performance in cyberattack detection, intrusion detection, and malware classification. However, 

optimizing CNN architectures for web security requires careful tuning of hyperparameters such 

as learning rate, batch size, activation functions, and convolutional filter sizes to enhance 

detection accuracy and computational efficiency [9]. 

In recent years, researchers have explored various deep learning models to strengthen 

cybersecurity. Notable works include literature reviews on deep learning-based attack detection 

[10], provided an extensive overview of deep learning advancements in network security [11], 
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examined deep learning techniques for intrusion and malware detection. analyzed cyber threats 

targeting IoT networks was analyzed [12], while network security datasets were categorized 

and evaluated deep learning models on benchmark datasets like CSE-CIC-IDS2018 and Bot-

IoT [13]. Despite these advancements, optimizing CNN architectures through hyperparameter 

tuning remains an open research area, with the potential to significantly improve detection 

accuracy and reduce false positives. Hyperparameter tuning plays a critical role in enhancing 

the effectiveness of deep learning models by optimizing key parameters such as learning rates, 

activation functions, batch sizes, and network architectures [14,15]. By systematically fine-

tuning these parameters, the proposed approach aims to achieve higher detection accuracy, 

reduced false positives, and improved computational efficiency. The contributions of this 

research include: 

• Developing an optimized CNN for web attack detection with enhanced performance 

and efficiency. 

• Implementing hyperparameter tuning techniques to refine model architecture and 

improve threat detection accuracy. 

• Evaluating detection performance on optimized hyperparameters to ensure robustness 

and scalability of the proposed model. 

 

By optimizing CNNs with hyperparameter tuning, this research aims to provide an advanced 

and efficient web security framework capable of detecting and mitigating emerging cyber 

threats with greater accuracy and reliability. To the best of our knowledge, this study is one of 

the first to systematically explore the optimization of CNNs for web security using 

hyperparameter tuning techniques to enhance both detection accuracy and computational 

efficiency. While deep learning has been extensively applied to cybersecurity, most existing 

surveys have not specifically addressed the role of CNN hyperparameter optimization in web 

attack detection.  

 

2. Literature Survey 

Several related studies have investigated various aspects of web security. A comprehensive 

survey on detecting and mitigating web vulnerabilities was conducted [16-19], providing an in-

depth analysis of web security threats and traditional countermeasures. However, their review 

primarily focused on traditional ML based attack detection approaches, without delving into the 

optimization of deep learning models like CNNs. Other surveys have explored the applications 

of ML and DL in broader cybersecurity contexts. However, they did not emphasize web 

application security specifically, nor did they analyze hyperparameter tuning strategies for 

improving model performance. Studies [20, 21] focused on web vulnerability classification and 

countermeasures, but they did not investigate deep learning-based solutions or follow a 

systematic literature review (SLR) protocol for structured evaluation. 

 

In contrast, study conducted an SLR on web services attacks and security, presenting a 

structured overview of various cyber threats [22, 23]. Studies provided a more recent survey 
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highlighting machine learning and deep learning-based techniques for detecting Cross-Site 

Scripting (XSS) attacks, but without focusing on CNN optimization or hyperparameter tuning 

techniques. The integration of deep learning in cybersecurity has significantly improved the 

detection and mitigation of web-based attacks. Several studies have explored the application of 

deep learning models for enhancing cybersecurity, particularly in web attack detection [24, 25]. 

A comprehensive review of deep learning applications in cybersecurity has examined various 

deep learning models, techniques, and their effectiveness in detecting and mitigating cyber 

threats [26. The study provides insights into the advantages of deep learning over traditional 

machine learning methods but does not focus on CNN optimization strategies or 

hyperparameter tuning for enhanced web security [27]. 

 

Another relevant survey discussed the evolution of end-to-end deep learning models in 

cybersecurity, with a particular emphasis on web attack detection. This work underscores the 

potential of deep learning architectures in providing holistic solutions but does not analyze 

performance enhancements achieved through hyperparameter tuning in CNNs. The study [28] 

investigates the security challenges associated with adversarial attacks on deep learning-based 

cybersecurity systems. It explores various defense mechanisms but does not focus on 

optimizing CNNs for robust and efficient web attack detection. 

 

The survey examined the feasibility of real-time attack detection using deep learning [29]. 

While it highlights the benefits and challenges of implementing deep learning models in real-

time scenarios, it does not delve into CNN architecture optimization or hyperparameter tuning 

techniques that could improve both accuracy and efficiency in web security applications. 

Despite these significant contributions, existing literature lacks a dedicated focus on optimizing 

CNNs for web security through hyperparameter tuning. CNNs have shown great potential in 

detecting complex web threats, but their performance can be significantly influenced by 

hyperparameters such as learning rate, batch size, filter size, activation functions, and 

optimization algorithms. Efficient tuning of these parameters can lead to improved detection 

accuracy, reduced computational overhead, and better generalization across various attack 

types. 

3. Research Methodology 

To achieve the objectives outlined in this study, we adopt a structured research methodology 

that consists of six key phases: Data Collection, Data Preprocessing, Data Transformation, 

Model Design, Hyperparameter Tuning, Training & Evaluation. Each phase ensures the 

development of an optimized CNN-based web security framework that effectively detects 

attacks while improving performance and efficiency. 
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Figure 1: Optimized CNN-based web security framework  

 

We collect diverse web attack datasets from publicly available repositories, including CICIDS 

2017, OWASP Web Attack Dataset, and other real-world web logs. A useful dataset is prepared 

from the collected information by extracting relevant data for further pre-processing. The pre-

processing steps involve removing noisy, incomplete, and redundant data using data imputation 

and filtering techniques. Additionally, categorical web request data is converted into numerical 

format using One-Hot Encoding, Word Embeddings (Word2Vec), and TF-IDF vectorization. To 

ensure uniform CNN model performance, Min-Max Scaling is applied for feature 

normalization. Data imbalance issues are addressed using SMOTE (Synthetic Minority Over-

sampling Technique) to prevent biased learning. Finally, the dataset is reshaped to make it 

compatible with the CNN model, which is designed for web attack detection and deep learning-

based training. 

 

To detect malicious web requests, we design a CNN-based deep learning model with a 

structured architecture. The Input Layer processes transformed web request features, while 

Convolutional Layers extract spatial and sequential patterns from HTTP request sequences. 

Pooling Layers reduce dimensionality while preserving essential attack patterns. The Fully 
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Connected Layers classify web requests as normal or malicious, and the Output Layer employs 

a Softmax/Sigmoid Activation Function to generate attack probability scores. This structured 

CNN model effectively identifies cyber threats by analyzing complex patterns in web request 

data. 

 

To optimize model performance, we conduct hyperparameter tuning using Bayesian 

Optimization and Grid Search. The key hyperparameters considered for tuning include learning 

rate, batch size, kernel size, dropout rate, number of dense layers, number of filters, and 

optimizer selection. We employ K-Fold Cross-Validation (K=5) to evaluate the model across 

multiple trials with different hyperparameter combinations, ensuring robust and optimal tuning. 

This approach enhances model generalization and improves its capability to detect diverse web 

attacks efficiently. 

 

In the training process, we use 80% of the dataset for model training and 20% for validation on 

unseen data. Early stopping is implemented to prevent overfitting, ensuring that the model does 

not learn unnecessary patterns. Additionally, we leverage GPU acceleration (TensorFlow with 

CUDA on NVIDIA GPUs) to speed up the training process and handle large datasets efficiently. 

To measure model efficiency and accuracy, we evaluate it using Precision, Recall, and F1-

Score, which provide insights into classification quality. By leveraging an optimized CNN 

model with advanced hyperparameter tuning techniques, our approach ensures high accuracy, 

fast inference, and adaptability to emerging web threats. This makes it a practical and effective 

solution for modern web security challenges. 

 

4. Results and Discussion 

The proposed models of deep learning like CNN is trained as per the above methodology given 

in figure 1.  The experiment results obtained from the proposed model with and without 

optimizing hyperparameters values are hereby are analysed and discussed accordingly. 

 

In the first stage, the CNN model is trained on the pre-processed dataset on epochs 50 and batch 

size 32, and 16 without optimizing the hyperparameters. The performance metrics of of 

proposed model is given in the table 1. 

 

Table 1: Model Performance Metrics on batch size 32 

Model Batch 

Size 

Accuracy 

(%) 

Precision 

(%) 

Recall   

 (%) 

F1-score 

(%) 

Support 

CNN 32 96.45 96.48 96.45 96.41 141 

CNN 16 91.49 91.74 91.49 91.08 141 

 

The CNN model for the batch size 32 is giving superior performance compared the model is 

trained for the batch size 16 on the same epochs as shown in table 1. The matrices like accuracy 

of 96.45% of CNN is obtained on the 141 support, and similar other parameters of metrics.  
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Hyperparameters Tuning 

In this paper, hyperparameters are tuned for the better accuracy of the proposed models. Here 

the model is trained on five trials of hyperparameters combinations for the both batch of 32 and 

16. Each model is run for the 50 epochs.  

 

The hyperparameters combinations of five trails for the CNN model are given in the table 1 for 

of batch size 32. The outperform accuracy 97.16% is obtained on trial 2 hyperparameters. 

Simmialrly the superior accuracy 94.33% for the same model on batch size 16 is obtained on 

trial 3 and 4 as given in the table 2. 

 

Table 2: Hyperparameters and accuracy of CNN model (batch size: 32) 

 

Trial 

Hyperparameters Accuracy 

(%) Conv1 

 

Filters 

Kernal  

Size 

Dense 

Layers 

Learning 

Rate 

Dropout 

Rate 

Optimizer 

1 96 2x2 64 0.02258 0.2 Adam 95.74 

2 64 3x3 64 0.01351 0.3 RMSprop 97.16 

3 32 2x2 128 0.00333 0.2 RMSprop 96.45 

4 32 3x3 128 0.00307 0.2 RMSprop 96.45 

5 32 2x2 96 0.00217 0.2 SGD 75.89 

 

Table 3: Hyperparameters and accuracy of CNN model (batch size: 16) 

 

Trial 

Hyperparameters Accuracy 

(%) Conv1 

 

Filters 

Kernal  

Size 

Dense 

Layers 

Learning 

Rate 

Dropout 

Rate 

Optimizer 

1 96 2x2 64 0.02258 0.2 Adam 93.62 

2 64 3x3 64 0.01351 0.3 RMSprop 90.78 

3 32 2x2 128 0.00333 0.2 RMSprop 94.33 

4 32 3x3 128 0.00307 0.2 RMSprop 94.33 

5 32 2x2 96 0.00217 0.2 SGD 75.89 

 

Table 4: Hyperparameter tuning for CNN model 

Hyperparameter Tuning Strategy Optimized 

Value  

Learning Rate Scheduling (0.0001–1.0 0.01351 

Dense Layers Neural architecture (32–128) 64 

Batch Size Grid Search {16, 32} 32 

Number of Filters Grid search (32–128) 64 

Kernel Size Experimentation (2×2, 3×3, 

5×5) 

3×3 
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Dropout Rate Regularization (0.2–0.5) 0.3 

Optimizer Adam, RMSprop, SGD RMSprop 

 

Table 5: Impact on accuracy with optimized values of hyperparameters 

Optimized Values of Hyperparameters Impact 

on 

accuracy 

(%) 

Conv1 

 

Filters 

Kernal  

Size 

Dense 

Layers 

Learning 

Rate 

Dropout 

Rate 

Batch 

Size 

Optimizer 

64 3x3 64 0.01351 0.3  RMSprop +0.71 

32 2x2 128 0.00333 0.2 16 RMSprop +2.84 

32 3x3 128 0.00307 0.2 16 RMSprop +2.84 

 

The optimized value of hyperparameters between the batch size 32 and 16 is illustrated in the 

table 4 for the better accuracy of the proposed model. It is observed from the experiments that 

the impact on accuracy (+2.84) is more prominent if the CNN model is trained for the batch 

size 16 and same epochs 50 with optimized values of hyperparameters as illustrated in table 5.  

 

The confusion matrix of the CNN model for batch size 32 without hyperparameter tuning is 

illustrated in Figure 2. This confusion matrix represents the relationship between the actual and 

predicted values, where 65 indicates a high matching score, while 4 represents the critical score. 

The training and validation accuracy along with the loss of the CNN model for batch size 32 

without hyperparameter tuning is shown in Figure 3. The validation accuracy reaches 96.45% 

after 50 epochs, while the loss is 0.1 for the same number of epochs. 

 

Similarly, the confusion matrix for batch size 16 without hyperparameter tuning is illustrated in 

Figure 4, where the highest match score is 63. The training and validation accuracy along with 

the loss curve is shown in Figure 5 for batch size 16 without hyperparameter tuning. The 

accuracy for batch size 16 is 91.49%, which is 4.96% lower compared to the CNN model trained 

with batch size 32 without hyperparameter tuning. 

 

The results of the CNN model without hyperparameter tuning indicate that the model performs 

better with a batch size of 32 compared to batch size 16. Hence, the model is now trained again 

using optimized hyperparameter values to further enhance its performance. 
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Figure 2: Confusion matrix without hyperparameters tuning (batch size: 32) 

 

 
Figure 3: Accuracy and loss graph without hyperparameters tuning (batch size: 32) 

 

 

 
Figure 4: Confusion matrix without hyperparameters tuning (batch size: 16) 
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Figure 5: Accuracy and loss graph without hyperparameters tuning (batch size: 16) 

The confusion matrix of the CNN model for batch size 32 with hyperparameter tuning is 

illustrated in Figure 6, where 64 indicates a high matching score, while 3 represents the critical 

score. The training and validation accuracy, along with the loss of the CNN model for batch 

size 32 with hyperparameter tuning, is shown in Figure 7. The validation accuracy reaches 

97.16% after 50 epochs in trial 2, using optimized hyperparameter values such as 64 filters, 

kernel size of 3×3, 64 dense layers, learning rate of 0.01351, dropout rate of 0.3, and the 

RMSprop optimizer, while the loss is 0.07 for the same number of epochs. The accuracy 

increased by 0.71% after hyperparameter tuning. 

Similarly, the confusion matrix for batch size 16 with hyperparameter tuning is illustrated in 

Figures 8 and 10, where the highest match score is 64 and 63, respectively. The training and 

validation accuracy, along with the loss curve, is shown in Figures 9 and 11 for batch size 16 

with hyperparameter tuning. The accuracy obtained for batch size 16 using the optimized 

hyperparameters in trials 3 and 4 is 94.33%, which is 2.84% higher compared to the CNN model 

trained with batch size 16 without hyperparameter tuning. The results of the CNN model with 

hyperparameter tuning indicate that the model performs better with a batch size of 32 compared 

to batch size 16. 

 

 
Figure 6: Confusion matrix with hyperparameters tuning (batch size: 32) 
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Figure 7: Accuracy and loss graph with hyperparameters tuning (batch size: 32) 

 

 
Figure 8: Confusion matrix with hyperparameters tuning (batch size: 16) 

 

 
Figure 9: Accuracy and loss graph with hyperparameters tuning (batch size: 16) 
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Figure 10: Confusion matrix with hyperparameters tuning (batch size: 16) 

 

 
Figure 11: Accuracy and loss graph with hyperparameters tuning (batch size: 16) 

 

Conclusion 

Web applications are highly vulnerable to web attacks. In this study, a CNN model with 

hyperparameter tuning is proposed for detecting web attacks. This paper describes the research 

methodology for optimizing the CNN model for web security through hyperparameter tuning 

to enhance its detection accuracy. It is observed that the CNN model with hyperparameter 

tuning for batch size 32 achieves an accuracy of 97.16%, which is 0.71% higher than the same 

model without hyperparameter tuning for batch size 32 and 5.67% higher compared to the CNN 

model trained without hyperparameter tuning for batch size 16. This means that by tuning the 

hyperparameters of the CNN model, the accuracy improves significantly, nearly 6.2%. 
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