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Abstract

In software design, software defect prediction is a very important activity because this assists
us in identifying at early stages, those modules that contain errors and thus improve the
quality of software and lower maintenance costs. Combining Noise-Enhanced Dynamic
Filtering (NEDF) as preprocessing and Adaptive Noise-Entropy Feature Selection (ANEFS)
as feature selection, generates new approach delivered in this work. In order to enhance the
data quality, NEDF technique removes data noise, outliers and software measure distortions
using dynamic filtering, smoothing and transformation techniques. Through this approach,
ANEFS facilitates effective reduction of features by adaptive balancing of relevance and
redundancy of features and entropy-based feature evaluation and consequently removing the
least informative features. These are objectively chosen traits directly responsible for
improving the efficiency of software defect prediction by basing the models on the most
discriminative trait, thus leading to correct identification of faulty modules not causing the
confusion caused by irrelevant or redundant measures. By combining the two, the issue of the
existing preprocessing and feature selection plans can be circumvented because it provides
improved input data and more indicative features. This built-in structure maximizes the
potential of software defect prediction consistency and predictability to a large degree,
allowing for more realistic decisions about which modules are erroneous. Overall, this study
shows that noise-resistant preprocessing and entropy-based adaptive feature selection is a
promising avenue of research trying to improve the software defect prediction model.
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Noise-Aware Preprocessing, Noise-Enhanced Dynamic Filtering (NEDF), Software Quality
Assurance, Software Defect Prediction

Received: August 08, 2025 346



International Journal of Applied Mathematics

Volume 38 No. 5s, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

I.Introduction

The purpose of this paper is to improve the software defect prediction with using advanced
preprocessing and features selection method to improve the accuracy and classification. Other
studies have employed enhanced cross-project prediction [1], combination of feature
selection and balancing practices [2], comparative distance measures [3] and model averaging
practices [4]. Optimization-based, deep learning model-based and ensemble machine learning
model-based approaches to defect classification have been explored and refined using
balancing techniques [6] and [7], respectively. The intelligent testing systems have also
enabled flawed prediction [8]. More advanced semantic and sequence models such as
BiLSTM and BERT have demonstrated improved performance [9], and nested-stacking
feature selection as well as heterogeneous feature selection is under investigation with strong
performance [10].

Application-specific and model-specific contributions are emphasized in empirical
assessments of healthcare applications [11], SMOTE-based balancing experiments [12], and
attention-based GRU-LSTM designs [13]. This field is also extended to cloud-based
prediction with decision-level fusion [14], hybrid PC-SVM methods [15], and analyses of
feature collection practices [16]. Predicting vulnerabilities using transformers [17], Al-
enabled collaboration platforms [18], and smart test automation [19] have a high potential to
be put into practice. Its applicability is further broadened by practical defect and vulnerability
prediction tools [20], by source code analysis that is done automatically, [21], and through
automatic vulnerability discovery via ML and data-mining [22]. The challenges that have
been addressed through PCA-based detection [23] and adaptive interference cancellation [24]
include security and loT-related challenges. Classical methods like non-negative matrix
factorization have been applied as well [25]. Combination of SMOTE, RFE, and random
forest feature importance analysis have also shed light on successful prediction [26]. Fuzzy
mutual information with ant colony optimization to optimize feature selection has been
suggested [27], whereas one-way ANOVA F-test has been used in similar classification
problems [28].

Contribution: The key contribution of this work is in used two new methods of software
defect prediction a preprocessing method was named NEDF, and a feature selection method
was named ANEFS. Preprocessing method works well in noise-reduction and data-quality
improvement of the input data and feature selection method makes the advantages that most
relevant and material features are preserved to predict defects. Collectively, these techniques
improve the performance of classifications, which leads to improved accuracy and reliability
over the current methods.

Organization: This paper is organized in the following way. Section 2 provides the
background research and work in the field of software defect prediction. Section 3 explains
the materials and methods, with proposed preprocessing and feature selection methods. The
fourth section talks about the experiment findings and analyzes the results in detail. Section 5
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closes the paper and identifies potential future directions. At last, references are given at the
end.

1. Literature Review

Software defect prediction (SDP) has been a research topic of interest to improve software
quality and decrease software maintenance cost. Abdu et al. (2025) suggested a model for
predicting defects across software projects that uses reduction and hybridization of software
metrics to improve generalization across projects. Also, Febrian et al. (2025) developed a
hybrid feature selection and data balancing which led to considerable improvements in defect
prediction performance, and Maulidha et al. (2025) developed a distance metrics in KNN
with SMOTE for handling class imbalance on defect datasets. Li et al. (2025) investigated
within-project and cross-project defect prediction using model averaging approaches,
whereas Saraireh et al. (2025) built a model of an adaptive ensemble learning method with a
binary white shark optimizer to improve defect classification.

Long et al. (2025) optimized fault prediction by combining MnasNet/LSTM using a flower
algorithm. Khleel et al. (2025) examined ensemble-based learning using the NearMiss
method for software buggy prediction. Pareek (2025) examined Al-induced software testing
using a deep learning view. Along with the traditional models, there is interest in deep
learning-based approaches. Uddin et al. (2022) used semantic features based on BILSTM and
BERT to perform more suitable defect prediction. Chen et al. (2022) applied a heterogeneous
feature selection in the form of a nested-stacking model in a similar model, which provided a
high classification performance. Furthermore, Khan et al. (2021) tested various machine
learning solutions on healthcare big data and discussed the need to consider the appropriate
model types based on domain-specific defect prediction tasks.

111. Materials and Methods

This research proposed a new software defect prediction framework in order to improve the
preprocessing aspect of the data and features of the prediction process. The study proposed
two main items which include Noise-Enhanced Dynamic Filtering (NEDF) to reduce noise
and stabilize the data, and Adaptive Noise-Entropy Feature Selection (ANEFS) to select the
most useful non-redundant features. Therefore, combining these two approaches leads to
cleaner data and more stable defect prediction models.
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Figure 1.0verall Architecture

The figure 1, proposed architecture when commencing, starts with the exploration of the
dataset, before going through the Noise-Enhanced Dynamic Filtering process (NEDF) to be
able to improve the quality of the data using a reducing noise, smoothing, and scaling
approach, then, passed through the Adaptive Noise-Entropy Feature Selection (ANEFS)
algorithm selecting the most appropriate and non-redundant metrics with considerations for
mutual information, redundancy reduction and weighting related to noise; and then the
refined feature subset which is associated with model constructions and evaluation, yields
more valid and trustworthy software defect projections.

3.1  Noise-Enhanced Dynamic Filtering (NEDF)

Noise-Enhanced Dynamic Filtering (NEDF) algorithm is proposed as a pre-processing
technique to improve the quality of data through noise elimination and stabilization of feature
values. The most important concept of NEDF is to identify and eliminate the impact of
random fluctuation of the information, and keep bigger trends related than that of prediction.
It begins by identifying noisy attributes where statistical variation is determined using
quantile based intervals and attributes that behave in a highly irregular fashion. Rather than
erasing these values or blowing them out to a different value, it applies adaptive smoothing to
massage the original data back into gear with local averages. It is a way of retaining structural
variations that are required, and removing random distortions. This way NEDF improves
signal -to-noise ratio and pre-treats a more valid feature space in the future.

Besides the noise processing, NEDF also uses dynamic cluster-level filtering to address
anomalies between a set of related records. The values in each feature are normalised to the
centroid of a cluster, so it adds local fine-tuning that reduces the drastic outliers, but has no
influence on the natural variations between instances. Then there are power transformation
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and strong scaling, making distribution standard and decreasing the occurrence of outliers,
such that there is no single attribute that defines learning process. NEDF minimizes
redundancy, suppresses noise, and normalizes the scale; all of which are useful when it comes
to creating a high-quality dataset. It is also adaptable such that it can be repeated and used
across different kinds of data over time, which ultimately leads to improved predictability and
accuracy of software defect.
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Flgure 2.NEDF Workflow

The figure 2 describes the NEDF preprocessing process, where the input of the dataset is
processed through exploration, after which missing values, outliers, and noise scoring are
handled. Cluster-based smoothing, adjustment, and distribution transformation are then
applied to reduce noise and the data is finally enhanced by robust scaling to create high-
quality preprocessing output.

NoiseScore(f) = iZB Var(fb) ---------=-=--- @
i B b=l i

The formula 1 calculate the average noise level of feature (f:) . Here, B is the number of
quantile bins, fl_b represents the values of feature fi in bin b, and (fib) is the variance

within that bin. A higher NoiseScore means the feature shows more inconsistency across its
distribution.

fir) = 09. fi(r) + 0.1 i oo )

The formula 2 represents cluster-based smoothing of feature f; for record r . Here, f; (1) is
the original value of the feature, and uc: is the centroid (mean) of feature i within
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cluster C. The weights (0.9 and 0.1) ensure that the smoothed value stays close to the original
but is slightly adjusted toward the cluster mean to reduce noise.

ai = log (1 +"Moeeseredy 4 g )

The formula 3 represent the noise adjustment factor for feature f:. Here, NoiseScore(fi) is
the average variance-based noise of the feature, the division by 5 normalizes the score, and
the logarithm ensures smoother scaling. Adding 1 prevents zero or negative values, making
«a: Stable adjustment factor for reducing noise influence.

frina = min(max(f’, —12), 12) ---------- 4

The formula 4 applies a clipping rule to the adjusted feature value f" . Here,
max(f;, —12) ensures that the feature value does not go below -12, and min(. ,12) ensures
it does not exceed 12 . This prevents extreme outliers from dominating the dataset while
preserving meaningful variations.

ﬁscaled _ fi=Median(f) ---=------=mos (5)

¢ IQR(f?)

The formula 5 represents Robust Scaling of feature f:. Here, Median(f:) centers the feature

around zero, while IQR(f:) = Q3 — Q1 (interquartile range) scales it based on spread. This
makes the feature less sensitive to outliers compared to standard scaling.

Algorithm 1: Noise-Enhanced Dynamic Filtering (NEDF)

Input: Dataset D with features F and label DEFECT_LABEL
Output: Preprocessed dataset X_final_scaled, original features X, labels y, error metrics
Begin
Load dataset D from "dataset.csv"
Exploratory Data Analysis.
Function NEDF_preprocessing(D, label_col):
X « D without DEFECT_LABEL
y «— D[DEFECT LABEL]
For each feature fi in X:
Replace missing values with median(fi)
Clip fi values within [0.5%, 99.5% quantiles]
For each feature fi in X:
Divide fi into 10 quantile bins

Compute variance in each bin
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noise_score[fi] «— mean variance
Apply KMeans clustering (k=5) on X
For each cluster C:
For each feature fi:
centroid «— mean(fi in cluster C)
Smooth fi[r] « 0.9*fi[r] + 0.1*centroid
Apply Yeo-Johnson power transformation — X_transformed
For each feature fi in X_transformed:
noise_factor <— noise _score[fi] (if O then 1)
adjusted_factor < loglp(noise_factor/5) + 1
fi < fi/ adjusted_factor
Clip fi within [-12, 12]
Apply RobustScaler — X_final_scaled
Return X, X_final_scaled, y
End Function
Function evaluate_preprocessing_errors(original X, processed_X):
common_features « intersection(original X, processed X)
Compute:
MSE « mean squared error
RMSE « sqrt(MSE)
MAE <« mean absolute error
MedAE «— median absolute error
SMAPE « symmetric mean absolute percentage error
Return {MSE, RMSE, MAE, MedAE, SMAPE}
End Function
Main:
Errors < evaluate_preprocessing_errors(X_original, X _preprocessed)
Print "Error Evaluation After NEDF Preprocessing"”
For each metric in errors:

Print metric and value
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End

The NEDF pseudocode describes a preprocessing algorithm which eliminates noise, smooth’s
features with the help of clustering, and transforms features with the help of distribution
stabilization. It modulates feature values according to noise scores, scales them strongly, and
eventually judges the quality of preprocessing by error measures. This will give a cleaner and
dependable data to predict defects.

3.2  Adaptive Noise-Entropy Feature Selection (ANEFS)

ANEFS algorithm is used to select the most informative and most discriminative features, as
well as to reduce redundancy in a dataset. ANEFS is based on the idea of applying entropy-
based relevance measures jointly with adaptive noise control to rank attributes that play an
important role in prediction tasks. The algorithm starts with mutual information between each
feature and the target variable that gives an idea of the relevance of a feature. Meanwhile,
features are quantized into quantile-based bins to better reflect the distributional
characteristics of features. Such a discretization allows the assessment of redundancy
between features by a pair-wise entropy similarity measure. ANEFS balances feature
relevance and redundancy reduction to ensure that the chosen features offer the most
predictive information with no duplication of information.

Apart from relevancy and redundancy testing, ANEFS adds an adaptive filtering process to
consider the sensitivity of the data to noise. Features that are volatile and whose features
evolve with time are dampened by noise-sensitive weights so that variables that cause
ambiguity or generate confusions in the model of prediction are unlikely to be admitted and
stable ones are regulated at selection. The algorithm advances from the most significant
feature to the target, choosing features only which positively contribute to the balance of
predictability significance, independence, and noise resistance. Therefore, each next feature
introduces new information but without repeating patterns elsewhere. ANEFS acquires
immunity to overfitting in the selection procedure when features are subjected to random
perturbation as well as resilience in practice when the data itself turns out to be noisy or
wrong. The inference is that a very informative but minimal subset of features is derived,
enhancing computational efficiency, classification accuracy, and the model's generalization.
In software defect prediction, such discriminative subsets of features allow the predictive
models to consider only the most discriminative software metrics, thus resulting in improved
identification of faulty modules, fewer false alarms, and overall more stable defect prediction
outcomes. Therefore, ANEFS is a strong and resistant feature selection technique that offers
noise tolerance, entropy-based relevance, and minimum redundancy for the intention of
eventually producing feature subsets that are brief yet highly effective for prediction
modeling.
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Figure 3: ANEFS Workflow

This figure 3 presents the ANEFS process of feature selection, starting with the input
preprocessed data, and computing feature relevance and redundancy. The features are
discretized, scored, and ranked with noise-sensitive adjustment then selectively chosen by
iteratively eliminating redundant features until a final non-redundant and informative feature
subset is obtained.

Rel(f) = I(f;;Y) === (6)

This formula 6 computes the mutual information (MI) between a feature fi: and the class
label Y. It quantifies how much knowing the feature reduces uncertainty about the label
higher MI means the feature is more relevant for prediction.

di = QCut(fi, q = n_bins) ----------- (7)

The formula 7, d: represents the discretized version of the feature f:, obtained by applying
them QCut function. The parameter ¢ = n_bins ensures that f: is divided into equal-
frequency bins and each value of fi are assigned a corresponding bin index in d; .

Red(fi, fj) =1(di; dj)----------- (8)
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The formula 8 redundancy Red(fi, fj) measures the dependency between two features
fi and f; by calculating the mutual information I(di; d;). Here, diand d; are the discretized
versions of fi and f; , and this value indicates how much shared information exists between
the two features, helping to detect overlapping or redundant attributes.

. Rel(f;)
N — I+ Xe s Rel(fuf)) R
H ey 15 et ) x

The formula 9, feature score Score(fi)evaluates the importance of feature f: by balancing
i_ts relevance Rel( {}L% with the target and its redundancy with already selected featU(es S. T_he
first form ] Rel™ represents the MIQ mode (relevance-to-redundancy ratio), while

”ng,-e s Rel(fuf ) )
the second form Rel(f) — _ %  Rel(f,f) represents the MID mode.
l r J

sl fies
P 1) || M— (10)

|F|
This formula 10 calculates the feature selection accuracy, where |s| represents the number of
selected features and |F| represents the total number of features in the dataset. It shows the
percentage of features retained after selection, providing insight into the compactness of the

feature subset.

Algorithm 2: Adaptive Noise-Entropy Feature Selection (ANEFS)

Input: Dataset D with features F and label DEFECT_LABEL
Output: Original features X, selected features X_selected, labels y, selected feature list
Begin
Load dataset D
Function ANEFS_feature_selection(D, label_col, fixed_features):
X « D without DEFECT_LABEL
y « D[DEFECT_LABEL]
# Step 1: Feature relevance
For each feature fi in X:
Compute mutual information (MI) between fi and y
Store in rel_map([fi]
# Step 2: Discretization
For each feature fi in X:

Discretize fi into equal-frequency bins
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Store discretized version
# Step 3: Redundancy calculation
For each pair of features (fi, fj):
Compute MI between discretized fi and fj
Store in redundancy matrix R[fi, fj]
# Step 4: Feature selection
total features «— number of features in X
target_count < min(fixed_features, total_features)
selected
Choose first feature with highest relevance
While |selected| < target_count:
For each remaining feature f:
redundancy < average R[f, s] for s in selected
relevance « rel map][f]
score «— relevance - redundancy
Select feature with maximum score
Add it to selected list
# Step 5: Final dataset
X_selected «— X with selected features only
Return X, X_selected, y, selected
End Function
Main:
(X, X_selected, y, feats) « ANEFS_feature_selection(D, fixed_features=10)
important_count «— |feats|
original_count « total features in D
accuracy « (important_count / original_count) x 100
Print original_count, important_count, accuracy, feats
Plot variance of selected features
End
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The ANEFS pseudocode describes the process of selecting features based on mutual
information to form relevance and entropy-based redundancy reduction features. It begins by
calculating the feature importance relative to a target, and then minimizes redundancy
between features before finally sampling the most informative subset. This renders the
chosen features discriminatory and non-redundant to promote prediction

.Result and Discussion

In this result and discussion section, the preprocessing and feature selection are addressed to
complement software defect prediction. The Exploratory Data Analysis (EDA) plots were
implemented in Python in Spyder environment to describe the information in the dataset,
such as distribution of classes, variation of features and their correlation. The NEDF
preprocessing method proposed was more effective than the current methods because it
produced smaller error values thus giving better data quality. In the same way, the proposed
ANEFS feature selection not only retained the most relevant features but also offered the
highest accuracy, thus being more effective than traditional methods. On the whole, the
findings provide evidence of the effectiveness of the suggested techniques in enhancing
prediction.

4.1  Preprocessing Result

Preprocessing has been introduced in this result, where Exploratory Data Analysis (EDA)
plots have been utilized to explain clearly the dataset information in the form of class
distribution, variations of features and correlations. Subsequently, the NEDF method is
proposed and its effectiveness is illustrated with the help of comparative plots of the MSE,
RMSE, MAE and MedAE, which indicate that NEDF is always superior to the other
methods.
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Figure 4: Exploratory Data Analysis Results
This figure 4 is the results of Exploratory Data Analysis (EDA) on the dataset. It contains
allocation of classes, feature allocations like LOC (Lines of Code), CYCLO (Cyclomatic
Complexity) and LENGTH, and correlation between features including LOC, CYCLO and
general feature correlation. Such visualizations can be applied in understanding the ratio
between defect and non-defect cases, variation in features and inter-feature relationships.
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Table 1: Performance Comparison of Preprocessing Techniques
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Method MSE RMSE MAE MedAE
NMF[25] 1.48 0.84 0.61 0.63
ICA[24] 4.08 2.02 1.60 1.35
PCA[23] 0.82 0.90 0.72 0.60
NEDF 0.36 0.60 0.53 0.51
(proposed)

In this table 1, the various methods of preprocessing are compared in terms of error measures
like MSE, RMSE, MAE and MedAE. The proposed NEDF has the smallest error values,
meaning it better handles noise and has a higher quality of data. On the other hand, existing
algorithms such as Independent Component Analysis (ICA), Principal Component Analysis
(PCA) and Non-negative Matrix Factorization (NMF) have relatively high errors suggesting

that NEDF is more useful to enhance the preprocessing.
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Figure 5 MSE Comparison

This figure 5 compares the values of MSE of four methods NMF, ICA, PCA and NEDF.
Among them, the error of ICA is the highest and consequently, worse performance. Errors of
PCA and NMF are moderate and the MSE of the proposed NEDF is the least. It proves that
NEDF erases errors better, and improves data quality.
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Figure 6: RMSE Comparison

The comparison of various methods in figure 6 is presented in this plot with RMSE. It is
found that the best error value is poor in ICA and moderate in PCA and NMF. The proposed
NEDF proves to be the most efficient at minimizing errors as it is more efficient than all
methods that achieve minimum RMSE.
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Figure 7: MAE Comparison
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Figure 7 is a comparison of the different methods of MAE. The error of ICA is the largest,
which reflects the low performance, and the error values of NMF and PCA are lower. The
performance is also consistent with the proposed NEDF having the lowest MAE.

MedAE Comparison
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Figure 8: MedAE Comparison

This figures 8 comparing MedAE values of the different methods. ICA demonstrates the
worst error, which means that the performance of this algorithm is less reliable, and NMF and
PCA provide the average results. The proposed NEDF has the lowest MedAE that
demonstrates that it is the strongest and can reduce the median prediction errors.

4.2 Feature Selection Result

In this section, the results of feature selection analysis with the various methods are provided.
In comparison of accuracy and the number of selected features, the results demonstrate that
the proposed ANEFS approach not only maintains the most important features but also
attains the highest accuracy which is highly effective compared to the traditional method.
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Figure 9: Important Features

This figure 9 indicates the significant characteristics as chosen by the ANEFS approach, and
10 of 11 characteristics. The selected features can be classified into features with higher
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variance such as CYCLO, BRANCH_COUNT, INT_FAN_OUT, and all the features selected
can be used to predict defects significantly.

Table 2: Performance Evaluation of Feature Selection Methods

Method Accuracy Total Features Selected
Features

RFE[26] 79.65 11 07

Mutual 81.82 11 09

Information[27]

ANOVA F- | 67.00 11 06
test[28]

ANEFS 90.91 11 10
(Proposed)

In this table 2, various methods of feature selection are compared according to their accuracy
and the number of features selected. Though the current procedure is performing average, the
suggested procedure is more effective as it picks the most useful features and attains the
highest overall precision.

Accuracy Comparison of Feature Selection Methods
90.91%

81.82%

0 79.65%

67.00%

Accuracy (%)

RFE Mutual Information ANOVA F-test ANEFS (Proposed)
Methods

Figure 10: Accuracy Comparison

This figure 10 is a comparison with the process of various feature selection techniques. The
one that comes out with the best accuracy among them is the proposed ANEFS and the
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lowest accuracy is ANOVA F-test. The findings show that ANEFS is more successful in
improving model performance than the other methods.

Selected Features in Different Methods

10

9

Selected Features

Rl-lE Mutual lnlforrna[iml ANOV.IA F-test ANEFS [i’mposod]
Methods

Figure 11: Selected Features

This figure 11 shows the number of the selected features with the various feature selection
methods. The proposed ANEFS uses the maximum number of relevant features and ANOVA
F-test uses the minimum number. It demonstrates that ANEFS can conserve significant
features in order to learn a model better.

V.Conclusion

Software defect prediction is a significant activity in the software development lifecycle
because it can detect erroneous modules at an early point within the product development
process, minimize maintenance expense, and maximize reliability. Existing methodologies
are often plagued by noisy data, decaying feature distributions, and overlapping features that
result in deception of prediction models. In order to get rid of such issues, this approach is a
two-stage process where Noise-Enhanced Dynamic Filtering (NEDF) is taken first as the pre-
processing technique to get rid of missing values, outliers, and noise scores by cluster-based
correction and then followed by noise stabilization, power transformation, and robust scaling
in subsequent steps in order to have a cleaner and stable data. In the second most
discriminative, most informative feature selection, Adaptive Noise-Entropy Feature Selection
(ANEFS) is used to select most discriminative, most informative features that employ
entropy-based relevance, redundancy reduction by mutual information and noise-weighted
redundancy reduction in a way that consistent instead of redundant features are preserved.
Features chosen by ANEFS are extremely significant in enhancing the effectiveness of
software defect prediction since they enable the models to focus less on the worthless
features, thus enhancing the quality of classification, precision, and recall and removing the
confusing effect of worthless measures. Collectively, NEDF and ANEFS can provide good-
quality feature space that can be utilized to improve the reliability, stability, and overall
generalization of software defect prediction models for diverse software datasets, and as the
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second step, the filtered features would be utilized to perform a classification, thereby
transforming the improved preprocessing and feature selection into efficient and
implementable software defect prediction.
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