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Abstract 

In today's medical world, Medical Cyber-Physical Systems (MCPS) are becoming more and 

more important because they allow medical equipment that are linked to receive data, be 

monitored, and make decisions automatically in real time. However, strong and future-proof 

security measures are needed because medical data is sensitive and confidential; The Risk of 

getting exposed online is growing. Traditional cryptographic systems can be broken by 

attacks that use quantum mechanics and computers that are getting faster. This makes 

quantum-secured communication very important. By using Quantum Key Distribution 

(QKD), this study solves the important problem of keeping key management and sharing safe 

in MCPS. Our goal is to create a safe and effective quantum-enhanced encryption system that 

protects privacy, stability, and resistance to threats from other parties. The research suggests a 

mixed cryptography system that combines symmetric keys produced by quantum randomness 

with RSA-AES encryption methods. This would benefit from both the strengths of quantum 

randomness and well-known cryptographic standards. Using a seven-step QKD process to 

make a quantum key: random bit generation, photon state encoding, quantum transfer, basis 

reconciliation, spying detection, privacy amplification, and symmetric encryption via XOR 

are the steps that are used. The safe AES-GCM encryption of medical data is reinforced by 

RSA encryption of AES keys, providing two levels of privacy. Man-in-the-Middle (MITM), 

Brute-Force, Dictionary, Timing, and Chosen Cipher text Attacks (CCA) are some of the 

offender models used in the experimental review. Findings show that QKD provides strong 

protection against key theft and hacking, and the mixed RSA-AES system performs well in 

terms of encryption time, verification, and decoding accuracy. Attack modelling results show 

that the system is good at finding or reducing intrusions. The study creates a quantum-secure 
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key sharing system that can be used on a large scale to protect important data in medical 

cyber-physical settings. 

 

Keywords: Quantum Key Distribution (QKD), Medical Cyber-Physical Systems (MCPS), 

Hybrid Encryption, Healthcare Data Security, Post-Quantum Cryptography, Secure Key 

Exchange Mechanism. 

 

1. Introduction 

With the fast development of medical technologies, a new era of interconnected healthcare 

systems has begun. These are called Medical Cyber-Physical Systems (MCPS). To keep an 

eye on, analyse, and act on patient data in real time, these systems combine computer 

programs, communication networks, and real medical devices. MCPS is an important part of 

modern healthcare. It is used for a wide range of things, from remote tests and personal health 

monitors to smart injection pumps and automatic surgery tools. As these systems get more 

complicated and use more data, though, they become more vulnerable to hacking threats. 

Medical data leaks, ransom-ware attacks on hospital networks, and tampering with control 

signals for important medical devices are becoming more common. Because healthcare data 

is sensitive, private, and important in real time, making sure that MCPS has strong security 

measures is very important [1]. While traditional encryption systems are good at protecting 

against classical computer dangers, they are expected to become less secure as quantum 

computing becomes more common. Quantum computers can solve the math problems that 

are at the heart of standard security techniques like RSA and ECC at speeds that are 

exponentially faster [2]. This makes current encryption methods less secure in the long run. 

More and more attention is being paid to quantum-resilient security systems as a way to deal 

with these new security holes. Out of these, Quantum Key Distribution (QKD) stands out as a 

truly innovative method that uses quantum physics to make key sharing completely safe [3]. 

QKD lets two people create a shared, secret cryptographic key over an unprotected line of 

communication, and it can automatically identify any attempts to listen in. Some quantum 

features of photons, like superposition and no-cloning, can be used to store bits in different 

measurement bases. Any attempt to intercept causes visible problems that can be quickly 

found and the key thrown away. Even though QKD is the safest way to distribute keys, it 

needs to be combined with tried-and-true symmetric and asymmetric encryption methods in 

order to provide a full data security solution that can be used in MCPS [4]. Figure 1 shows a 

complete layout of Medical Cyber-Physical Systems (MCPS), showing how medical gadgets, 

network infrastructure, and security units are safely connected. The Authentication Server, 

Access Control Module, Encryption Engine, and Intrusion Detection System are some of the 

most important parts of it. Together, they protect real-time data and make sure that electronic 

health record and patient tracking systems work reliably. 
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Figure 1: Overview of Medical Cyber-Physical Systems 

 

The goal of this study is to come up with and build a quantum-enhanced key management 

and encryption system that is perfect for keeping medical cyber-physical settings safe. The 

main goal is to use QKD's powers to make truly random, tamper-evident encryption keys and 

to combine these keys with a strong RSA-AES hybrid cryptography system. The proposed 

system uses a layered security approach. The QKD mechanism creates keys through a seven-

step protocol that includes Alice preparing the photon state, Bob measuring the photon, basis 

reconciliation, eavesdropping detection, privacy amplification, and finally symmetric XOR-

based encryption. Then, these QKD-derived keys are used in an AES-GCM symmetric 

encryption method to keep patient data safe. To add an extra layer of security, the AES key is 

secured using RSA with PKCS1_OAEP padding. This multi-cryptographic design keeps the 

key and the data safe while they are being sent and stored. To make sure the suggested model 

works, a large study is carried out using a real-world cardiovascular disease (CVD) dataset 

from Mendeley Data. It is also carefully checked to see how well the system protects against 

many types of attacks, including Man-in-the-Middle (MITM), Brute-Force, Dictionary, 

Timing, and Chosen Ciphertext Attacks (CCA). Each attack situation is modelled or tested, 

and the system's ability to find, stop, or resist the breach attempt is used to judge how well it 

worked. According to the results of these tests, combining QKD with RSA-AES encryption 

makes things a lot more secure, especially when it comes to finding attempts to listen in and 

keeping data private, as system architecture illustrate in figure 2. The timing study also shows 

that the system works well without adding too much processing load, which means it can be 

used for real-time medical uses. 
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Figure 2: QKD RSA-AES hybrid cryptography system 

 

The main research contribution is given below: 

• Developed a QKD-based key management system enabling secure, tamper-evident 

key generation for medical cyber systems. 

• Integrated QKD-generated keys with RSA-AES encryption to enhance secure data 

transmission in healthcare applications. 

• Simulated five cyber-attacks to evaluate system resilience, including MITM, brute-

force, dictionary, timing, and CCA. 

• Validated encryption framework using real dataset, analyzing security strength, key 

distribution, and operational efficiency metrics. 

In this study we proposed a new quantum-resistant security design that helps deal with the 

growing worry over data privacy and stability in Healthcare Cyber-Physical Systems. Not 

only does the suggested framework protect patient information from current risks, but it also 

protects forward secrets against future quantum attacks by combining quantum and 

traditional security. The approach is realistic, flexible, and can be used for a wide range of 

MCPS uses. It builds a strong base for the next generation of safe medical systems. 

2. Related Work 

Through Cyber-Physical Systems (CPS), healthcare networks and equipment are becoming 

more and more connected. This has huge benefits for real-time tracking, diagnosis, and smart 

decision-making. But at the same time, this move to digital has opened up a lot of security 

holes in areas like data privacy, validity, and system stability. Even though RSA, ECC, and 

AES-based methods are widely used for security, they are becoming less and less seen as 
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adequate in the face of new quantum computer dangers [5], [6]. Researchers are looking into 

quantum-resilient solutions because quantum algorithms like Shor's and Grover's could break 

widely used cryptographic systems. Quantum Key Distribution (QKD) is leading the way 

because it is based on quantum mechanics instead of complicated math [7]. A lot of the 

previous work in QKD was on the BB84 protocol, which made it possible to create safe 

photon-based keys and find people who are listening in without them knowing. Several 

improvements to this protocol, such as adding more privacy, mistake repair, and 

identification steps, have been suggested to make sure that QKD works well in real-world 

networks [8]. Researchers have shown that QKD can work in traditional internet networks by 

using optical fibre and free-space communication lines to achieve key rates and transmission 

lengths that are useful in the real world [9]. But there isn't much research on how to use QKD 

in settings with limited resources and high delays, like MCPS. The hard part is making sure 

that QKD's hardware and key accounting needs are met while also meeting the needs of time-

sensitive healthcare systems [10]. 

A number of studies have suggested mixed cryptography models that would combine the 

forward secrecy of quantum keys with the speed of regular encryption. For example, systems 

that add QKD-generated keys to AES encryption processes have been shown to make them 

less vulnerable to brute-force and man-in-the-middle (MITM) attacks [11]. People like RSA-

based key wrapping with AES-GCM because it can confirm encryption, which is important 

for keeping data from being changed in medical settings [12]. Still, not much research has 

been done on how to incorporate these mixed models into CPS designs, mainly when it 

comes to formalizing threat models and checking real-time performance [13]. Medical CPS 

security is especially important because of what could happen if the system is broken into. In 

the past few years, attacks like data manipulation, unauthorized device control, and identity 

fraud have been recorded, showing that normal defenses aren't enough [14]. Some research 

has focused on making lightweight cryptographic algorithms that can be used in medical 

devices. However, these algorithms often trade off cryptographic power for speed and energy 

economy, which leaves important security holes [15]. Others have suggested using 

blockchain and encryption together to protect the integrity of healthcare data, but these 

systems can have problems with delay and scale that aren't good for real-time medical needs 

[16]. 

A lot of different types of attacks, like MITM, dictionary, and side-channel attacks, have been 

used to test advanced QKD systems. Photon disturbance studies have shown that QKD can 

successfully identify spying attempts, letting the system get rid of compromised keys before 

they can be used [17]. Even though brute-force and dictionary attacks can't work on 256-bit 

AES keys, weak key reuse in healthcare systems has caused some data breaches, which 

shows how important it is to have randomly created keys like the ones QKD offers [18]. 

Studies on side-channel resistance have shown how important constant-time encryption 

algorithms are. AES-GCM has become a safe standard because it can't be broken by timing-

based attacks [19]. Before, people have talked about stacked security designs for healthcare 

services that include breach detection, access control, and protected communication routes. 
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But only a few have looked at safe key sharing as a major flaw in these kinds of designs [20]. 

With QKD at the core of the security framework and using it to power higher-level 

symmetric and asymmetric cryptographic processes, a stronger system can be built. Also, 

while simulation-based tests have been done on safe wireless sensor networks and IoT 

applications, there aren't many performance benchmarks that use real-world medical 

information. There is a need for more real proof because most of the study that has been done 

so far has focused on fake data or theory models [21]. In the literature shows that QKD 

theory and classical-quantum hybrid encryption methods have come a long way, but they 

haven't been used much in the healthcare CPS sphere. Existing methods either don't combine 

multi-layer cryptography with the need for real-time medical contact or don't do a good job of 

modelling and evaluating attackers. The goal of this study is to close the gap by creating a 

QKD-based key exchange framework, combining it with RSA-AES hybrid encryption, and 

thoroughly testing its security and speed using real healthcare datasets and fake attack 

environments. 

 

Table 1: Related work summary with its finding and limitation 

Approach Algorithm 

Used 

Security Aspect Finding Limitation 

Quantum Key 

Distribution 

(QKD) 

BB84 Protocol Key 

Confidentiality 

& Integrity 

Ensures secure 

key exchange 

with 

eavesdropping 

detection 

Hardware 

requirements and 

photon loss over 

long distances 

Classical 

Cryptography in 

CPS 

RSA Key Exchange Efficient for 

basic security 

needs 

Vulnerable to 

quantum attacks 

Symmetric 

Encryption for 

Medical IoT 

AES-256 Data 

Confidentiality 

Strong resistance 

to brute-force 

attacks 

Key management 

challenges 

Hybrid QKD 

with AES 

QKD + AES-

GCM 

End-to-End Data 

Security 

Combines 

quantum 

security with 

AES speed 

Integration 

complexity 

RSA-AES 

Hybrid in 

Health Systems 

RSA + AES-

GCM 

Authentication & 

Confidentiality 

Secures both 

message and key 

Slower due to 

dual encryption 

steps 

Lightweight 

Crypto for 

Wearables 

LEA, 

PRESENT 

Low-resource 

Encryption 

Suitable for 

embedded 

medical devices 

Weaker security 

margins 

Blockchain for 

Health Data 

Integrity 

SHA-256, 

PoW 

Integrity, Non-

repudiation 

Prevents 

unauthorized 

tampering of 

records 

High latency, 

limited scalability 

Intrusion SVM, Attack Detection Detects Prone to false 
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Detection in 

Medical CPS 

Decision Trees abnormal access 

patterns 

positives 

Secure IoT 

Transmission 

ECC Secure 

Transmission 

Compact key 

size, efficient for 

IoT 

Breakable by 

quantum 

computers 

Physical Layer 

Security in 

Medical CPS 

Channel-Based 

Key Gen 

Key Secrecy Dynamic key 

generation from 

wireless channel 

Requires 

synchronized 

devices 

Side-Channel 

Attack 

Resistance 

AES in 

Constant-Time 

Mode 

Timing Attack 

Resistance 

Reduces 

information 

leakage via 

timing analysis 

Implementation 

complexity 

Post-Quantum 

Cryptography 

for HCPS 

Lattice-Based 

Crypto 

Quantum Attack 

Resistance 

Future-proof 

encryption 

against quantum 

threats 

Not yet 

standardized 

Secure Storage 

in Healthcare 

Systems 

Attribute-

Based 

Encryption 

Data 

Confidentiality 

& Access 

Control 

Enables role-

based decryption 

High 

computational 

overhead 

Wireless Sensor 

Network 

Security 

Symmetric 

Key Protocols 

Node 

Communication 

Security 

Efficient for 

real-time sensing 

Susceptible to 

replay attacks 

Eavesdropping 

Detection with 

QKD 

Basis 

Reconciliation 

& Hash 

Eavesdropping 

Detection 

Detects and 

eliminates 

compromised 

key bits 

Loss of bits 

reduces final key 

rate 

 

3. Dataset Description 

The dataset on Mendeley Data is a highly important collection created for predicting and 

diagnosing cardiovascular disease (CVD), sample data illustrate in figure 3. It has about 918 

patient records, and each one has a thorough clinical and demographic description of a 

person. The dataset has 11 important parameters (features) that are important for figuring out 

heart health. These include age, gender, type of chest pain, resting blood pressure, cholesterol 

levels, fasting blood sugar, resting electrocardiographic results, maximum heart rate reached, 

exercise-induced angina, ST depression, and slope of peak exercise ST segment. In addition, 

a goal variable shows whether CVD is present (1) or not (0). Each feature records important 

medical measures or notes that help a lot with figuring out the risk of getting heart disease. 

For instance, changes in the type of chest pain and ST decline are strong signs of cardiac 

ischemia. The format of the collection works really well for supervised learning tasks, like 

risk stratification and binary classification. Because it is well organized and useful in real life, 

it is a great standard to check machine learning models like logistic regression, SVM, random 

forests, or deep neural networks. It is also perfect for testing how real-time data is processed 
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in Medical Cyber-Physical Systems (MCPS) so that diagnostics and transfer can be done 

safely. 

 
Figure 3. CVD Dataset Sample 

 

4. Methodology 

Quantum Key Distribution (QKD) and RSA-AES hybrid encryption are suggested as a way 

to make key management and data sharing safer in Medical Cyber-Physical Systems 

(MCPS). The first step is to make a QKD-based key, starting with making a random bit 

string. Alice encodes each bit using a randomly chosen base, either a straight line (+) or a 

diagonal line (), and sends the photons in the right way.  

 

 
Figure 4: Workflow for proposed system architecture 
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Bob uses randomly picked bases to measure each photon that comes in. Through key 

reconciliation, only the bits are kept where Alice and Bob's bases match. Some of these bits 

are sampled to look for spying; differences show efforts at intrusion. The final key that has 

been resolved is hashed to increase its privacy and stop information from getting out. After 

that, this key is used in XOR-based symmetric encryption to change data safely, system 

architecture illustrate in figure 4. The second part is all about the RSA-AES mixed encryption 

model. The AES key is kept safe with RSA, and the medical data is encrypted with AES-

GCM. The RSA modulus n is made up of two large primes, p and q. The public and private 

keys are e and d. The QKD key and a nonce are used in the AES-GCM method to secure the 

message. This creates a ciphertext, an identification tag, and a nonce. The AES key is secured 

with RSA and PKCS1_OAEP padding, and the receiver decrypts it afterward. Multiple 

attacker modules, such as MTIM, brute-force, dictionary, timed, and picked ciphertext 

attacks, are used to test how strong the system is. Due to quantum randomness, 256-bit AES 

key strength, constant-time decoding, and verified encryption with integrity verification, the 

system has a high level of resistance. End-to-end privacy and identification are protected by 

this method in real-time healthcare contact. 

  

A. QKD KEY GENERATION AND ENCRYPTION 

Using the rules of quantum physics, QKD Key Generation and Encryption is a quantum-safe 

way to make sure that keys are shared safely. The process starts with making a random bit 

string, which Alice then encodes into quantum states using bases that are either straight (+) or 

diagonal (×).  

 
Figure 5: Workflow for QKD key generation 



International Journal of Applied Mathematics 

Volume 38 No. 1s, 2025 

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 
 
 

463 Received: July 18, 2025 

Bob uses his own random bases to figure out how big these photons are after she sends them 

to him. A step called "key reconciliation" makes sure that only the bits where both sides used 

matched bases are kept. A section of the key is compared to see if there are any differences. 

Any differences show that someone is listening in. Once everything is checked, privacy 

amplification is used to stop any information leaks that might happen. The last key is then 

used in XOR-based symmetric encryption, which protects messages against being read by 

anyone with quantum-resilient security. 

Algorithms 

Step 1: Random Bit Generation 

Generates a bit string;  

 
Step 2: Photon State Preparation (Alice) 

Each bit is encoded with a randomly selected basis: 

Rectilinear (+) if base = 0 

Diagonal (×) if base = 1 

Step 3: Photon Measurement (Bob) 

 If Bob's basis matches Alice’s, he gets the correct bit. If not, the result is random. 

 
Step 4: Key Reconciliation 

Select only bits where bases matched: 

 
Step 5: Eavesdropping Detection 

Select random sample subset T ⊆ K, verify: 

 
If discrepancies found → eavesdropping suspected. 

Step 6: Privacy Amplification 

 Hashing the reconciled key:  

 
Step 7: XOR-Based Symmetric Encryption 

Convert message and key to binary and apply: 

 
Where: 

Mi: Message bit 

Ki: Key bit 

⊕: XOR 
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The outputs of the quantum key creation, encryption, and decoding steps can be seen in 

Figure 6. Alice and Bob create the same photon states and bases, which leads to a shared key 

that can't be broken and no signs of spying. This key is combined with SHA-256, which 

increases privacy, and it is then used to protect and decrypt private medical data, bringing 

back the original patient information. 

 
Figure 6. Quantum Key Generation, Encryption and Decryption Stages output 

 

B. RSA-AES HYBRID ENCRYPTION SYSTEM 

The RSA-AES hybrid encryption system uses the best parts of both private and symmetric 

cryptography to send data safely. This is especially helpful in sensitive areas like healthcare. 

The Advanced Encryption Standard (AES) is used to protect the medical data in this system 

because it works quickly and well. Galois/Counter Mode (GCM) is how AES works. It 

creates a ciphertext, an identification tag, and a nonce to protect privacy and security. But 

keeping the AES key safe is very important, which is why RSA encryption is used. To protect 

the AES key, an asymmetric technique called RSA is used. The first thing RSA does is use 

two big prime numbers to make a public and private key pair and figure out the modulus, 

which is p×q. PKCS1_OAEP padding is used by the public key to secure the AES key for 

semantic security. The recipient's RSA private key is used to decrypt the AES key once it has 

been sent. This key is then used to decrypt the medical data. This multi-layered method 

blends the speed of AES with the safety of RSA's key sharing. It works well to protect 

against brute-force attacks, provides identification, and keeps data private and impossible to 

change while it's being sent in healthcare cyber-physical systems. 

 



International Journal of Applied Mathematics 

Volume 38 No. 1s, 2025 

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 
 
 

465 Received: July 18, 2025 

Step 1: RSA Key Generation (Asymmetric Cryptography) 

Choose two large primes p, q 

Compute modulus: n =  p ×  q 

Compute totient:  

 
Choose public exponent e such that;  

 
Compute private key d:  

 

Step 2: AES Encryption (Symmetric Cryptography) 

Message M is encrypted using AES-GCM with key K and nonce N: 

   
Output includes ciphertext C, authentication tag T, and nonce N. 

Step 3: AES Decryption 

With correct key and nonce, decryption yields; 

 
If authentication tag T mismatches, the message was likely tampered with. 

Step 4: RSA Encryption of AES Key 

Encrypt AES key KAES using RSA public key. 

 
PKCS1_OAEP padding is used to ensure semantic security and randomness. 

Step 5: RSA Decryption of AES Key 

Decrypt AES key: 

 
The AES key is now available for decrypting the medical message. 

 
Figure 7. Hybrid RSA –AES Encryption and Decryption 
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Figure 7 shows what the Hybrid RSA-AES encryption and decoding process came up with. 

The medical record that has been secured and the AES key that goes with it are shown as safe 

ciphertexts. This keeps the patient data and the encryption key secret while they are being 

sent. RSA is used to secure the AES key, which adds a layer of uneven security to keep 

people from getting in without permission. Once the encryption is broken, the medical record 

is correctly recovered. It includes important patient details like age, gender, chest pain state, 

blood pressure, cholesterol levels, and ECG readings. For example, this shows that the 

system can keep info safe and private. The finding shows that the mixed model does a good 

job of protecting private health information in cyber-physical healthcare systems. 

5. Attacker Module 

Man-in-the-Middle (MITM) Attack 

A Man-in-the-Middle (MITM) attack is a serious danger in which someone listens in on data 

being sent between a source and a receiver and may change it, like a protected AES key. 

When there is a mixed RSA-AES encryption system, the attacker wants to get the protected 

AES key and change it with a bad one. Digital fingerprints, on the other hand, are used as a 

defence in this scheme. The sender uses their private key to sign the data, and the user uses 

the sender's public key to check that it is correct. If the signature check fails, it means that the 

data has been changed, which makes an MITM attack likely. This cryptography proof makes 

sure that the key being sent is real, which essentially stops anyone else from intercepting or 

replacing the key without permission. 

Objective: Intercept and potentially alter the encrypted AES key during transmission. 

 

Strategy: 

The attacker captures the encrypted AES key: 

 
Verified using digital signatures and sender’s public key: 

 
Outcome: If signature verification fails, a MITM attack is suspected. 

 

Defence: Verified using digital signatures and sender's public key. 

 

Brute-Force Attack 

In a brute-force attack, every possible key combination is tried over and over again until the 

right encryption key is found. In the case of AES or Quantum Key Distribution (QKD), an 

attacker would try to recover the ciphertext by going through all 2ⁿ256 possible keys. AES-

256, on the other hand, has a very large key space that makes these kinds of tries impossible, 

even for the fastest supercomputers. It would take billions of years and a lot of resources to 
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use up all the keys in this place, so brute-force attempts are almost impossible. Adding QKD 

adds another level of security by creating truly random and dynamic keys that make it even 

less likely that someone will be able to guess the key. By using this defence approach, private 

medical data will stay safe from brute-force efforts to decode it. 

Objective: Attempt all possible AES / QKD keys until the correct one is found. 

Strategy: 

Try 2256 possible AES keys—this is computationally infeasible for AES-256. 

 

Outcome: Fails due to the extremely large key space. 

 
Defence: Use of AES-256 ensures strong resistance to brute-force attacks. 

Dictionary Attack 

A dictionary attack checks the ciphertext against a "dictionary," which is a list of widely used 

passwords or weak keys that have already been calculated. The attacker tries to take 

advantage of bad key creation techniques, like using weak or known keys over and over 

again. If the AES or QKD key is too simple or based on a pattern that humans can read, the 

encrypted message might be possible to decrypt by matching it to a word in the dictionary. 

But in a well-thought-out encryption scheme, safe 256-bit random sources are used to make 

AES or QKD keys. This makes sure that the keys are random and not in any list, which 

successfully stops these kinds of attacks. Dictionary attacks can't work because strong 

randomisation is used to make keys. 

Objective: Try common passwords or pre computed weak keys. 

Strategy: 

Compare encrypted patterns with a list of commonly used or known weak keys. 

Outcome: Fails unless a weak or reused AES / QKD key is used. 

Defence: Generate AES / QKD keys using secure random 256-bit sources. 

Timing Attack 

A timing attack is a type of side-channel attack in which an attacker tries to figure out the 

secret key by carefully timing the cryptography actions that need to be done. In particular, the 

attacker changes the ciphertexts that are sent and watches the decryption time (𝑇𝑑T d) to 

figure out patterns or links with certain key bytes. But this approach doesn't work against 

encryption systems like AES-GCM and QKD because they work in constant time, no matter 

what key or input number is used. This consistent timing behaviour makes it impossible to 

use timing analysis to get useful information. To protect against these kinds of threats, you 

should use cryptography methods and techniques that standardise operation time. This lowers 

the chance of data leaks through time-based reasoning. 

Objective: Infer key information from the time taken to decrypt ciphertext. 
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Strategy: 

Measure decryption time Td for different attempts to find correlation with key bytes. 

Outcome: Not effective with AES-GCM or QKD which has constant-time decryption. 

Defence: Use encryption algorithms and modes that resist timing attacks. 

Chosen Ciphertext Attack (CCA) 

The attacker changes an encrypted message (ciphertext 𝑶 C) into a new version (𝐶 ′ C ′) and 

then watches how the system reacts when it is decrypted. This is called a Chosen Ciphertext 

Attack (CCA). The attacker wants to use the way the system reacts to the badly formatted 

ciphertext to find out something about the original message or key. AES-GCM, on the other 

hand, is a type of verified encryption that checks the security of data by using authentication 

tags. During decoding, if any changes are found, the machine rejects the ciphertext right 

away. In the same way, QKD uses strict security checks during key agreement. Together, 

these methods make sure strong resistance to CCA by checking for validity and finding any 

kind of tampering. 

Objective: Modify encrypted message and analyze system responses. 

Strategy: 

Alter the ciphertext: C → C', and observe system behavior upon decryption. 

 
 

Outcome: Fails because AES-GCM detects any ciphertext tampering. 

 
Defence: Use authenticated encryption (AES-GCM) / QKD that includes integrity checking. 

 

 
Figure 8. Attacker Module Results 

 

The result of the attacker module being used to protect medical information with a Hybrid 

RSA-AES encryption system can be seen in Figure 8. There are different types of 

cyberattacks in the game, such as Man-in-the-Middle (MITM), Brute-Force, Dictionary, 
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Timing, and Chosen Ciphertext Attacks (CCA). The MITM attempt got the AES key, but the 

attack failed because the digital signature was checked and found to be valid. Both brute-

force and dictionary attempts failed to match or crack the AES key. The timed attack 

measured the time it took to decrypt, but because AES-GCM works in constant time, it didn't 

show any variations that could be used against it. The fact that CCA wasn't able to change the 

ciphertext successfully shows that it is very hard to change. In the end, the safe system 

checked the signature of the key and proved that there had been no MITM attack. The 

decrypted patient record was correctly recovered, which shows that the system works as it 

should. 

 

6. Result Analysis 

QKD Result Analysis 

During the settlement phase, bits that don't match between Alice and Bob are thrown away, 

reducing the length of the key. This step makes sure that only bits that both sides agree on are 

left, getting rid of any errors or noise that might have been introduced during photon transfer. 

After the key is reconciled, it goes through privacy amplification, which uses cryptographic 

hashing to make it shorter and safer, with a length of 256 bits. The final key is much longer 

and safer than the earlier steps, so it can be used in current encryption systems like AES-256.  

 

 
Figure 9. QKD Key Length Comparison at Different Stage 

 

This step-by-step process makes sure that the final key is still cryptographically strong and 

unexpected even if an attacker gets some information during transfer. Figure 9 shows how the 

key lengths compare at different steps of QKD. At first, a short raw key is made. 
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Figure 10. Eavesdropping Detection Probability 

 

Figure 10 shows the chance of detecting spying in QKD. The pie chart shows that in 90% of 

the tests, no listening was found, which means that the quantum channel is very safe. 

However, 10% of the times there was possible eavesdropping activity, showing that the QKD 

system has a built-in way to find unauthorized entry. This level of monitoring lets system 

managers get rid of keys that have been hacked before they are used, which improves the 

security of communication. These numbers show that QKD is strong and reliable when it 

comes to keeping keys safe, especially for private tasks like encrypting medical data in 

Healthcare Cyber-Physical Systems. 

 
Figure 11. Shared Key Bit Distribution Comparison 
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Figure 11 shows how the bit values are spread out in the final shared key that was made by 

the Quantum Key Distribution (QKD) process. The bar chart shows how often the "0" and 

"1" bits appear. It shows that there are 4 zeros (0s) and 6 ones (1s) in the key. This fairly even 

spread shows the randomness and unpredictability that you would expect from a QKD system 

that works well. In encryption keys, the range of numbers between 0 and 1 must be almost 

constant to avoid bias, which could leave the key open to statistical or brute-force attacks. 

There is a slightly higher frequency of "1s," but this is normal for short key segments and 

doesn't mean there is a regular variation. Randomness is very important for keeping the 

entropy of the key high, which in turn keeps encryption methods like AES strong. In real-life 

QKD situations, longer keys would be made, and a lot more samples would be looked at to 

make sure that the randomness was real. However, this picture shows that the process of 

creating bits is working properly and adds to the safety of mixed cryptographic systems, 

especially when it comes to keeping private medical data safe in Medical Cyber-Physical 

Systems (MCPS). 

 

RSA-AES Result Analysis 

The performance comparison of AES and RSA in terms of the time it takes to encrypt and 

decode data, which is important for figuring out how well the combined RSA-AES security 

system works for safe healthcare communication. 

 

 
Figure 12. AES - RSA Encryption Decryption Time Graph 
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Figure 12 shows that both encrypting and decrypting with AES take very little time. 

Encryption takes 0.00019 seconds and decryption takes 0.00014 seconds, which is a little 

faster. This is because AES is a symmetric encryption method that is designed to be fast and 

effective. This makes it a good choice for securing big amounts of medical data in real time. 

RSA, on the other hand, takes more time to compute because it is an asymmetric encryption 

method. The chart shows that RSA encryption takes 0.00089 seconds, which is still pretty 

fast. However, RSA decoding takes 0.03157 seconds, which is a lot longer. The reason for 

this delay is that using private keys to safely decrypt data is very hard to do mathematically. 

 

 
Figure 13. AES - RSA Encryption Decryption Time 

 

This choice in design is good for the hybrid cryptosystem because AES encrypts the medical 

data quickly while RSA only encrypts the AES key, which cuts down on RSA's performance 

waste. Fast symmetric data encryption and safe asymmetric key sharing make this a great mix 

for speed and security, as illustrate in figure 13. In Medical cyber-physical systems (MCPS), 

where data safety and real-time contact are very important, this balance between speed (AES) 

and strong key management (RSA) keeps private patient data safe without slowing down the 

system. So, the combination method is a great way to make encryption processes safe and 

quick. 

 

Comparative Analysis of Models 

Comparing the times needed for encryption and decoding with Quantum Key Distribution 

(QKD) and Hybrid RSA-AES encryption methods is shown in the figure 14. When compared 

to the much faster Hybrid RSA-AES method, which takes about 0.58 seconds to run, the bar 

chart makes it clear that QKD doesn't need nearly as much computing time for key generation 

and spread. This shows that QKD is very light in terms of processing time, since its only job 

is to distribute keys and not encrypt data. On the other hand, Hybrid RSA-AES uses both 

symmetric and asymmetric processes. AES is used to secure medical data, and RSA is used 

to keep the AES key safe. Even though this adds another layer of protection, it causes visible 

processing delay because RSA needs more work to decode the key. 
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Figure 14. Decryption Time Comparison Graph 

 

Low-latency processing is important for sending patient data safely and quickly in real-time 

Medical cyber-physical systems (MCPS). The results show that QKD can make the whole 

system faster if it is used with fast symmetric algorithms in the right way. Hybrid RSA-AES 

provides strong security, but adding QKD for key exchange could cut down on encryption 

delays and boost speed, especially in medical settings where time is of the essence. This 

study makes the case for using mixed models with QKD to improve both security and 

productivity. 

 

 
Figure 15. Decrypted Text and Time 

 

The results show in figure 15 as QKD and Hybrid RSA-AES secure and decode private 

medical data, as well as how much data they produce. At 0.000896 seconds, the QKD 

encryption-decryption time is very short, which shows how well it works for real-time safe 

key sharing and symmetric encryption. Because of this, QKD works really well in places that 

need very little delay, like Medical Cyber-Physical Systems (MCPS), where getting to patient 

data quickly is very important. 

The Hybrid RSA-AES method, on the other hand, needs 0.587337 seconds to do the same 

thing. This way is much slower, but it has strong dual-layer encryption: AES for quick 

symmetric data protection and RSA for safe key management. One main reason for the extra 

working time is RSA decoding, which requires a lot of mathematical processes. Even though 

they were not as fast, both ways were able to decrypt the private message and get back 

important medical data like heart rate (98 bpm) and blood pressure (120/80) without losing or 
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changing any of it. This proves that both encryption methods work correctly and keep data 

safe. 

Table 2. Attack Comparison and Outcome 

Attack Type Objective Method Outcome Defense 

MITM 

Attack 

Intercept 

AES / QKD 

key 

Capture/repl

ace key 

Detected via 

signature 

Digital 

Signature 

Brute-Force Guess AES / 

QKD key 

Try all 

2^256 keys 

Impractical 256 Key Size 

Dictionary 

Attack 

Use weak 

keys 

Try 

common/reu

sed keys 

Fails unless 

weak key 

Random 256-

bit Keys 

Timing 

Attack 

Side-channel 

timing 

Measure 

decryption 

time 

Ineffective Constant-time 

decryption 

CCA Attack Exploit 

ciphertext 

Modify 

encrypted 

data 

Fails (GCM 

rejects) 

AES-GCM 

with tags 

 

Table 2 provide the summary of five main types of attacks and how the system protects itself 

against them. The MITM attack tries to steal and change AES or QKD keys while they are 

being sent, but digital signature verification finds it and stops it. Because breaking 256-bit 

AES keys is too hard to do by hand, brute-force attempts fail. Strong, random 256-bit keys 

can stop dictionary attacks that use the same key more than once. Constant-time AES-GCM 

processes make timing attacks useless because they try to take advantage of decoding time. 

Lastly, CCA attacks fail because AES-GCM can spot any changes to the ciphertext and 

immediately ignores data that has been changed using authentication tags. In this case, the 

defence has full covering. 

 

 
Figure 16. Attack Failure Comparison 
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Figure 16 shows how strong the suggested safe communication system is by showing how it 

fails five different types of cyber-attacks: MIM, Brute-Force, Dictionary, Timing, and 

Chosen Ciphertext Attacks (CCA). A number of 1 on each bar means that the attack failed, 

meaning that the system was able to stop all of them. The Man-in-the-Middle (MITM) hack 

didn't work because the AES keys were protected with RSA and the digital signatures were 

checked. This makes it easy to find and stop any unauthorised changes made during delivery. 

Because AES-256 has so many possible keys, the Brute-Force attack couldn't work because it 

would have been too hard to figure out. Because strong, randomly created 256-bit keys were 

used, neither the Dictionary attack nor the weak or widely used keys could be matched. 

The Timing attack was stopped because AES-GCM processes are always run at the same 

time. This means that processing times can't be used to figure out key data. Lastly, the CCA 

attack failed because AES-GCM, an authorised encryption mode, didn't accept the changed 

ciphertext because it has a way to check for consistency. The fact that all of the attack routes 

that were tried failed shows that the system is strong and can protect private data, especially 

in healthcare settings like Cyber-Physical Systems (MCPS). 

 

7. Conclusion 

By combining Quantum Key Distribution (QKD) with RSA-AES hybrid encryption, this 

study shows a strong and quantum-resistant way to protect Medical Cyber-Physical Systems 

(MCPS). The suggested method uses the randomness and tamper-evident properties of 

quantum physics to solve problems with key management and data privacy. A carefully 

planned seven-step QKD process creates safe symmetric keys that are used in XOR-based 

encryption. The steps include photon state preparation, basis reconciliation, eavesdropping 

detection, and privacy amplification. Then, these QKD-generated keys are added to an AES-

GCM encryption model to keep private healthcare data safe. RSA is used to send the AES 

keys safely, providing multiple layers of protection. A real-world dataset on cardiovascular 

disease was used for experimental confirmation. This showed that the system could handle 

sensitive medical information quickly and safely. Multiple types of attackers, such as MITM, 

Brute-Force, Dictionary, Timing, and Chosen Ciphertext Attacks, were tried against the 

mixed system, and all of them were successfully stopped. Analysis shows that QKD 

processes have very little delay, while RSA-AES encryption kept good authentication and 

data security, even though it took a little longer to process. Comparative performance tests 

show that QKD is great at making keys quickly with almost no extra work for the computer. 

This makes it perfect for real-time MCPS settings. With the stacked encryption method, you 

can still use old security standards and protect your data from new quantum dangers. The 

suggested framework makes sure that communication between medical equipment and 

systems is scalable, safe, and quick by mixing the best features of quantum and regular 

security. This makes it a great choice for use in important healthcare systems that need to 

keep data safe and run smoothly all the time. 
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