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Abstract

Both mobile devices powered by Android OS and cloud computing architectures constitute
valuable attack targets within the modern cybersecurity scenario. Specifically, Android
smartphones which make up more than seventy percent of the global mobile market face
constant exposure to novel types of malwares that leave legacy signature-based detection
mechanisms insufficient. Moreover, intrusions into cloud computing infrastructures usually
involve sophisticated attacks bypassing standard firewalls and rule-based intrusion prevention
systems, hence making honeypots essential in identifying security threats. While two recent
works managed to address these problems separately, with the former proposing the Quantum
Dilated Convolutional Fuzzy Maxout Network (QDCFMNet) for intrusion detection in cloud
environments and the latter presenting a tuned version of the LightGBM classifier for detecting
Android malware, none of the two could provide any means of detecting threats across these
distinct areas. To fill this gap, this paper presents LGBM-QDCFMNet—a new model which
combines the output of the feature embedding stage of the LightGBM algorithm with raw data
through Deep Kronecker Networks (DKN) followed by QDCFMNet-based processing.
SMOTE balances the classes, Bayesian Optimization handles the tuning procedure, and SHAP
allows post-analysis interpretability. When trained on both CICAndMal2017 and AWS
Honeypot Attack datasets, the proposed solution delivers 98.34% accuracy, 94.21% precision,
93.87% recall rate, and F1-score of 94.04%, clearly outperforming all baselines introduced in
both prior works.
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1. Introduction

Smartphones have become a central feature of both personal and professional life across India
and the rest of the world. Android, which ships on the overwhelming majority of smartphones
sold in the Indian subcontinent and globally, has accumulated a user base that makes it an
extremely attractive target for malware developers. The volume of malware samples
documented globally crossed the 1.5 billion mark by 2024[17], and new families continue to
appear at a pace that no conventional signature-based tool can realistically match. Present-day
ransomware, adware, spyware, and SMS theft trojans have developed to such an extent that
their behavior is difficult enough to detect using pattern matching.

At the same time, cloud systems are increasingly becoming popular among organizations,
which presents yet another threat for cybersecurity, as high-value data from various enterprises
becomes centralized in geographically scattered locations. The fact that intrusions into such
systems can go unnoticed for a significant amount of time before any alarms are triggered
makes intrusion detection an extremely challenging problem[18]. In this regard, honeypots,
which attract potential attackers to monitor their actions, represent a useful method of intrusion
detection, as they collect real attack data rather than rely on rules [3].

Machine learning has been used extensively in both areas. For instance, gradient boosting
algorithms, specifically LightGBM, can be successfully applied to detecting malware for the
Android system due to their efficiency for analyzing high-dimensional tabular data, ability to
handle class imbalances by weighting the classes appropriately, and interpretability by ranking
the importance of features [13]. At the same time, deep learning models incorporating dilated
quantum-inspired convolutions, fuzzy logic, and maxout activations have proved to be highly
proficient in capturing complex non-linear dependencies between features in structured logs,
the format typically used for storing honeypot observations.

Despite these advancements occurring separately, there exists a common ground to be
exploited. An enterprise running its Android and cloud systems faces the threat of attack from
both of them at once, but using different detection pipelines results in redundancy, additional
costs, and inability to capitalize on common discrimination signals.

This paper proposes LGBM-QDCFMNet, a unified hybrid framework that places a fine-tuned
LightGBM model as a front-end feature enricher whose output embeddings are concatenated
with the

original normalised features, fused through the Deep Kronecker Network with Kulczynski
similarity, balanced with SMOTE, and classified by the QDCFMNet pipeline. The
contributions of this work are:

J The first unified architecture covering both Android malware detection and cloud
honeypot intrusion identification within a single end-to-end trainable framework.

J Demonstration that LightGBM-derived feature embeddings measurably improve the
performance of the deep learning backbone across both detection tasks.
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. SHAP-based feature attribution providing transparent, feature-level explanations for
predictions in both domains.

o K-fold cross-validation across two independent benchmark datasets confirming
generalisability beyond the training distribution.

The remainder of this paper is arranged as follows. Section II motivates the work and surveys
related literature. Section III develops the full LGBM-QDCFMNet methodology. Section IV
presents the experimental results. Section V concludes the paper.

2. Motivation and Related Work

This section reviews prior research across Android malware detection, cloud intrusion and
honeypot detection, and hybrid ensemble approaches, establishing the gaps that motivate the
present work.

A. Motivation

The rationale behind this work can be expressed quite easily but is difficult to address properly.
Present detection techniques for Android-based malicious software and intrusion detection in
cloud are built on top of two disjoint data sets, employ separate feature sets for training, and
operate as separate detection systems. In other words, running a security operations center for
both mobile and cloud assets requires handling two separate detection pipelines, dealing with
two separate alerting sources, and mastering two different neural architectures. The proposed
approach combines the two pipelines, allows for sharing features across domains, and thanks
to the findings presented in this paper, increases the accuracy of detecting threats due to access
to a greater feature set.

In work 1 (QDCFMNet), it was found that quantum-dilated convolutions coupled with fuzzy
inference and maxout activation functions enable identifying attacks provoked by honeypots
on cloud computing platforms with a precision of 90.59%, a recall of 91.72%, and an F1-score
of 91.15% based on the AWS Honeypot Attack benchmark. In work 2, it was found that the
LightGBM classifier with Bayesian Optimisation and SMOTE preprocessing can yield 97.5%
accuracy and an Fl-score of 82.11% when tested against the CICAndMal2017 benchmark.
However, the relatively poor value of F1-score in the latter case, along with the high accuracy,
indicates the precision/recall trade-off which can be mitigated with QDCFMNet.

B. Literature Survey

This literature survey examines prior research across Android malware detection, cloud
intrusion and honeypot detection, and hybrid ensemble approaches, establishing the gaps that
motivate the present work.

i.Android Malware Detection

In their study of Android application datasets, Shatnawi et al.[21] employed various traditional
machine learning classifiers for static feature analysis and discovered that permission-based
features provide excellent discriminatory capability, with the inclusion of API call patterns
further improving classification reliability. Naseer et al [15]. applied deep neural networks to
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network anomaly detection tasks and showed how learned representations could greatly lower
the rate of false positives. Karbab and Debbabi [11] developed MalDy, a portable framework
that analyses runtime logs using natural language processing techniques, thus revealing that
runtime log features have valuable information about application intent.

The multi-head squeeze-and-excitation residual network with channel-wise attention and
residual skip connections proposed by Zhu et al.[23] achieves outstanding results in Android
malware detection tasks. In their study, Jung et al.[9] demonstrated that a specially chosen set
of API calls was enough for attaining high detection accuracy while maintaining a small feature
space. Similarly, Musikawan et al[14] achieve high detection performance and a sufficiently
small computational load to allow deployment in resource-scarce settings. Sahin et al.[20]
investigated the effect of dimensionalities reduced through PCA and LDA transformations on
the performance of permission-based classifiers and revealed that variance-based feature
compression improves detection efficiency.

ii.Cloud Intrusion and Honeypot Detection

In their paper, Priya and Chakkaravarthy [18] introduce a containerized cloud-based honeypot
for the observation of attackers' activities on various kinds of malware. Amal and Venkadesh[2]
introduce H-DOCTOR, a Docker-based honeynet equipped with firewall tuning, which proves
efficient at file system monitoring but performs poorly against ransomware due to its slower
execution speed. A multi-cloud honeypot security solution aimed at threat prediction is
introduced in Alyas et al[1]. Meanwhile, Gill et al.[7] (2020) consider honeypot deployment
from a game-theory perspective, and Radoglou-Grammatikis et al.[19] employ reinforcement
learning for honeypot deployment in crowded 5G and beyond network environments with long
training times.

iii.Hybrid and Ensemble Approaches

In addressing the detection of Advanced Persistent Threats, Han et al.[8] combined the system
call traces with an ontology-based knowledge graph in their study, successfully demonstrating
the advantages of incorporating semantic knowledge of the domain in multi-stage malware
detection. Similarly, in their research, Othman et al.[17] apply Particle Swarm Optimization in
conjunction with fuzzy k-nearest neighbours to detect malware in a honeypot, effectively
collecting malware samples but lacking the ability to select features adaptively typical of
sophisticated ensemble approaches. These works collectively confirm the value of hybrid
architectures, yet none unifies Android malware classification with cloud intrusion detection
in a single trainable pipeline, which remains the distinguishing contribution of the present
work.

3. Proposed LGBM-QDCFMNet Methodology

The proposed framework processes both Android malware and cloud honeypot data through a
shared five-stage pipeline illustrated in Fig. 1. The stages are: dual-domain preprocessing,
LightGBM embedding generation, DKN-based feature fusion, SMOTE augmentation, and
QDCFMNet classification with SHAP explanation.
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Fig. 1: Blockdiagram of the proposed LGBM-QDCFMNet framework.

A. Data Acquisition and Preprocessing
Input data is drawn from the CICAndMal2017 Android malware dataset and the AWS
Honeypot Attack dataset. The combined data matrix is denoted R = {R1, R2,, Rp,, Rw}, where
Rp is the p-th record in a matrix of dimension kXw. N-gram features are extracted from textual
metadata present in honeypot log records and concatenated with original feature vectors,
expanding the dimensionality from kw to kn. Linear min-max normalisation is then applied to
all feature values:

Ry — (Rp)min

(R~ () w
P)max P/ min

where (Rp)minand (Rp)maxdenote the global minimum and maximum values, respectively, of

feature Rpacross the entire dataset. S,represents the normalized value of the feature and is a
dimensionless quantity bounded between 0 and 1.

B. LightGBM Feature Embedding with Bayesian Optimisation

A LightGBM classifier is trained [13] on the normalised feature matrix Sp, growing trees leaf-
wise to maximise loss reduction at each boosting iteration. For a dataset with loss function L
and current ensemble F, the update at iteration t is:

Fio = Fu—nyeo + 1 hieo (2)

where 1 is the learning rate, and h, represents the weak learner fitted to the negative gradient
of the loss function L. The scale pos weight parameter increases the gradient contribution of
minority-class samples, thereby helping the model address class imbalance during training.
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Hyperparameters [16] are selected through Bayesian Optimisation where a Gaussian Process
(GP) surrogate models the objective function f(8) over the hyperparameter space :

£(0) 1D, ~ GP(1n(8), 02(6)) 3)

where D,,denotes the set of nobserved evaluations, u, (8)is the posterior mean, and o2 (8)is
the posterior variance of the surrogate model.The Expected Improvement (EI) acquisition
function balances exploration and exploitation:

EI(8) = E[max(f(6) — f*,0)] (4)

where f(0)is the predicted objective value at hyperparameter configuration 8, and f *denotes
the best objective value observed during the optimization process.

C. Feature Fusion via DKN with Kulczynski Similarity

The Kulczynski similarity coefficient [3] is first computed between every candidate-target

feature pair (0, Bj) to rank features by co-occurrence relatedness:

n

. min(a;, B;
KSSim = =1 (c.6,)
j=1|aj —Bj |
Features are sorted in descending order of KSSim. The Deep Kronecker Network (DKN) [6]
generates a fusion coefficient A through Kronecker product decomposition of rank U:

(5)

U
A=) G ®GE, ® @G 6)

u=1

the scalar response ep for each normalised sample Sp is:

ep| Spim(ep|Sy) = r(ey) exp {ep(s, 1) = @ ({5, 2)))} ()
The ground truth supervising the DKN is € :
& = KSsim(Rpr pp) (8)

where pp is the class centroid to which Rp belongs. The fused feature matrix F has dimension
k X [,wherel < n + d.

D. SMOTE-Based Data Augmentation

SMOTE [4] generates synthetic minority-class samples using k=3 nearest neighbours in feature
space:

Xsyn = X + 6 + (Xnn — X)), & ~ U(0,1) 9)

The oversampling rate is set to equalise class frequencies across both datasets. The augmented
matrix Np has dimension m X [,where m >k
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E. QDCFMNet Classification

1) Quantum Dilated Convolutional Neural Network (QD- CNN): The QDCNN [5] simulates
quantum behaviour through dilated convolutional operations equivalent to parameterised
quantum circuits. The output W1 is:

W1 = (S,,0|r®4|s,,0) (10)

where A is the number of simulated qubits and r@A is the localised observable over the
quantum register.

2) Fuzzy Logic Layer: Rectangular fuzzy rules are derived from statistical properties of training
data. Each feature axis is partitioned into Y subdivisions with triangular membership functions:

Y
h©® = max{1 - "’g’” 0},c = 1,...¥ (an

The certainty of each fuzzy rule for class A is computed as:

=cD _ Dup—D
Eol == (12)
cd — yf by
A-1

Incompatible and redundant rules are eliminated, retaining only the compulsory rule set L all.
The fuzzy layer output is denoted W2.

3) Deep Maxout Network (DMN): The DMN [22] processes the combined input Qp = [Sp IW2]
through multiple layers of row-wise maxout activations:

fsl - lrnla;( (Qp) Z .St + fst (13)
Afsl - max Af L st t fst (14)
W; = maxle[1,x3]Afs,l (15)

W3 is passed through a softmax layer producing class probability distributions across five
Android malware categories and two cloud intrusion categories.

F. SHAP-Based Explainability

SHAP computes the Shapley value i for each feature i as its marginal contribution averaged
across all possible feature coalitions S:

_ Xser USIAFI-IS|-1)Y
N |F|!

[FSu{ih) = f(9I (16)

i

SHAP serves a dual purpose in this framework: identifying features driving Android malware
predictions and those most influential in cloud intrusion decisions, making the model
interpretable for security analysts who must act on its outputs.

G. LGBM-QDCFMNet Training Algorithm

The complete training and inference procedure is formalised in Algorithm 1:

Received: 07 April 2026 2056



International Journal of Applied Mathematics

Volume 39 No. 1s, 2026
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)
Algorithm 1: LGBM-QDCFMNet Training and Inference Pipeline

Input: Dataset R = CICAndMal2017 + AWS Honeypot, labels Y, epochs E, K-folds K
Output: Trained model M, performance metrics, SHAP values @

Step 1: Feature Extraction and Preprocessing

1. Extract N-gram features from the log metadata of dataset R.
2. Construct the feature matrix: R € R**")
3. Apply linear normalisation to obtain: S, € R**"

Step 2: LightGBM Feature Enhancement
4. Initialise LightGBM using Bayesian Optimisation.
5. Fort=11toT, repeat the following steps:
5.1 Train weak learner h_t on the negative gradient of the loss function L.
5.2 Update the LightGBM model using: Ft(x) « F_(t—1)(x) + n - ht(x)
6. Extract the leaf-index embedding: E €R?
7. Form the enriched feature set:  H, =[S, || E] € R**(1*)
Step 3: Feature Fusion
8. Compute KS similarity for feature pairs: KSsim(Rp, pp)
9. Apply DKN-based feature fusion to obtain: F € R®
Step 4: Data Balancing
10.  Apply SMOTE to obtain the augmented dataset: N p € R™*V
Step 5: K-Fold Training and Classification
11. Fork=11toK, repeat the following steps:
11.1 Split the augmented dataset: N, — {Traini, Testy}
11.2 Perform the forward pass through ODCNN:  Trainy — W
11.3 Apply the fuzzy layer: (Wi, F) — W>
11.4 Apply the Deep Maxout Network: Q, =[Sy | W2] — W3
11.5 Predict class probabilities using Softmax:  y = Softmax(W3)
11.6 Compute the cross-entropy loss: Lce = CrossEntropy(y, Yi)
11.7 Update the model parameters using the Adam optimiser.
Step 6: Evaluation and Explainability
12. Compute Accuracy, Precision, Recall, and F1-score.

13.  Apply SHAP to obtain feature attribution values: @ = {@i1, @2, ..., pn}
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14. Return: { M, performance metrics, P}

Results and Discussion

This section presents the experimental setup, datasets, and evaluation metrics, then analyses
the comparative performance, training convergence, SHAP feature attribution, and K-fold
cross-validation results of LGBM-QDCFMNet.

A. Experimental Setup

All experiments were performed in Python 3.9 programming environment within PyCharm
IDE. The main libraries that were used in the work include TensorFlow 2.10 for neural
networks modeling, Scikit-learn for data pre-processing and results validation, LightGBM
3.3.5 for gradient boosting methods, Qiskit for quantum circuits simulation, and SHAP for
feature importance calculation. Model training was implemented on the desktop computer with
NVIDIA RTX 3060 GPU having 12 GB VRAM and 32 GB of RAM. Full training of the model
on the entire dataset in 30 epochs took about 47 minutes.

B. Datasets

CICAndMal2017 dataset [12], created by Canadian Institute for Cybersecurity, consists of
10,854 instances containing 4,354 malicious applications belonging to one of four classes
(Adware, Ransomware, Scareware, SMS Malware) and 6,500 legitimate applications that were
downloaded during the period of January 2015 to December 2017 from Google Play Store. The
malware apps and legitimate apps were installed on real physical devices and more than 80
attributes of these apps were extracted using CICFlowMeter-V3 tool. AWS Honeypot Attack
dataset [22] is structured cyber attacks dataset provided by Amazon Web Services honeypots.
The AWS honeypots were configured to lure cyber attackers on cloud services deployed on
AWS infrastructure. 90/10% split of the data into train and test sets was applied to both datasets.
K-fold cross-validation was conducted with K € {3, 5, 7, 9}.

C. Evaluation Metrics

Performance is measured using four standard classification metrics:

Accuracy = Whal) (17)

TP + FP + FN + TN
Precision = L (18)

TP + FP
Recall = L (19)

TP+ FN
2 X Precision X Recall
F1 — Score = (20)

Precision + Recall

D. Performance Comparison

Table I presents the comparative performance of LGBM-QDCFMNet against eight baselines
drawn from both prior works. Figure 2 visualises the same data as a grouped bar chart. From
the data provided in Table I and illustrated in Fig. 2, it is clear that the method called LGBM-
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QDCFMNet achieves superior results relative to all other competing techniques when
considered in terms of all measures mentioned. In particular, the level of accuracy, which
stands at 98.34%, reflects an improvement of 0.78 percentage points over the standalone
LightGBM. However, it is important to note that this achievement is insignificant compared to
the 11.93 percentage point improvement in the Fl-score measure from 82.11% in the
standalone LightGBM algorithm to 94.04%. Such performance improvement suggests a
significant reduction of imbalances in the precision versus recall measures obtained using
standalone LightGBM. When considering honey-pot domain baselines, even the best previous
result, which was 91.15%, is surpassed.

TABLE I: Comparative Performance of LGBM-QDCFMNet With Baseline Methods

Model Acc (%) Pre (%) Rec (%) F1 (%)
Random Forest 88.23 63.23 61.44 59.23
XGBoost 92.46 69.86 70.83 72.45
CNN + LSTM 93.92 90.24 96.17 70.87
H-DOCTOR [2] — 84.00 85.63 84.81
PSO-fuzzyKNN [17] — 85.96 86.01 85.99
GTM-CSec [7] — 87.04 87.10 87.07
RL Method [19] — 88.60 88.24 88.42
LightGBM [W2] 97.56 93.57 89.76 82.11
QDCFMNet [W1] — 90.59 91.72 91.15
LGBM-QDCFMNet 98.34 94.21 93.87 94.04

(—) Metric not reported in original publication for this dataset.
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Fig. 2: Comparative performance bar chart across all models and metrics.
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E. Training Convergence

The training and validation loss/accuracy plots for 30 epochs can be seen in Figure 3. There is
no sign of any instabilities in both of the loss curves, and the difference between training and
validation loss is still small after around epoch 12. The final validation accuracy of 98.34% is
always reached during each test run.

(a) Loss Curve (b) Accuracy Curve
N == Train Loss 1007 — Train Accuracy
0.7 == = V\alidation Loss == = \/alidation Accuracy

90 A
S

@ § 80 1
3 5

S 70
<

60 A

)
5 10 15 20 25 30 5 10 15 20 25 30
Epoch Epoch

Fig. 3: Training loss and accuracy curves of LGBM-QDCFMNet over 30 epochs
F. SHAP Feature Attribution

The figure Fig. 4 shows SHAP values of the top 10 important features. The API call count and
number of dangerous permissions found in the Android Manifest file with values of 0.52 and
0.44 respectively are the major factors driving malware detection for Android. The TTL and
packet size, with SHAP values of 0.46 and 0.39 respectively, are the key factors behind cloud
intrusion detection. The SHAP values of the LightGBM embedded features have a mean value
of 0.41, showing that the gradient boosting phase indeed adds value to the embedding phase.

LightGEM Embed - I 041
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Fig. 4: SHAP feature importance analysis for LGBM-QDCFMNet.
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G. K-Fold Cross-Validation

Fig. 5 and Table II together confirm that LGBM-QDCFMNet performs consistently across
different data splits. The F1-score ranges from 89.92% at K=3 to 93.77% at K=9 , with a steady
upward trend as more training data becomes available per fold. The standard deviation across
folds is below 1.1% for all metrics.

(a) Precision (%) (b) Recall (%) (c) F1-Score (%)
95.0 A 95.0 A 95.0 A
92.5 A //___‘ 92.5 ./" 92.5 ./__—‘
90.0 90.0 90.0 A

87.5 A //’:”_/
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85.0 1 / PSO-fuzzyKNN

=== GTM-CSec
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o
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o w

1 1
(o] [e¢]
oo~
o w

82.5 82.5 1 82.5 A —— RL Method
LightGBM [W2]
80.0 80.0 - 80.0 - QDCFMNet [W1]
=@= | GBM-QDCFMNet
3 5 7 9 3 5 7 9 3 5 7 9
K-Fold K-Fold K-Fold

Fig 5. K-fold cross-validation comparison across all methods.

TABLE II: K-Fold Validation Results for LGBM-QDCFMNet

Setting Acc (%) Pre (%) Rec (%) F1 (%)
Train=90% 98.34 94.21 93.87 94.04
K=3 95.41 90.12 89.73 89.92
K=5 96.87 92.14 91.76 91.95
K=7 97.43 93.02 92.58 92.80
K=9 98.11 93.94 93.61 93.77

The K-fold trajectories in Fig. 5 further show that LGBM- QDCFMNet consistently maintains
the widest gap above all baseline methods across every fold value, confirming that the
performance advantage is structural rather than dependent on a particular train-test split.

5. Conclusion

In this study, LGBM-QDCFMNet is proposed to be a unified hybrid machine learning method,
which considers the problem of identifying Android malware and cloud honeypot intrusions
together in one model. Specifically, it uses a light gradient boosting decision tree classifier
called LightGBM as its feature enrichment front end. This model will be optimized using
Bayesian optimization and generate compact leaf-index embeddings representing its gradient-
boosted discriminative information. Then these embeddings will be combined through the
Deep Kronecker Network following Kulczynski similarity, balanced using SMOTE, and
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classified using the QDCFMNet backbones. Quantitative interpretation on predictions can be
achieved with the help of SHAP. In terms of evaluation results, on the CICAndMal2017 dataset
and AWS [10] Honeypot Attack dataset, LGBM-QDCFMNet is able to achieve 98.34%
accuracy, 94.21% precision, 93.87% recall rate, and 94.04% F1-score, with significant
improvements over previous methods used. In particular, the improvements in F1-score over
standalone LightGBM reaches up to nearly 12 percentage points. K-fold cross-validation
further verifies the stability of the proposed framework and ensures good generalisability.
Future directions will include researches on how to improve adversarial robustness, explore
techniques for transfer learning to reduce computational cost when dealing with new classes of
malwares, and assess the feasibility of deploying the model’s inference at the cloud edge for
low-latency and memory efficient computing.
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