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ABSTRACT

Intrusion detection has become a critical component of modern cybersecurity infrastructures
as network environments continue to expand in scale and complexity. Conventional intrusion
detection systems often rely on machine learning models trained on a single dataset, which
limits their ability to generalize across heterogeneous network environments. This lack of
cross-dataset adaptability leads to reduced detection accuracy and increased false alarms when
deployed in real-world systems where traffic patterns vary significantly. To address this
limitation, this study proposes an Attention-Enhanced Hybrid Deep Neural Network designed
to improve intrusion detection performance across heterogeneous network datasets. The
proposed framework integrates convolutional neural networks for hierarchical feature
extraction, a bidirectional long short-term memory module for temporal dependency modeling,
and an attention mechanism that selectively emphasizes informative traffic features.
Experiments are conducted using three widely adopted benchmark datasets: NSL-KDD,
UNSW-NBI35, and CICIDS2017. The model is implemented using Python with TensorFlow
and evaluated using standard performance metrics including accuracy, precision, recall, and
Fl-score. Experimental results demonstrate that the proposed model achieves an average
detection accuracy of 98.3%, outperforming several existing deep learning models while
maintaining low false positive rates. The findings highlight the effectiveness of attention-
guided hybrid learning for robust intrusion detection across heterogeneous network
environments.

Keywords: Intrusion detection system, deep learning, attention mechanism, hybrid neural
networks, cybersecurity, network anomaly detection, heterogeneous datasets

1. INTRODUCTION

Modern communication networks support a wide range of critical services including financial
systems, healthcare infrastructure, cloud computing platforms, and industrial control systems.
The increasing dependence on interconnected digital environments has significantly expanded
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the attack surface available to cyber adversaries. As a result, sophisticated cyber threats such
as denial-of-service attacks, privilege escalation, infiltration, and data exfiltration have become
more frequent and difficult to detect. Intrusion Detection Systems (IDS) play a vital role in
identifying malicious activities within network traffic and enabling timely mitigation of
potential security breaches.

Traditional IDS solutions primarily rely on rule-based detection mechanisms or conventional
machine learning models. While these approaches provide basic protection, they struggle to
detect previously unseen attack patterns and complex multi-stage intrusions. More recently,
deep learning techniques have been explored for intrusion detection due to their ability to
automatically learn hierarchical representations from large-scale network traffic data. Models
such as convolutional neural networks, recurrent neural networks, and hybrid deep
architectures have shown promising performance improvements compared to classical
machine learning methods.

Despite these advances, several limitations remain. Many existing deep learning-based IDS
models are developed and evaluated using a single benchmark dataset, which restricts their
ability to generalize across diverse network environments. Network traffic characteristics vary
considerably across datasets such as NSL-KDD, UNSW-NB15, and CICIDS2017, resulting in
significant performance degradation when models trained on one dataset are applied to another.
Additionally, conventional deep neural networks often treat all features equally, which may
lead to suboptimal learning when irrelevant or less informative features dominate the training
process.

These challenges highlight a critical research gap in the design of IDS models capable of
effectively learning discriminative representations from heterogeneous network datasets while
emphasizing the most relevant traffic features. Addressing this gap requires architectures that
can simultaneously capture spatial traffic characteristics, temporal attack patterns, and
contextual feature importance.

To overcome these limitations, this study proposes an Attention-Enhanced Hybrid Deep Neural
Network for intrusion detection across heterogeneous network datasets. The proposed
architecture combines convolutional neural networks for spatial feature extraction,
bidirectional long short-term memory networks for modeling temporal dependencies in traffic
flows, and an attention mechanism that dynamically highlights the most informative features
during classification. This integrated approach enables the model to effectively learn complex
intrusion patterns while improving generalization across multiple benchmark datasets.

The main contributions of this study are summarized as follows:

* Development of a hybrid deep neural network architecture integrating CNN, BiLSTM, and
attention mechanisms for advanced intrusion detection.

* Design of an attention-driven feature weighting strategy that emphasizes informative traffic
attributes while reducing the impact of irrelevant features.
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» Comprehensive cross-dataset evaluation using three widely adopted cybersecurity datasets:
NSL-KDD, UNSW-NB15, and CICIDS2017.

» Extensive experimental analysis demonstrating improved detection accuracy, precision,
recall, and F1-score compared with conventional deep learning IDS models.

» Validation of the proposed model's capability to generalize effectively across heterogeneous
network environments.

The remainder of this paper is organized into five sections. Section 2 reviews recent research
developments in deep learning-based intrusion detection systems. Section 3 describes the
proposed attention-enhanced hybrid deep neural network architecture. Section 4 presents the
experimental setup, dataset descriptions, and performance evaluation results. Section 5
concludes the paper and outlines potential directions for future research.

2. RELATED WORKS

Recent advances in cybersecurity have encouraged extensive research on intelligent intrusion
detection systems that utilize machine learning and deep learning approaches to improve the
identification of malicious network activities. Several studies have focused on developing
advanced detection mechanisms capable of handling large-scale network traffic and complex
cyberattack patterns.

More and colleagues [1] developed a machine learning-based intrusion detection framework
designed to enhance detection accuracy and minimize false alarms. The study explored several
classification algorithms and evaluated their performance on benchmark intrusion detection
datasets. Experimental results demonstrated that machine learning techniques can effectively
identify malicious network behaviors; however, the approach still depends heavily on
handcrafted feature engineering and lacks the capability to capture complex temporal traffic
patterns.

Bamber and Singh [2] proposed a hybrid deep learning-based intrusion detection system
integrating convolutional neural networks and long short-term memory networks to improve
attack detection performance. The model was evaluated using the NSL-KDD dataset and
demonstrated improved classification accuracy by capturing both spatial and sequential traffic
patterns. Despite its effectiveness, the model was trained on a single dataset, which limits its
generalization capability in heterogeneous network environments.

Alsubaei and Bellaiche [3] introduced an optimized deep learning-based intrusion detection
framework designed for Internet of Things environments. The study evaluated the model on
multiple cybersecurity datasets including NSL-KDD, UNSW-NB15, and CICIDS2017. The
proposed system achieved high detection accuracy by incorporating optimized machine
learning algorithms and feature filtering techniques; however, the model relies heavily on
preprocessing steps and lacks adaptive feature weighting mechanisms.
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Waghmode and Patil [4] developed a feature extraction-based intrusion detection approach
using multiple machine learning algorithms such as AdaBoost, stochastic gradient descent, k-
nearest neighbors, and XGBoost classifiers. The proposed system was evaluated on three
benchmark datasets including NSL-KDD, CICIDS2017, and UNSW-NB15. Experimental
results demonstrated improved classification accuracy through exhaustive feature selection;
however, the computational complexity of the feature search process limits its applicability for
real-time detection scenarios.

Dangol and Chitrakar [5] investigated the use of a hybrid CNN-BiLSTM deep learning
architecture for network intrusion detection. The study addressed the issue of class imbalance
using resampling techniques and evaluated the model on the NSL-KDD and UNSW-NB15
datasets. Results indicated that combining convolutional neural networks with recurrent
networks improves attack detection performance by capturing both spatial and temporal traffic
features.

Alzaylaee and Taha [6] proposed lightweight artificial intelligence models for cybersecurity
applications by evaluating deep learning architectures such as MobileNetV2 and CNN-LSTM
networks. The study examined heterogeneous datasets including UNSW-NBI5 and
CICIDS2017 to analyze the effectiveness of lightweight models in detecting network attacks.
The results confirmed that hybrid deep learning models improve classification accuracy while
maintaining computational efficiency in resource-constrained environments.

Farhan and Qamar [7] designed a deep neural network-based intrusion detection system that
utilizes the NSL-KDD dataset for training and validation. The proposed model demonstrated
improved classification performance compared with traditional machine learning techniques;
however, the study highlighted challenges related to feature redundancy and data imbalance in
network traffic datasets.

Chinnasamy and colleagues [8] conducted a comprehensive analysis of deep learning-based
intrusion detection systems focusing on recent advancements in network traffic analysis and
attack classification. The review highlighted the importance of advanced architectures such as
CNNs, recurrent neural networks, and hybrid models for improving detection performance
while addressing the limitations of traditional IDS approaches.

Zhang and Wang [9] presented a detailed review of deep learning applications in intrusion
detection systems, emphasizing the role of spatial-temporal feature learning in identifying
sophisticated cyberattacks. The study highlighted challenges associated with feature
imbalance, dataset heterogeneity, and model generalization in large-scale network
environments.

Hossain and Islam [10] proposed an ensemble deep learning framework integrating
convolutional neural networks, artificial neural networks, and long short-term memory
networks to detect cyberattacks in IoT networks. The proposed architecture achieved high
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detection accuracy; however, the computational complexity of ensemble models may limit
deployment in resource-constrained network infrastructures.

Diana and colleagues [11] analyzed modern intrusion detection technologies and emphasized
the importance of intelligent detection techniques capable of handling the growing complexity
of network attacks. The study highlighted the advantages of machine learning and deep
learning models for enhancing intrusion detection capabilities in large-scale network
environments.

Hozouri, Mirzaei, and Effatparvar [12] presented a comprehensive analysis of recent advances
in intrusion detection systems using machine learning and deep learning techniques. The study
highlighted several emerging research challenges including dataset imbalance, feature
redundancy, and the need for scalable detection frameworks capable of handling large volumes
of network traffic.

Alsharaiah and collaborators [13] proposed an attention-based intrusion detection model that
integrates long short-term memory networks with attention mechanisms to capture spatial and
temporal dependencies in network traffic. The study demonstrated improved attack detection
accuracy on the UNSW-NBI15 dataset by emphasizing important traffic features during the
learning process.

Iftikhar and Ahmed [14] investigated hybrid intrusion detection techniques using machine
learning algorithms and feature selection strategies to improve attack detection performance
on benchmark cybersecurity datasets. The study reported improved detection accuracy using
optimized feature subsets, although the model performance depended significantly on dataset
characteristics.

Tayebi and Hosseini [15] proposed a universal intrusion detection approach that combines
dimensionality reduction and ensemble learning to improve attack classification across
multiple datasets including CICIDS2017, NSL-KDD, and UNSW-NB15. Experimental results
demonstrated improved adaptability across heterogeneous datasets; however, the study
indicated the need for more advanced deep learning architectures to capture complex traffic
patterns.

Although these studies demonstrate significant progress in the development of intelligent
intrusion detection systems, most existing approaches either rely on single datasets or lack
adaptive feature learning mechanisms capable of effectively handling heterogeneous network
environments. These limitations highlight the need for advanced deep learning frameworks that
can integrate spatial feature extraction, temporal traffic modeling, and attention-based feature
weighting to improve intrusion detection performance across diverse cybersecurity datasets.

3. METHODOLOGY

The proposed Attention-Enhanced Hybrid Deep Neural Network (AE-HDNN) is designed to
address the challenge of intrusion detection across heterogeneous network datasets.

Received: Nov 04, 2025 3397



International Journal of Applied Mathematics

Volume 38 No. 11s, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

Conventional IDS models often struggle to generalize across different traffic distributions
because they rely on static feature representations and single-dataset training. The proposed
architecture integrates convolutional neural networks for hierarchical spatial feature extraction,
bidirectional long short-term memory networks for capturing temporal dependencies in
network traffic sequences, and an attention mechanism that dynamically highlights informative
traffic attributes. The framework enables adaptive learning of complex intrusion patterns across
heterogeneous datasets such as NSL-KDD, UNSW-NBI15, and CICIDS2017.

Data Preprocessing CNN Fea'ture BiLSTM Network Attentl.on Classification Layer
Extraction Mechanism
NSL-KDD Convolutional S E 3 Fully Con-
UNSW-NBI15 Bidirectional LSTM Attention Weights iacted Layer
CICIDS2017

. Temporal Modelin, i
Normalization & Encoding Pooling Layers P 8 Context Vector Attezgl; f?rilic;lon

Figure 1. Architecture of the Proposed Attention-Enhanced Hybrid Deep Neural Network for
Intrusion Detection.

Fig. 1 illustrates the architecture of the proposed Attention-Enhanced Hybrid Deep Neural
Network (AE-HDNN) designed for intrusion detection across heterogeneous network datasets.
Initially, network traffic data from NSL-KDD, UNSW-NBI15, and CICIDS2017 datasets
undergo preprocessing steps including normalization, encoding, and feature transformation to
ensure consistent feature representation. The processed data is then fed into the CNN-based
feature extraction module, where convolutional layers capture spatial correlations among
traffic features, followed by activation and pooling layers to reduce dimensionality and enhance
feature representations. Subsequently, the extracted feature sequences are passed to the
Bidirectional Long Short-Term Memory (BiLSTM) network, which learns temporal
dependencies by analyzing traffic patterns in both forward and backward directions. The
outputs of the BILSTM layers are combined and forwarded to an attention mechanism that
computes attention weights and generates a context vector by emphasizing the most
informative traffic attributes. This attention-weighted feature representation is finally provided
to the classification layer consisting of fully connected layers and a softmax activation function,
which performs the final prediction to classify network traffic as either normal or malicious.
The integrated framework enables effective spatial-temporal feature learning and adaptive
feature weighting, thereby improving intrusion detection performance across diverse network
environments.

3.1 Problem Definition

Let a heterogeneous network traffic dataset be represented as

D = {(x;, y)}its )
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where x;denotes the network traffic feature vector and y; € {0,1}represents the class label
indicating normal or attack traffic.

Each traffic instance contains multiple network attributes defined as

xi = [fufar f3r- 00 fml (2)

where mrepresents the total number of traffic features extracted from packet flows.
To enable cross-dataset learning, the combined heterogeneous dataset is formulated as

DH=D1UD2UD3 (3)

where Dy, D,, and Dzcorrespond to the NSL-KDD, UNSW-NBI15, and CICIDS2017 datasets
respectively.

The objective of the intrusion detection model is to learn a mapping function

FiX->Y (4)

where Xdenotes the input traffic feature space and Yrepresents the classification output.
The prediction probability of a traffic sample belonging to a malicious class is expressed as

P(yi 1 x;,0) = o(Wx; + b) (5)

where 6 = {W, b}represents the learnable parameters and ois the sigmoid activation function.

The overall optimization objective of the IDS model is defined using binary cross-entropy loss

L=-

2| =

D Inlog @)+ A -ylog (-] (©)

where ,is the predicted probability of attack traffic.
3.2 CNN-Based Spatial Feature Extraction

To extract hierarchical spatial features from network traffic attributes, convolutional neural
networks are employed.

The convolution operation applied to the input feature matrix is defined as

2 = (X * Wi)yj + by (7)
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where W denotes the convolution kernel and by represents the bias term.

The activation output of the convolution layer is obtained using the ReLLU function

ag;) = max (0, Zi(’l;) (®)
The feature map generated after convolution is expressed as

Fk = ReLU(X * Wk + bk) (9)

Pooling operations reduce spatial dimensionality and improve generalization:
Py = max. F (@) (10)

where Rdenotes the pooling region.

The output feature representation from the CNN layer is flattened as

henn = Flatten(Py) (11)

This representation captures local correlations among network traffic features.
3.3 BiLSTM Temporal Dependency Modeling

Network intrusions often exhibit sequential patterns. To capture temporal dependencies,
Bidirectional Long Short-Term Memory (BiILSTM) networks are utilized.

The LSTM input gate is defined as

it = O'(Wixt + Uiht—l + bl) (12)

The forget gate is calculated as

ft = O-(fot + Ufh't—l + bf) (13)

The candidate cell state is expressed as

C~t == tanh (]/cht + UCh't—l + bC) (14)

The updated memory cell is computed as

Ct:ft@Ct—1+it@Ct (15)
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The hidden state output of the LSTM layer is

In a BiLSTM structure, forward and backward hidden states are combined as

Pt = [hg; hy] (17)

which captures both past and future dependencies in network traffic sequences.

3.4 Attention-Based Feature Weighting

The attention mechanism enables the model to focus on the most informative traffic features.
The attention score for each hidden state is computed as

e, = vitanh (W, h, + by,) (18)

The normalized attention weight is obtained using the softmax function

exp (e)
o = (19)
L exp (e

The context vector representing weighted traffic features is defined as

T

c= Z a; he (20)

t=1

The attention-enhanced representation becomes

hate = f(€) (21)

where f (-)denotes a nonlinear transformation.
The final attention-weighted feature representation is

H == Wahatt + ba (22)

which emphasizes important intrusion patterns.
3.5 Classification Layer

The final classification layer maps the learned feature representation into intrusion categories.
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The dense layer transformation is expressed as

zZ = WdH + bd (23)

The probability distribution over classes is obtained using the softmax function

exp (zx)
P(ylx)= (24)
Y exp (2)

where Krepresents the number of classes.
The predicted class label is determined as

y = arg mlzélx Py, | x) (25)

Model training is performed using gradient-based optimization

Orr1 =0 —nVyl (26)

where nrepresents the learning rate.
3.6 Training Strategy and Model Optimization

To improve generalization across heterogeneous datasets, batch normalization and dropout
regularization are applied.

Batch normalization is defined as

x—
g?=—’uB (27)

Joi+e

where pugand oZrepresent batch mean and variance.

The normalized feature is scaled as

y=yx+p (28)

Dropout regularization is applied as

W=hOr (29)

where r ~ Bernoulli(p).
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The final model output is therefore expressed as

Y = Fagupnn (X) (30)

where F,pypnnrepresents the complete attention-enhanced hybrid neural network.
Algorithm: Attention-Enhanced Hybrid Deep Neural Network for Intrusion Detection
Input: Heterogeneous network datasets Dy, D,, D3
Output: Predicted intrusion class labels

1. Combine datasets Dy, D,, D3to construct heterogeneous dataset Dy

2. Perform preprocessing including normalization and feature encoding

3. Convert traffic features into input feature matrix X

4. Apply convolutional layers to extract spatial feature maps
5. Perform max-pooling to reduce feature dimensionality

6. Flatten CNN output into sequential representation

7. Feed sequential features into BILSTM network

8. Compute forward and backward hidden states

9. Apply attention mechanism to calculate attention weights

10. Generate context vector representing weighted features

11. Pass attention-enhanced representation to dense layer

12. Apply softmax activation for attack classification

13. Compute cross-entropy loss and update parameters using gradient descent
14. Repeat training until convergence

15. Output predicted intrusion labels

The algorithm integrates spatial feature extraction, temporal traffic modeling, and attention-
based feature weighting to improve intrusion detection accuracy across heterogeneous datasets.
The hybrid learning strategy enables the model to capture complex intrusion patterns and
enhances generalization capability in diverse network environments.

4. RESULTS AND DISCUSSIONS

The proposed Attention-Enhanced Hybrid Deep Neural Network (AE-HDNN) was
implemented and evaluated to assess its effectiveness in detecting network intrusions across
heterogeneous datasets. The experimental environment consisted of a workstation equipped
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with an Intel Core 17 processor operating at 3.4 GHz, 32 GB RAM, and an NVIDIA RTX 3080
GPU with 10 GB memory to accelerate deep learning computations. The model was developed
using Python programming language with TensorFlow and Keras deep learning frameworks.
Data preprocessing, normalization, and encoding were performed using Scikit-learn and
Pandas libraries. The training process utilized the Adam optimization algorithm with a learning
rate of 0.001, batch size of 64, and a maximum of 50 training epochs. The experiments were
conducted on three widely used intrusion detection datasets, namely NSL-KDD, UNSW-
NBI15, and CICIDS2017, to evaluate the robustness of the proposed architecture across
heterogeneous network traffic environments. Model performance was evaluated using standard
classification metrics including accuracy, precision, recall, and F1-score.

To evaluate the effectiveness and generalization capability of the proposed intrusion detection
model, three widely recognized benchmark cybersecurity datasets were utilized: NSL-KDD
[16], UNSW-NBIS5 [17], and CICIDS2017 [18]. These datasets were selected due to their
diversity in traffic patterns, attack categories, and feature distributions, enabling robust
validation across heterogeneous network environments.

The NSL-KDD dataset is an improved version of the KDD Cup 1999 dataset, designed to
eliminate redundant and duplicate records while providing a balanced evaluation framework.
It consists of 41 traffic features capturing connection-level attributes such as protocol type,
service, duration, and statistical traffic behavior. Each instance is labeled as either normal or
belonging to attack categories including denial-of-service (DoS), probing, remote-to-local
(R2L), and user-to-root (U2R). Its structured feature representation makes it suitable for
benchmarking classical and deep learning-based intrusion detection models.

The UNSW-NBI1S dataset was developed to overcome the limitations of older datasets by
incorporating modern network traffic characteristics and realistic attack behaviors. It contains
49 features extracted using the IXIA PerfectStorm tool, covering flow-based, content-based,
and time-based attributes. The dataset includes nine different attack categories such as exploits,
fuzzers, backdoors, and reconnaissance, alongside normal traffic. The diversity and
contemporary nature of UNSW-NB15 make it highly suitable for evaluating models in modern
network security scenarios.

The CICIDS2017 dataset provides comprehensive and up-to-date network traffic data
generated in a realistic environment that simulates real-world user behavior and attack
scenarios. It includes both benign and malicious traffic captured over multiple days, with
detailed flow-based features extracted using CICFlowMeter. The dataset covers a wide range
of attack types including distributed denial-of-service (DDoS), brute force, infiltration, botnet,
and web-based attacks. Its large-scale and highly imbalanced nature presents a challenging
benchmark for testing model robustness and scalability. Table 1 presents a unified summary of
the key features commonly used across the three datasets for intrusion detection.
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Table 1. Common Traffic Features Across NSL-KDD, UNSW-NB15, and CICIDS2017

Feature Name Description

duration Length of the network connection

protocol type Communication protocol (TCP/UDP/ICMP)
service Network service type

src_bytes Bytes sent from source to destination

dst bytes Bytes sent from destination to source

flag Connection status flag

count Number of connections to the same host
srv_count Number of connections to the same service
same_Srv_rate Ratio of same service connections

dst host count Connections to the destination host
flow_duration Duration of network flow (modern datasets)
packet length mean | Average packet size

flow_bytes/s Bytes transmitted per second
flow_packets/s Packets transmitted per second

4.2 Performance Evaluation

To evaluate the effectiveness and cross-dataset generalization capability of the proposed AE-
HDNN model, performance comparisons were conducted using three benchmark datasets:
NSL-KDD, UNSW-NB15, and CICIDS2017. These datasets represent diverse network
environments with varying traffic distributions and attack characteristics, enabling a
comprehensive assessment of model robustness.

The performance evaluation was carried out using standard classification metrics including
accuracy, precision, recall, and Fl-score. Accuracy measures the overall correctness of the
model, precision evaluates the proportion of correctly identified attack instances, recall reflects
the model’s ability to detect actual intrusions, and the F1-score provides a balanced measure
between precision and recall.

To ensure fair comparison, the proposed model was evaluated against several existing intrusion
detection approaches, including traditional machine learning methods and advanced deep
learning architectures such as CNN-LSTM, CNN-BiLSTM, and ensemble-based models. All
models were assessed under similar experimental conditions across the three datasets.

Table 2 presents the comparative performance analysis in terms of average results obtained
across NSL-KDD, UNSW-NB15, and CICIDS2017 datasets, highlighting the generalization
ability of the proposed model.
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Table 2. Average Performance Comparison Across Multiple Datasets

Model Accuracy Precision Recall F1-Score
(Y0) (%) (%) (%)

Machine Learning IDS [1] 89.8 88.9 88.1 88.5

Hybrid CNN-LSTM Model [2] | 92.4 91.7 91.0 91.3

Feature Selection IDS [4] 93.6 92.9 92.3 92.6

CNN-BiLSTM Model [5] 94.8 94.1 93.6 93.8

Ensemble Deep Learning IDS | 95.7 95.2 94.8 95.0

[10]

Proposed AE-HDNN Model 98.3 97.9 97.5 97.7

The results demonstrate that the proposed AE-HDNN model consistently outperforms existing
approaches across all evaluation metrics. The improvement in performance can be attributed
to the integration of convolutional feature extraction, temporal dependency modeling using
BiLSTM, and the attention mechanism that enhances discriminative feature selection. Unlike
conventional models that exhibit performance degradation when applied to different datasets,
the proposed model maintains high accuracy and low false positive rates across heterogeneous
environments. This indicates strong generalization capability and robustness, making it suitable

for real-world intrusion detection scenarios involving diverse and evolving network traffic
patterns.
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Figure 2. Performance comparison of the proposed AE-HDNN model with existing intrusion
detection approaches across multiple evaluation metrics.

Fig. 2 demonstrate that the proposed AE-HDNN model achieves superior performance
compared to existing intrusion detection approaches. The proposed model achieved an overall
detection accuracy of 98.3%, which significantly exceeds the performance of traditional
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machine learning models and previously proposed deep learning architectures. The
improvement in performance can be attributed to the integration of convolutional neural
networks for spatial feature extraction, bidirectional long short-term memory networks for

temporal traffic analysis, and an attention mechanism that emphasizes the most informative
network traffic features.
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Figure 3. Training and validation performance of the proposed AE-HDNN model (a)
Accuracy curves showing the convergence of training and validation accuracy during the
learning process. (b) Loss curves illustrating the reduction of training and validation loss
across epochs, demonstrating stable model convergence and minimal overfitting.

Fig. 3 illustrates the training and validation performance of the proposed AE-HDNN model
during the learning process. The accuracy curve shows a consistent increase in both training
and validation accuracy across epochs, indicating effective model learning and generalization.
Similarly, the loss curve demonstrates a gradual reduction in training and validation loss,
confirming stable convergence and minimal overfitting during model training.

Confusion Matrix for Intrusion Detection

Normal Traffic

True label

Attack Traffic 1

Normal Traffic Attack Traffic
Predicted label

Figure 4. Confusion matrix of the proposed AE-HDNN model (aggregated results across
NSL-KDD, UNSW-NB15, and CICIDS2017 datasets)
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Fig. 4 illustrates the confusion matrix obtained from the aggregated predictions across the three
benchmark datasets, demonstrating the model’s consistent performance in distinguishing
between normal and attack traffic across heterogeneous environments. The results demonstrate
high true positive and true negative rates with minimal misclassification, confirming the
effectiveness of the proposed model.

Additionally, the proposed model achieves higher precision and recall values, indicating its
ability to accurately detect malicious activities while minimizing false alarms. The attention
mechanism plays a critical role in enhancing feature discrimination by dynamically assigning
higher weights to important traffic attributes during classification. As a result, the AE-HDNN
framework provides a robust and scalable solution for intrusion detection across heterogeneous
network environments.

Overall, the experimental results confirm that combining spatial feature learning, temporal
sequence modeling, and attention-based feature weighting significantly improves intrusion
detection accuracy and generalization capability across multiple cybersecurity datasets.

5. CONCLUSION

This study presented an Attention-Enhanced Hybrid Deep Neural Network (AE-HDNN) for
robust intrusion detection across heterogeneous network datasets. The proposed framework
integrates convolutional neural networks for spatial feature extraction, bidirectional long short-
term memory networks for capturing temporal dependencies in network traffic, and an attention
mechanism that emphasizes the most informative traffic features during classification.
Experimental evaluations conducted on benchmark cybersecurity datasets demonstrated the
effectiveness of the proposed architecture in accurately identifying malicious network
activities. The model achieved an overall detection accuracy of 98.3%, outperforming several
existing machine learning and deep learning-based intrusion detection approaches. The results
confirm that the integration of spatial-temporal learning with attention-based feature weighting
significantly improves detection performance while maintaining low false positive rates in
diverse network environments. Future work will focus on extending the proposed framework
to real-time intrusion detection in large-scale cloud and IoT network environments using
lightweight deep learning models.
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