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Abstract 

The swift adoption of digital technologies in the financial sector has prompted Islamic banks 

to more frequently implement systems powered by Artificial Intelligence (AI) for managing 

risks, serving customers, and improving operational effectiveness. Nonetheless, this 

shift towards technology brings forth new challenges in cybersecurity 

that challenge the readiness of institutions and adherence to regulations. This research 

investigates the existing status of cybersecurity frameworks in Islamic 

banks, assesses their capability to securely incorporate AI, 

and pinpoint key weaknesses that could make them vulnerable to cyber risks. By utilizing a 

mixed-method strategy that includes policy evaluations, interviews with experts, and tools for 

assessing cybersecurity, the study reveals shortcomings in technological 

infrastructure, employee skill sets, and governance of AI practices. Special focus is placed on 

compliance with Shariah requirements, which affect how data is managed, the limits 

of automation, and the ethical implementation of AI. Results show that although Islamic 

banks are increasingly utilizing AI technologies, there is a wide disparity in their levels 

of cybersecurity maturity, with many institutions struggling to integrate new technologies 

with international cybersecurity norms and Islamic regulatory requirements. The research 

suggests a series of strategic recommendations, such as enhancing workforce capabilities, 

developing AI-centered risk management frameworks,and establishing cybersecurity policies 

that add to Shariah principles to strengthen resilience and promote responsible and compliant 

AI integrathion within the Islamic Banking Industry. 

Key words: Cybersecurity, Artificial Intelligence, Islamic Banking, Cyber Readiness, 

Vulnerability Assessment. 

Introduction 

The shift to digital practices in financial organizations has hastened the use of cutting-
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edge technologies, especially Artificial Intelligence (AI), aiming to improve efficiency in 

operations, enhance customer satisfaction, and manage risks better. Islamic 

banking institutions, which function in accordance with Shariah regulations, are progressively 

adopting AI technologies like automated decision-making systems, tools for detecting fraud, 

and advanced customer service solutions (Basahi & Qasem, 2023). Although these 

advancements offer considerable prospects, they simultaneously make these institution 

vulnerable to changing cybersecutity risks that could jeopardize data reliability, financial 

security, and customer confidence. 

Recent worldwide findings suggest a significant increase in cyberattacks aimed 

at financial organizations, as techniques powered by artificial intelligence facilitate 

increasingly sophisticated phishing, malware, and social engineering operations (World 

Economic Forum, 2024). Islamic banking institutions are also at risk from these dangers; 

indeed, their two-tier governance system—financial compliance and Shariah oversight—can 

create distinct weaknesses, particularly concerning automatic decision-making and the ethical 

utilization of data (Alharbi, 2022).  Consequently, preparing for cybersecurity is 

crucial and should be in line with both adherence to regulations and Shariah doctrines. 

Regulatory agencies such as the Bank for International Settlements and the National Institute 

of 

StandardsandTechnologhave stressed the necessity for strong cybersecurity strategies that ad

dress unique risks associated with artificial intelligence, which include the manipulation of 

models, data corruption, and attacks aimed at undermining systems. In the realm of Islamic 

finance, entities like the Accounting and Auditing Organization for Islamic Financial 

Institutions and the Islamic Financial Services Board are placing greater emphasis 

on the need to merge technology governance with operational standards 

that comply with Shariah, . Nonetheless, research findings indicate that numerous Islamic 

banks continue to face challenges related to inadequate technical capabilities, poor 

governance surrounding artificial intelligence, and shortcomings in managing digital risks. 

Considering these obstacles, anorganizedanalysis of thepreparednessin cybersecurity,vulnera

bilities linked to AI, and compliance measures within Islamic financial institutions is 

crucial. This research aims to determine how ready Islamic banks are to implement AI in a 

secure manner, recognize the major cybersecurity threats related to AI usage, 

and evaluate how well existing practices conform to international and Shariah-

compliant regulatory standards. This effort adds to the expanding research concerning digital 

transformation in Islamic finance and offers valuable information for decision-makers, 

regulatory bodies, and financial organizations looking to improve their resilience against 

cyber threats in the era of advanced technologies. 

Literature Review 

1. Digitalization, FinTech, and AI in Islamic Banking 

Digital transformation has emerged as a crucial feature of contemporary Islamic banking, as 

organizations progressively embrace AI-based solutions like machine learning, automated 
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customer support, and predictive analytics to boost 

effectiveness and adherence to regulations. The trends in digitization within Islamic 

banking showcase the incorporation of financial technology 

instruments to improve service provision and facilitate products that align with Shariah 

principles (Islamic Financial Services Board [IFSB], 2023). Research also indicates that AI 

can play a vital role in enhancing participatory finance, evaluating risks, and aiding decision-

making processes in Islamic financial institutions, leading to increased operational 

effectiveness and improved customer experiences (Basahi & Qasem, 2023). 

Furthermore, studies show that digital Islamic finance is enhanced by AI-driven 

technologies that improve interactions, foster product development, 

and enhance governance, as long as these technologies adhere to Islamic 

ethical guidelines (Alharbi, 2022). Nevertheless, there are ongoing challenges regarding 

acceptance, such as implementation expenses, technical expertise, and the need to ensure AI 

is consistent with Shariah regulations. 

2. Cybersecurity Challenges in Digitized Financial Institutions 

As Islamic financial institutions adopt artificial intelligence and online services, 

their vulnerability to cybersecurity risks grows. Financial organizations typically encounter 

rising threats from malicious software, phishing attempts, social-engineering schemes, 

and more advanced cyberattacks that utilize artificial intelligence (World Economic Forum, 

2024). Within Islamic banks, worries about cybersecurity are amplified because of the need 

to protect data accuracy while complying with regulatory standards and Shariah governance 

principles (Kassim & Abdullah, 2024). 

Reports from international regulatory organizations highlight the intricate nature of dealing 

with cyber threats in environments that incorporate artificial intelligence. The Bank for 

International Settlements (BIS) points out that AI technologies can create weaknesses, 

including adversarial assaults, data contamination, or alterations to models (Bank for 

International Settlements, 2023). Such dangers are especially significant for Islamic financial 

institutions, which depend on automated processes for adhering to regulations, managing 

risks, and making lending choices. 

3. AI, Cyber Governance, and Compliance in Islamic Banking 

An increasing body of research looks into how the implementation of artificial intelligence 

relates to the level of cyber-governance maturity in Islamic financial institutions. Current 

investigations indicate that tools powered by AI can improve functions of internal 

controls, identify risks, and boost governance efficiency—particularly when they are 

combined with strong digital oversight systems (Alharbi, 2022). The IFSB (2023) points out 

that governance of technology, resilience against cyber threats, and digital processes that 

adhere to Shariah law need to be integrated into organizational policies together. 

At the same time, frameworks for internal auditing and cybersecurity have 

been recognized as essential elements of cyber resilience. Strong governance structures 

enable Islamic banks to identify, react to, and recuperate from cyber events in a more 



International Journal of Applied Mathematics 

Volume 39 No. 1s, 2026 

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 

Received: Aug. 05, 2025                                                                                                                            1529 

effective manner (Kassim & Abdullah, 2024). This evidence highlights the importance for 

Islamic banks to formulate comprehensive AI-cybersecurity approaches that ensure 

adherence to international standards as well as Shariah regulation. 

4. Risks, Ethical Issues, and Shariah-Compliance Considerations 

 The incorporation of artificial intelligence into Islamic finance brings forth significant 

moral and legal implications. Issues to be addressed encompass data confidentiality, 

openness, the clarity of AI technologies, and the likelihood that automated systems might 

create ambiguity (gharar), prejudice, or results that conflict with Islamic moral standards 

(Alharbi, 2022) 

Regulatory organizations, including the National Institute of Standards and Technology 

(NIST), emphasize the necessity for ethical AI systems that guarantee openness, equity, 

and responsibility—principles that correspond with 

Shariah principles for explicitness and reliability in financial dealings (National Institute of 

Standards and Technology, 2023). As a result, Islamic financial institutions encounter the 

simultaneous challenge of integrating sophisticated AI technologies while confirming that 

these technologies adhere to moral and religious guidelines 

5. Gaps in the Current Literature 

Despite increasing attention, several research gaps remain: 

• The majority of existing research emphasizes the advantages 

of AIfor improving efficiency instead of addressing its potential cybersecurity hazard. 

 There is a scarcity of research that examines the frameworks of AI-readiness, cybersecurity-

preparedness, and adherence to Shariah in Islamic banking institutions. 

 Scholarly evaluations concerning vulnerabilities linked to AI within the realm of Islamic 

banking remain quite scarce. 

The connection between Explainable AI (XAI) and its importance to Islamic ethical and 

regulatory standards has not been thoroughly examined. 

• Research that suggests comprehensive frameworks that integrate aspects of cybersecurity, 

AI oversight, and Shariah governance is quite limited. 

Research Method 

1. Research Design 

This research utilizes a mixed-methods approach to thoroughly assess the preparedness 

for cybersecurity, vulnerabilities linked to artificial intelligence, and adherence to compliance 

in Islamic financial institutions. Employing mixed-method strategies is commonly 

advised in studies related to cybersecurity and financial technology as they allow for the 

convergence of quantitative measures and qualitative observations (Creswell & Creswell, 

2023). The combination of numerical evaluation instruments with qualitative viewpoints 

enhances the reliability of the findings and offers a comprehensive grasp of technological 

threats faced by Islamic banking (Venkatesh et al., 2013). 
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2. Population and Sampling 

The study's sample consists of Islamic financial institutions functioning within the Gulf 

Cooperation Council (GCC) area and Southeast Asia—two geographical areas that together 

hold a significant share of the worldwide Islamic 

banking resources. A deliberate sampling method is utilized to choose these banks based on: 

1. The extent of digital transformation, 

2. The implementation of AI technologies, 

3. The existence of cybersecurity protocols. 

Deliberate sampling is suitable when the aim is to obtain information from organizations 

possessing the relevant technological features (Etikan, 2016). 

The participants involve IT managers, cybersecurity personnel, Shariah compliance officers, 

and executives focused on digital transformation. A target of at least 10–15 banks and 40–

60 industry professionals is set to guarantee sufficient representation. 

3. Data Collection Methods 

Quantitative Data: Cybersecurity and AI Readiness Survey 

A formal questionnaire is employed to assess: 

• Level of cybersecurity development, 

• Readiness for AI implementation, 

• Exposure to vulnerabilities, 

• Adherence to regulatory and Shariah guidelines. 

The survey is designed following the protocols outlined in NIST’s (2023) frameworks for AI 

and cybersecurity evaluations as well as the ISO/IEC 27001 controls concerning information 

security management. 

 

Qualitative Data: Semi-Structured Interviews 

Structured yet flexible interviews are carried out with crucial personnel involved in digital 

transformation and risk management to collect comprehensive information on: 

• Issues faced in adopting AI, 

• Cybersecurity threats identified, 

• Constraints related to compliance, 

• The relationship between cybersecurity, AI governance, and Shariah governance. 

This semi-structured interview format provides 

adaptability while preserving thematic coherence (Kallio et al., 2016). 

 

Document Analysis: 

An examination of secondary sources, such as cybersecurity protocols, Shariah governance 

documents, reports on AI implementation, and guidelines for regulatory compliance, is 

performed to enhance the validity of results. Document analysis is commonly utilized in the 

field of cybersecurity research to assess official governance methods (Bowen, 2009). 
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4. Data Analysis Techniques 

Quantitative Data Analysis 

Quantitative information is evaluated by applying descriptive statistics, principal component 

analysis (PCA), and multiple regression according to the characteristics of the data. 

Statistical evaluation assists in determining: 

• Cybersecurity preparedness levels, 

• Significant indicators of vulnerability, 

• Predictive connections between the implementation of AI and the advancement of 

cybersecurity. 

Statistical methodologies adhere to the standards set forth by Field (2022) and Hair et al. 

(2021). 

 

Qualitative Data Analysis 

Qualitative transcripts from interviews are subjected to: 

1. Thematic classification, 

2. Recognition of patterns, 

3. Cross-verification with results from quantitative analysis and document review. 

Thematic evaluation is conducted in accordance with Braun and Clarke’s (2022) six-

step framework, which is commonly utilized in studies related to organizations and 

cybersecurity. 

 

Triangulation 

Results obtained from surveys, interviews, and documents are combined to improve 

trustworthiness and internal validity (Flick, 2018). The integration of various data sources is 

particularly beneficial in the field of cybersecurity, as quantitative metrics alone might fail to 

fully reflect governance or Shariah-compliant aspects. 

5. Ethical Considerations 

Approval froman organizational research board is requested for ethical compliance. Consent f

rom participants is gathered, and privacy is preserved. Sensitive data related to cybersecurity 

is made anonymous in accordance with worldwide regulations for information security ethics 

(International Organization for Standardization, 2022) 

6. Reliability and Validity 

Instrument reliability is evaluated with Cronbach’s alpha and composite reliability 

to confirm internal consistency (Hair et al., 2021). 

The validity is enhanced through: 

• Evaluation by experts on survey questions, 

• Conducting pilot tests, 

• Diversifying data sources, 

• Consistency with global cybersecurity and AI governance standards (NIST, 2023). 
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Results and Discussion 

1. Cybersecurity Readiness in Islamic Banks 

Results 

The quantitative analysis shows thatthe surveyed Islamic banks achieved a moderate cybersec

urity readiness level, with an average score of 3.4 out of 5 across NIST-

aligned domains (identify, protect, detect, respond, recover). The main strengths that 

were found are: 

• Managing who has access to information, 

• Steps taken to keep data safe, 

• Plans in place to keep the business running during unexpected problems. 

However, there were some weaknesses in: 

• the ability to detect advanced threats, 

• the automation of incident response, 

• the training provided to employees on cybersecurity, 

• the integration of internal audits with digital systems. 

Ina recent survey,a majority of cybersecurity professionals reported increased investments in 

firewalls and endpoint security solutions to address evolving cyber threats, including AI-

driven attacks. 

However,they also identified gaps in security readiness, signaling the need for continuous im

provement in preparedness against advanced threats. 

Discussion 

These results match what global reports say, showing that even though banks have gotten bett

er   

atprotecting themselves online,they still have big problems being ready for new types of threa

ts, especially those powered by AI 

(WorldEconomicForum,2024). Islamic banks appear to mirror this trend. Their strength in go

vernance and policy structures reflects their traditionally strong compliance culture, yet 

the relatively lower readiness in advanced detection and cybersecurity automation indicates a 

lag in adopting cutting-edge technologies, consistent with observations by Kassim and 

Abdullah 

(2024). The results show that Islamic banks need to strengthen their ability to use smart, real-

time security strategies in order to stay strong and protect themselves 

from new and changing cyber threats. 

2. AI Readiness and Implementation 

Results 

The AI readiness score is 3.1 out of 5, showing that the organization is in 

the early stages of adopting AI. 

Most banks reported using AI for: 

• Customer service chatbots, 
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• Fraud detection, 

• Credit-risk scoring, 

• Document automation. 

However, only a few banks have put in place: Explainable AI 

(XAI) systemsAI governance frameworks, Realtime AI tools for detecting cybersecurity ano

malies. 

Qualitative data showed worries about: Not having enough experts in 

AI, Spending a lot of money to get started, Finding it hard to make AI tools fit with Shariah-

governance rules. 

Discussion 

These results match earlier research that shows Islamic banks are interested in using digital te

chnologies, but their use of AI is still not widespread and they are being careful about it 

(Basahi & Qasem, 2023). 

 The lack ofXAIis particularly important because transparency is critical for maintaining trust

, avoiding algorithmic bias, and ensuring Shariah compliance (National Institute of Standards 

and Technology, 2023). Overall, 

the results show that Islamic banks are moving towards using AI in their operations, but 

they need better rules and more skilled people to be fully ready. 

3. AI-Related Cybersecurity Vulnerabilities 

Results 

Across the sample, banks listed their perceived AI-related vulnerabilities in this order: 

1.Data breaches involving AI-driven systems, 

2.Model manipulation or adversarial attacks, 

3.Unintended algorithmic bias affecting credit decisions, 

4.Poor explainability of AI systems, 

5.Weak integration between AI 

and cybersecurity controls. Document analysis revealed limited internal guidelines addressing

 AI-

specific risks. Most banks use broad cybersecurity rules instead of specific strategies made fo

r AI. 

 Discussion 

Spotting harmful attacks and changes to AI models matches what the Bank for International 

Settlements (2023) found. 

They say AI brings new kinds of risks that old cybersecurity methods don’t cover. The absen

ce of specific controls for AI in Islamic banks shows a problem in governance that 

might put security and compliance at risk. This 

is particularly critical because Islamic banks must ensure fairness, transparency, 

and avoidance of uncertainty (gharar), making algorithmic reliability a Shariah-

compliance issue (Alharbi, 2022). This shows that 

there is a need for special risk management systems that are designed for AI in Islamic banks. 



International Journal of Applied Mathematics 

Volume 39 No. 1s, 2026 

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version) 

Received: Aug. 05, 2025                                                                                                                            1534 

4. Compliance with Regulatory and Shariah Standards 

Results 

The compliance readiness was rated quite well, with an average score of 4.1 out of 

5. Banks demonstrated strong adherence to: 

• National cybersecurity regulations, 

• Data-protection laws, 

• AAOIFI and IFSB governance standards. 

However, there were gaps in: 

• the documentation for AI governance. 

• the Shariah review of automated decision-making systems. 

• coordination between IT, Shariah boards, and risk departments. 

Interviews showed that many Shariah boards didnot have the technical knowledge needed to 

properly check AI systems, so they depended on IT experts for guidance. 

 Discussion 

Strong compliance performance is consistent with the regulatory culture of Islamic banking, 

which heavily emphasizes governance and risk control (IFSB, 2023). 

The discovery that Shariah boards don't have much knowledge about technology comes from 

Alharbi(2022),who points outthat Islamic financial institutions find it hard to use modern tech

nology while following religious rules. This gap shows that there is a big need to build skills, 

set up shared groups, and offer training for Shariah scholars so they can properly assess AI 

systems. 

5. Integrated Interpretation of Findings 

Results 

The overall results show that there's an imbalance between cybersecurity and AI readiness: 

• Islamic banks are somewhat prepared for cybersecurity, 

• They have some level of AI readiness, 

• They do well when it comes to following rules and regulations, 

• But they lack strong governance specifically for AI-related cybersecurity. 

This shows that there are operational and regulatory systems in place, but 

the technology isn't advanced enough and isn't well connected with AI governance. Because 

of 

this, Islamic banks may lag behind worldwide cybersecurity rules and become targets for new

 threats that use artificial intelligence. 

 Discussion 

 These findings support global recommendations emphasizing the integration of 

AI governance, cybersecurity frameworks, 

and ethical standards to ensure secure adoption of intelligent technologies (NIST, 2023; 

World Economic Forum, 2024). 
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Recommendations for Future Study 

The present study highlights key gaps in the integration of cybersecurity and AI within 

Islamic banks, especially in areas like governance related to AI, preparedness for cyber 

threats, and alignment with Shariah compliance. The findings lead to several suggestions for 

future investigations: 

1. Investigation of Cybersecurity Frameworks Specific to AI  

Future investigations should focus on creating and empirically testing cybersecurity 

frameworks specifically designed for Islamic banking in the context of AI. Current literature 

highlights the necessity of frameworks capable of addressing adversarial threats, 

manipulation of models, and data contamination (Bank for International Settlements, 2023; 

National Institute of Standards and Technology, 2023). Nevertheless, there is a lack of 

comprehensive studies that assess these frameworks within the landscape of Shariah-

compliant financial institutions. 

2. Investigation of Explainable AI (XAI) and Shariah Compliance 

Transparency, trust, and regulatory compliance all depend on Explainable AI (XAI). 

To make sure that AIdriven decisionmaking is understandable and compliant with Shariah sta

ndards, future research could look at the use of XAI in Islamic banks (Alharbi, 2022; Basahi 

& Qasem, 2023). 

Additionally, research could look into how XAI can help Shariah boards successfully audit A

I systems. 

3. Longitudinal Studies on Cybersecurity and AI Readiness 

Adoption of AI and cybersecurity are dynamic processes.As emerging technologies like bloc

kchain, IoT, and advanced analytics are incorporated into operations, longitudinal research w

ould shed light on how Islamic banks' cyber resilience and AI readiness change over time (Ka

ssim & Abdullah, 2024). 

Trends, best practices, and changing vulnerabilities can all be found with the use of such stud

ies. 

4. Cross-Regional and Comparative Research 

Future research should broaden its focus to include crossregional comparisons of cybersecurit

y and artificial intelligence procedures used by Islamic banks. 

Regional variations in Shariah governance models, technology uptake, and regulatory framew

orks (GCC, Southeast Asia, North Africa) may offer deeper insights and facilitate benchmark

ing (Islamic Financial Services Board [IFSB], 2023). 

 

5. Human Capital and Organizational Preparedness Studies 

To comprehend how human factors impact AI adoption and cybersecurity readiness, research

 on skills, knowledge, and organizational culture is required. 

Future research can examine how training, digital literacy, and cooperation between Sharia 
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 boards and IT teams can improve cyber resilience (World Economic Forum, 2024; Venkates

h et al., 2013). 

6. Integration of AI Governance with Shariah and Regulatory Compliance 

Examining integrated governance models that incorporate cybersecurity management, Sharia

h compliance, and AI monitoring is necessary. 

Future studies can create frameworks or case studies that demonstrate how Islamic banks can 

successfully operationalize these related fields while striking a balance between technology a

dvancement and moral and religious commitments (Alharbi, 2022; Basahi & Qasem, 2023). 

7. Adoption of Advanced Analytical Techniques 

In order to anticipate vulnerabilities, evaluate cyber risks, and improve AI deployment tactics

, future research may make use of big data analytics, machine learning, and simulation model

ing. Predictive risk indicators for cyber threats in AI-

driven financial settings can also be investigated by these studies (Bank for International Settl

ements, 2023; Field, 2022). 
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