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Abstract

Intrusion Detection Systems (IDS) are very important for keeping networks safe from online
dangers, especially when there are a lot of different classes of data and duplicate features that
can slow things down. This work presents a new way to improve the performance of IDS by
mixing the K-Best and Random Forest Importance methods for feature extraction. Before
Principal Component Analysis (PCA), Linear Discriminant Analysis (LDA), Independent
Component Analysis (ICA), and the suggested blend method were used on the 1oT-23 dataset,
features were normalized and labeled. The combination method picked out important factors
like flow time, packet length, protocol type, and response numbers, which led to better
classification results. We used an 80-20 split for train and test to check how well three models
(XGBoost, Random Forest, and Naive Bayes) worked. Comparative research showed that the
combined method was better, as it achieved 99% accuracy and big gains in precision,
memory, and Fl-score measures. In particular, XGBoost proved to be the best model,
showing impressive speed with its mixed feature set. PCA, LDA, and ICA, on the other hand,
gave average results. This shows how important it is to combine different feature selection
methods. The results show that the mix method can deal with feature duplication and improve
IDS performance, which makes it a good choice for real-world use. To make this method
even better, more study could look into how it works with bigger datasets and more models.
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1. Introduction

Intrusion Detection Systems (IDS) are crucial for defending digital systems from numerous
cyber threats, particularly as devices and networks become increasingly interconnected. Since
IoT and other data-heavy settings are becoming more popular, attacks are tougher to discover
and stop. These networks contain a lot of unique data, thus they require robust analytic
techniques to find issues rapidly. IDSs perform better or worse depending on the quality and
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usefulness of their threat detection capabilities. High-dimensional datasets sometimes contain
repeated or forgotten trends, making system learning models less helpful [1]. Thus, strong
feature extraction approaches are required to improve IDS and lower computation costs.
Many people have employed typical function extraction methods like PCA, LDA, and ICA to
improve type and reduce dimensions. Combining approaches [2] may eliminate redundancies,
improve the way critical capabilities are displayed, and make IDSs better at spotting issues.
This study offers combining okay-pleasant with Random forest importance to extract
capabilities, which may detect relevant traits. Random forest significance is dependent on
how much they increase version performance, whereas okay-first-rate selects great features
based on statistics scores. Combining these strategies ensures that all trends are statistically
significant and valuable in real life [3], [4]. This reduces noise in the dataset and improves the
chosen functions for distinguishing instructions, especially when there are many [5]. The
proposed method was tested on the IoT-23 dataset, which contains all IoT-related network
traffic data. Normalization and label encoding ensured data consistency for system learning.
Flow duration, protocol type, and response counts were found using hybrid feature extraction
[6], [7]. We next trained three popular classifiers—XGBoost, Random Forest, and Naive
Bayes—with these attributes.

2. CIC IoT dataset 2023

The Canadian Institute for Cybersecurity created the CIC IoT Dataset 2023 as a complete tool
to help with study in attack detection and IoT security. This dataset has a lot of information
about network activity that is suited to the changing security needs of loT settings [8].

Protocol
flow_duration Header_Length re :;:e Duration Rate Srate Drate fin_flag_number

0 0.000000 540 6.0 640 8.216014 8216014 00 0.0

1 0.000000 0.0 1.0 64.0 1.273160 1273160 00 0.0

2 0.197337 234065.0 17.0 6

=

0 2139.548403  2139.548403 0.0 0.0

3 0.107838 30854.5 170 6

=

0 11434.330849 11434.330848 00 0.0

4 4.636251 108.0 6.0 64.0 0.431384 0.431384 00 0.0

Figure 1: Sample Dataset Description

There are also tools that are special to TCP, UDP, and ICMP data, which lets you analyze
different types of communication in [oT systems in great detail. The collection is notable for
its big size it includes millions of records that model how IoT devices would talk to each
other during different types of attacks, such as DoS, DDoS, and data theft.

3. Methodology

The suggest proposed method, flowchart illustrate in figure 2, mixed feature extraction
method that combines K-Best and Random Forest Importance techniques, the suggested
method aims to improve intrusion detection in multi-class datasets. In experiments, the loT-23
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dataset is used because it contains a lot of real-world IoT network information, both good and
bad.

Multi-Class Dataset

Figure 2: Overview of workflow for proposed system architecture

As the first step in the process, the raw information is normalized to make the feature values
more consistent and label encoding is used to turn category values into numbers. This gets rid
of data errors and makes sure it works with machine learning models. In order to set the input
factors and goal groups for classification tasks, features and labels are kept separate. After
that, hybrid feature extraction is used to make feature selection better and reduce the number
of dimensions. The K-Best method starts by ranking features based on how statistically
important they are to the goal variable. This finds the most important factors.

A. Data preprocessing

1. Features and Labels Separation

During preprocessing, the information is split into features, which are the input factors, and
labels, which are the desired outcomes. Features are the distinctive parts of arrange
information, like bundle estimate, stream length, and convention sort [9]. They are
exceptionally imperative for finding patterns or interesting behavior.

Let the dataset "D" consist of 'n" samples with ‘'m" features:
D = {(X1,y1),(X2,y2),...,(Xn,yn) }
Where:
- Xi = [xil, xi2, ..., xim]: Feature vector of the i-th sample.
- yi: Label corresponding to Xi.
The separation process splits "D into:
— Feature matrix "X: X = [X1,X2,...,Xn] € R*"(n X m).
— Label vector 'Y:Y = [yl,y2,...,yn] € R"n.
2. Label Encoder
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Label decoding may be a exceptionally imperative step for turning names that portray
categories into numbers that machine learning frameworks can get it [9], [10]. Within the [oT-
23 dataset, for occurrence, names that appear the sort of activity (such as "Ordinary," "DoS,"
or "DDoS") are turned into numbers (0, 1, 2).

Let 'L = {11, 12, ..., Ik}  represent 'k’ unique categorical labels. Label encoding maps these
labels to integers:

f) =j—-1,vlelj=12..k
Thus, each label "yi € L' is converted into “f(yi) € {0, 1, ..., k-1}".
—If L = {"Normal","DoS","DDoS"},
f("Normal™) = 0,f("DoS"™) = 1,f("DDoS") = 2.
3. Features Normalization

Normalizing features gets rid of scale differences between parameters by making the range of
numerical features the same. Values like file size and inter-arrival time, for example, can be

very different [11].
Normalization rescales each feature “xij" to a standard range (e.g., [0, 1]):
xij — min(xj)

!

x'ij

- max(xj)—min(x]')JVi € lLnlj e lLml

Where:
- xij: Original value of the j-th feature in the i-th sample.

This ensures that x'ij € [0, 1], making the dataset uniform and reducing biases caused by
varying feature scales.

B. Feature Extraction
1. Principal Component Analysis (PCA)

A common way to reduce the number of dimensions in data is to use Principal Component
Analysis (PCA). This method breaks down large amounts of data into a smaller group of
unrelated parts [12], [13].

1. Principal Component Analysis (PCA)

- Covariance Matrix:

£ = ()20 — Wi - "
- Eigenvalue Decomposition:
Jvi = Aivi
Where Ai and vi are the eigenvalues and eigenvectors.
- Projection:
X'=X-Vk

Received: July 20, 2025 292



International Journal of Applied Mathematics

Volume 38 No. 1s, 2025

ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)
e Where Vk contains the top k eigenvectors.

2. Linear Discriminant Analysis (LDA)

Linear Discriminant Analysis (LDA) is a guided method for reducing the number of
dimensions that focuses on making it easier to tell the difference between classes [14]. In IDS,
LDA finds a linear mixture of traits that best separates different classes, like normal traffic
and different types of threats.

Linear Discriminant Analysis (LDA)
- Mean Vectors:
uc = (1/nc) Zx € Ccx
- Scatter Matrices:
Sw = 2XYXY(x — puc)(x — uc)™T
Sb = Jnc(ue — p)(uec — w"T
- Optimization:
Sbhw = ASww
e Select top k eigenvectors for transformation.
3. Independent Component Analysis (ICA)
In Independent Component Analysis (ICA), statistically independent parts of the information
are taken out [15]. This makes it useful in busy and mixed settings. For IDS uses, ICA finds
trends in network data that could mean that something is normal or that an attack is
happening.
- Centering and Whitening:
X =X—-u
X'=w- X
- Non-Gaussianity Maximization:
Kurt(x) = E[x*] — 3(E[x?])?
- Independent Components:
S=w . X"

4. Result and Discussion

XGBoost, Naive Bayes (NB), and Random Forest (RF) classifiers' performance was tested
using various feature extraction methods, as shown in Table 1: PCA, LDA, ICA, and a
combination method that combines K-Best and Random Forest Importance of Features.
Crucial measures like accuracy, precision, memory, and Fl-score were used to rate each
method.
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Table 3: Performance Comparison of Algorithms with various feature extraction technique

Method Accuracy Precision Recall F1-Score
PCA Features Extraction
XGBoost 93 62 60 60
NB 75 39 44 37
RF 94 62 60 60
LDA Features Extraction
XGBoost 93 64 58 59
NB 72 40 40 36
RF 94 62 56 58
ICA Features Extraction
XGBoost 95 62 60 60
NB 73 39 44 35
RF 95 64 61 64
Hybrid Feature Extraction (K-BEST + Random Forest Importance)
XGBoost 99 77 70 71
NB 71 45 44 36
RF 99 70 68 69

The figure 3 shows how well different feature extraction methods work with different
algorithms (XGBoost and Random Forest). The combination method (K-Best + Random
Forest Importance) had the best accuracy (99%) and F1-score (71% for XGBoost and 69% for
RF), showing that it was the best at improving classification results.

RF + Hybrid

XGB + Hybrid

RF + ICA

XGB + ICA

RF + LDA

Algorithms

XGB + LDA

RF + PCA

XGB + PCA

(o] 20 40 60 80 100 120
%

®m F1lScore = Accuracy

Figure 3: Performance Comparison Graph of Algorithm with Feature Extraction Techniques

Other methods, such as PCA, LDA, and ICA, gave average results, with ICA slightly doing
better than LDA and PCA. XGBoost always did better than Random Forest in all methods for
extracting features. The accuracy, precision, recall, and Fl-score of Naive Bayes (NB),
Random Forest (RF), and XGBoost are shown and compared in Figure 4. At 99%, both
XGBoost and RF are the most accurate. However, XGBoost is better than RF in precision
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(77% vs. 70%) and Fl-score (71% vs. 69%). NB is much behind, with an accuracy score of
71%, a precision score of 45%, and an F1-score of 36%. The outcomes show that XGBoost is
better at dealing with large datasets, especially when mixed with hybrid feature extraction
methods. This makes it the best algorithm for finding intrusions.

®Accuracy wPrecison mRecall mF1-Score

XGBoost

%
I
,, I s
_44
L Kj

A]gonthms

Figure 4: Performance Comparison of Algorithms WRT Hybrid Feature Extraction Technique

Combining the best features of K-Best and Random Forest Importance to make feature
selection better, the combination method was the clear winner. Because of its gradient
optimization and ability to handle feature interactions, XGBoost regularly did better than NB
and RF as a classifier. A method using both hybrid feature extraction and XGBoost works
best for making intrusion detection systems very accurate and reliable, especially for datasets
with multiple classes like 10oT-23.

5. Conclusion

In multi-class classification situations, where feature variety and duplication are big problems,
intrusion detection systems (IDS) are very important for keeping networks safe. The [oT-23
dataset was used in this study to show how to use a mixed feature extraction method that
combines K-Best and Random Forest Importance to get the best feature selection for IDS.
When we compared different classifiers (XGBoost, Random Forest, and Naive Bayes) and
feature extraction methods (PCA, LDA, ICA, and Hybrid), it was clear that the hybrid method
was the best at making classification work better. The combination method did a great job
because it kept important things like flow length, protocol type, and response numbers. With a
score of 71% on the F1 scale, XGBoost was the best predictor, with 99% accuracy, 77%
precision, and a mixed feature set. Random Forest was right behind it, with 99% accuracy and
an Fl-score of 69%, which shows how solid it is. On the other hand, Naive Bayes didn't do
very well. Its best accuracy score was 71%, and its F1-score was only 36%. This shows that it
doesn't work well with large, multi-class datasets. Traditional feature extraction methods,
such as PCA, LDA, and ICA, made some progress but had trouble dealing with the
complexity of links between more than one classes. ICA did better than the other ways, but it
couldn't be used in real time because it needed a lot of computing power.
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