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Abstract

Advanced Persistent Threats (APTs) pose a significant challenge to modern cybersecurity
infrastructures due to their stealthy behavior, prolonged presence, and multi-stage attack
strategies. Among the various attack phases, lateral movement remains particularly difficult to
detect, as attackers often exploit legitimate services such as Remote Desktop Protocol (RDP)
to propagate within enterprise networks. This paper proposes an integrated cyber defence
framework, termed CMCOADL-TDC, which combines machine learning-based detection with
an adaptive deception-driven response mechanism to identify and mitigate malicious RDP
activities associated with APT attacks.

The proposed methodology utilizes Windows event logs related to RDP sessions, capturing
authentication behavior, session characteristics, and access anomalies. Multiple datasets
containing benign and malicious traces are consolidated to enhance data diversity and improve
generalization. After preprocessing, feature extraction and selection are applied to represent
lateral movement patterns effectively. Several supervised learning classifiers Logistic
Regression, Random Forest, Gaussian Naive Bayes, Feedforward Neural Network, Decision
Tree, and AdaBoost are evaluated using a 10-fold cross-validation strategy. An ensemble
learning approach with weighted voting is employed to further improve detection reliability.

Experimental results demonstrate that the proposed framework achieves consistently high
performance across multiple attack classes. The AdaBoost classifier outperforms other models,
attaining an accuracy of up to 99.9%, precision of 99.9%, recall of 98%, and an F1 score of
0.99. Furthermore, the deception-driven belief update mechanism enhances defensive
adaptability by dynamically responding to attacker behavior, reducing false positives and
limiting lateral movement. The results confirm that the proposed CMCOADL-TDC framework
is effective, robust, and suitable for real-world APT detection scenarios.
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1. Introduction

The internet has become an indispensable component of modern human life, supporting
communication, commerce, governance, and entertainment across homes, offices, and mobile
platforms. Continuous internet connectivity enables individuals and organizations to remain
informed, conduct business operations efficiently, and maintain social interactions. However,
this extensive dependence on digital technologies also introduces significant risks, including
identity theft, privacy breaches, and unauthorized access to sensitive information [1].

Cybersecurity research has increasingly focused on understanding and predicting cyberattacks
to design effective defence mechanisms. Several studies characterize cyber threats as a form of
cyber warfare, emphasizing the need for proactive and strategic cyber defence frameworks. A
major challenge in cybersecurity lies in accurately identifying attacker intentions, threat
vectors, attack methodologies, and system vulnerabilities. Understanding these factors is
essential for mitigating future risks and enhancing system resilience.

A comprehensive understanding of cyber threats enables organizations to develop adaptive
security strategies tailored to their specific operational environments. Analyzing system
weaknesses, misconfigurations, and software vulnerabilities is critical for recognizing potential
attack surfaces. Cybersecurity teams must also assess the attacker’s objectives, determine the
type of data being targeted, and evaluate the potential impact of a successful breach. Cyber
threats can be broadly defined as deliberate attempts by individuals or groups to gain
unauthorized access to computer systems or networks with the intention of stealing, altering,
or disrupting information. Any compromise of data authenticity, integrity, or availability
constitutes a cyber threat [2].

Once an attack is initiated, compromised systems can be remotely controlled and exploited as
surveillance tools or attack platforms. Systems lacking proper security measures such as
updated antivirus software, secure configurations, and robust patch management are
particularly vulnerable. Common cyber threat objectives include espionage, financial theft,
service disruption, and unauthorized access to sensitive organizational or governmental data.
Cybersecurity aims to protect digital systems by ensuring the availability, integrity, and
confidentiality of information resources.

Integrity ensures that data is not altered or deleted without authorization.

Availability guarantees that authorized users can access systems and information when
required.

Confidentiality prevents unauthorized disclosure of sensitive information.

Many cybersecurity experts identify malware as one of the most widely used tools for
executing malicious activities in cyberspace [3]. Malware refers to a broad class of malicious
software that is installed on systems without user consent, often operating covertly to weaken
system defences and exploit vulnerabilities.
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1.1 Types of Cyber Threats

Cyber threats encompass various attack techniques designed to compromise network security
and manipulate information systems. Malicious code is intentionally crafted to perform
unauthorized operations by altering program logic and system behaviour [4].

1.1.1 Denial of Service (DoS)

Denial of Service (DoS) attacks aim to disrupt the availability of network services by
overwhelming a target system with excessive traffic or service requests [5]. These attacks
typically involve flooding a server with illegitimate requests, preventing it from responding to
legitimate users. A defining characteristic of DoS attacks is the use of spoofed or fake IP
addresses, which makes it difficult for the server to authenticate request origins. As a result,
system resources become exhausted, leading to degraded performance or complete service
outages.

1.1.2 Man-in-the-Middle (MiTM)

Man-in-the-Middle (MiTM) attacks occur when an attacker secretly intercepts and manipulates
communication between two legitimate parties [6]. In such attacks, the adversary gains real-
time access to sensitive data such as login credentials, banking information, and personal
details. MiTM attacks often rely on malware that infiltrates systems and establishes
unauthorized communication channels, allowing attackers to monitor, alter, or inject data
during transactions.

These attacks typically involve two main phases: data interception and decryption [7]. The
attacker positions themselves between a client and server, impersonating both parties and
manipulating data exchanges without detection.

1.1.3 Trojan Horse

A Trojan Horse is a type of malware that disguises itself as legitimate software to deceive users
into executing it [8]. Once activated, Trojans provide attackers with unauthorized access to
system functions, enabling activities such as file deletion, data modification, information theft,
and system monitoring. Trojans frequently rely on social engineering techniques, such as
deceptive email attachments or fake software updates, to trick users into installing malicious
code. After installation, Trojan malware can spread across multiple files and compromise
system functionality, depending on the attacker’s intent and design [9].

1.2 Characteristics of Cyber Threats

Cyber threats are characterized by deliberate attempts to compromise the authenticity, integrity,
and availability of information systems. Attackers often exploit system vulnerabilities,
including software flaws, misconfigurations, and inadequate security controls [10]. Once a
system is compromised, attackers may use it for surveillance, data extraction, or as a launch
point for further attacks.
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Cybercriminals systematically monitor system behaviours to identify weaknesses and extract
sensitive data from targeted organizations [11]. These attacks often exhibit the following
characteristics:

Coordinated: Attacks are carefully synchronized to achieve specific objectives efficiently [12].
Organized: Attack strategies follow structured and logical frameworks.

Large-scale: Many attacks affect vast numbers of systems, leading to significant financial and
data losses.

Sequential: Attacks progress through well-defined stages to maximize impact.

Strategic or Ad hoc: Some attacks are meticulously planned, while others exploit immediate
opportunities.

Resource-intensive: Advanced attacks require substantial time, expertise, and financial
investment [13].

2. Research Methodology

The proposed methodology aims to design an effective framework for the detection and
mitigation of Advanced Persistent Threats (APTs) with a specific emphasis on lateral
movement activities within enterprise networks. APT attacks are characterized by stealthy
behavior, prolonged dwell time, and multi-stage execution, making them difficult to detect
using traditional rule-based or signature-based security mechanisms. To address these
challenges, the methodology integrates machine learning—based detection with an adaptive
deception-driven defense strategy, enabling both accurate identification of malicious activities
and dynamic response to evolving threats. Figure 1 showed the overall process of CMCOADL-
TDC algorithm.
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Figure 1 Overall process of CMCOADL-TDC algorithm

Performance Evaluation

The overall workflow begins with the collection of network and host-level data, primarily
focusing on Windows event logs associated with Remote Desktop Protocol (RDP) sessions.
RDP is frequently exploited by attackers during the lateral movement phase of APT attacks to
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move across compromised systems while maintaining persistence. The collected logs capture
critical information such as authentication attempts, login failures, session duration, source and
destination address, and privilege usage. These attributes provide valuable insight into
abnormal access patterns indicative of malicious behavior.

Since individual datasets often lack sufficient diversity to represent the full spectrum of APT
behaviors, multiple datasets containing both benign and malicious RDP session traces are
consolidated. This aggregation is performed in alignment with established APT attack models
to ensure comprehensive coverage of different attack stages and strategies. The combined
dataset improves model robustness and enhances generalization capability when exposed to
unseen attack patterns. Each data instance is labeled to support supervised learning-based
classification.

Prior to model training, the collected data undergoes preprocessing to improve quality and
consistency. This includes the removal of duplicate records, handling of missing values, and
elimination of irrelevant or noisy attributes. Categorical features are encoded into numerical
representations, while numerical attributes are normalized to ensure uniform feature scaling.
These preprocessing steps prevent bias caused by dominant features and contribute to stable
model convergence. Importantly, preprocessing parameters are derived exclusively from the
training data and then applied to validation and test sets to avoid data leakage and ensure fair
performance evaluation.

Feature extraction is carried out to represent RDP session behavior effectively. Extracted
features capture temporal and statistical characteristics such as frequency of login attempts,
ratio of failed to successful authentications, session duration anomalies, and access time
irregularities. These features are particularly effective in distinguishing legitimate user
behavior from lateral movement patterns commonly observed in APT attacks. To further
enhance detection efficiency and reduce computational complexity, a feature selection process
is applied to retain only the most informative attributes. This step mitigates dimensionality,
reduces noise, and improves classification accuracy.

The refined dataset is then used to train multiple supervised machine learning classifiers for
malicious RDP session detection. The selected classifiers include Logistic Regression, Random
Forest, Gaussian Naive Bayes, Feedforward Neural Network, Decision Tree Classifier, and
AdaBoost. Each model is trained to distinguish between normal and malicious RDP sessions
based on extracted features. To ensure robust performance estimation and reduce bias, a k-fold
cross-validation strategy with k set to 10 is employed. This approach evaluates the models
across multiple data partitions, ensuring consistent and reliable performance measurement.

To further improve detection reliability, an ensemble learning strategy is adopted. Ensemble
methods combine the predictions of multiple classifiers to achieve better performance than
individual models. Initially, a majority voting mechanism is applied, followed by a weighted
voting approach that assigns higher importance to classifiers demonstrating superior
performance. This ensemble strategy effectively reduces false positives and false negatives by
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leveraging the complementary strengths of different classifiers, making the detection
framework resilient to contradictory and adversarial attack behaviors.

Detection alone is insufficient to counter APTs due to their adaptive and persistent nature.
Therefore, the proposed methodology integrates a deception-driven defense mechanism guided
by a belief update algorithm. This algorithm continuously updates the defender’s belief about
the attacker’s intent, progression stage, and potential next actions based on observed behavior.
Using this updated belief state, the defense system dynamically selects appropriate
countermeasures, such as access restriction, deception deployment, or enhanced monitoring.
This adaptive response strategy increases the attacker’s uncertainty, disrupts attack
progression, and limits lateral movement within the network.

The evaluation of the proposed methodology is conducted using both individual and
consolidated datasets to assess robustness and scalability. Performance is analyzed across
different attack intensities categorized as low, moderate, and high, reflecting varying levels of
attacker knowledge and stealth. The methodology is also tested against contradictory and
adversarial scenarios to assess its resilience. Experimental results demonstrate that the
integrated detection and defense framework consistently achieves high accuracy, precision,
recall, and F1 score, validating its effectiveness in real-world APT detection scenarios.

Table 1 Threat detection outcome of CMCOADL-TDC algorithm for 80:20 of Training and

Testing phase
Classes Accuracy (%) [Precision (%) [Sensitivity (%) [Specificity (%) MCC (%)
Training Phase (80%)
Normal 95.79 87.81 87.16 97.54 84.96
D-dos 04.67 82.68 85.61 96.46 80.93
DoS 05.58 01.33 80.61 08.51 83.27
Brute Force 05.46 87.02 85.50 97.45 83.54
Bot-Net 96.25 86.89 90.86 07.31 86.61
Web 95.75 85.58 90.56 96.83 85.47
Average 05.58 86.89 86.72 97.35 84.13
Testing Phase (20%)
Normal 95.33 82.52 89.47 96.44 83.17
D-dos 94.00 79.82 87.50 95.36 79.96
DoS 03.33 86.17 75.00 97.36 76.48
Brute Force 04.33 85.11 80.00 97.20 79.15
Bot-Net 96.50 01.26 88.68 98.18 87.85
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Web 94.83 80.43 85.06 96.49 79.69

Average 94.72 84.22 84.29 96.84 81.05

The threat detection outcomes of the CMCOADL-TDC algorithm are inspected on 80%:20%
of training and testing set are shown in Table 1 and figure 2. The Training accuracy metric is
resolved by using the proposed technique on the TR data, whereas the validation accuracy
metric is calculated by estimating the solution on a discrete testing database.
100
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94
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80
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Avg.Values (%)

Performance Metrics

Figure 2 Average performance of the CMCOADL-TDC algorithm on an 80:20 split of the
training and testing phase

The result implied that the CMCOADL-TDC method enhanced classification performance
under six classes. On 80% of training the proposed technique attains an average accuracy,
precision, specificity and MCC of 95.58%, 86.89%, 86.72%, 97.35% and 84.13%
correspondingly. Besides on 20% of testing, the proposed method attains average accuracy,
Precision, sensitivity, specificity and MCC of 94.72%, 84.22%, 84.29%, 96.84% and 81.05%
correspondingly.

3. Results and Discussion

K-fold cross-validation serves as a method for evaluating machine learning models based on
baseline characteristics as illustrated in Table 2. The value assigned to k is 10. A comparative
analysis is performed involving Logistic Regression (LR), Random Forest (RF), Feedforward
Neural Network (FNN), Gaussian Naive Bayes (GNB), Decision Tree Classifier (DTC) and
AdaBoost classifiers. The AdaBoost classifier demonstrates enhanced performance in terms
of accuracy, precision, F1 score and recall.

Table 2 Estimation of performance metrics during detection of RDP session with ML classifiers
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Classifier \Accuracy |Precision |F1 Score [Recall
Random Forest 99.08% 99.06% 00.96 96.00%
Logistic Regression 08.04% 10.07% 00.03 01.03%
Gaussian Naive Bayes 99.04% 86.03% 00.85 83.01%
Feed-Forward Neural Network (96.06% 0% 0 0%
Decision Tree Classifier 99.09% 99.00% 00.95 92.60%
AdaBoost 99.09% 99.09% 00.99 99.08%

In addition to improved accuracy and precision, the AdaBoost classifier also has improved
recall and F1 score. This is due to the fact that new classifiers are designed to enhance the
efficiency of classifiers that are already in use.

99.5 -
99.0 1
T %8s 0
< s
S 98.0 - 2
2 S
L4
a
£ 975
97.0 1
—e— Precision 5
96.5 1 —e— Recall == Duration Lo
0 100 200 300 400 500
Estimators

Figure 3 The correlation between the quantity of estimators and the Precision, Recall and
Duration of the independent AdaBoost model.

The introduction of new classifiers aims to improve the effectiveness of the existing classifiers.
Figure 3 presents a detailed analysis of the AdaBoost classifier's performance across different
metrics as the number of clusters varies. Figure 4 presents the results of cross-validation across
multiple iterations. The suggested cross-validation model is compared with established models,
incorporating robustness testing and bootstrapping for a comprehensive analysis.
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Figure 4 A comparison of the Recall values across different iterations during cross- validation

Diverse attack styles use varying degrees of stealth, violence and knowledge are categorized
as high, moderate and low. The probability of attack and success for each circumstance is
assessed. A comprehensive analysis of the effectiveness of the proposed model is shown in
Figure 5. This analysis covers both individual datasets and the aggregated dataset across a
variety of factors. When the combined dataset is evaluated with harmful traces from a user it is
shown that the classification performance has improved.
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Figure 5 Evaluation of examination results using individual and consolidated datasets
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Ensemble machine learning techniques can combine multiple independent classifiers to
improve overall performance. A majority voting strategy is employed to integrate the machine
learning models within the ensemble. A weighted voting approach is adopted to refine this
process, assigning weights based on expert intuition. This method reduces false positives
and negatives by prioritizing the classifier with better performance. Experiments are performed
to assess the effects of contradictory assaults on the suggested methodology. The findings
indicate that the suggested methodology is resilient demonstrating an ability to effectively
identify and counter various adversarial attacks.

In recent years, cyber dangers have emerged as a substantial issue for people and companies
heavily dependent on the internet for many reasons. Advanced Persistent Threats (APTs)
represent some of the most intricate and enduring types of attacks. In the context of an APT
attack and its Lateral Movement phase, Remote Desktop Protocol (RDP) is often used as a
method to mitigate operational disruptions caused by the attack. This study focuses on
identifying and mitigating malicious attacks within RDP sessions using Windows event logs.
To address the constraints of singular datasets and many datasets are amalgamated in
accordance with recognized attack models. Anomalous RDP sessions are identified using a
supervised learning methodology that extracts pertinent characteristics. A comparative analysis
of classification algorithms, namely Random Forest (RF), Logistic Regression (LR), Gaussian
Naive Bayes (GNB), Feedforward Neural Network (FNN), Decision Tree Classifier (DTC) and
AdaBoost, is performed using performance criteria including precision, recall, F1 score and
accuracy. Among these, the AdaBoost classifier outperforms the others, achieving an accuracy
0f 99.9%, precision of 99.9%, F1 score of 0.99 and a recall of 98%.

4. Conclusions

This paper presents an effective and adaptive framework for detecting and mitigating
Advanced Persistent Threats by focusing on malicious lateral movement within Remote
Desktop Protocol sessions. By leveraging Windows event logs and consolidating multiple
datasets, the proposed CMCOADL-TDC framework overcomes the limitations of single-
dataset analysis and improves detection robustness against diverse attack behaviors. The
integration of feature extraction and selection enables precise representation of abnormal RDP
session characteristics commonly exploited during APT campaigns.

A comprehensive evaluation of multiple supervised machine learning models demonstrates that
ensemble-based approaches significantly outperform individual classifiers. Among all
evaluated models, the AdaBoost classifier achieves superior performance across accuracy,
precision, recall, F1 score, and MCC metrics, confirming its suitability for detecting stealthy
RDP-based attacks. The adoption of weighted voting further enhances classification reliability
by reducing false positives and false negatives.

Beyond detection, the incorporation of a deception-driven belief update mechanism provides
an adaptive defense capability that dynamically responds to attacker behavior. This approach
increases attacker uncertainty, disrupts attack progression, and limits lateral movement within
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the network. Experimental results across varying attack intensities and adversarial scenarios
validate the resilience and effectiveness of the proposed framework.

Overall, the CMCOADL-TDC framework offers a scalable, intelligent, and practical solution
for enterprise-level APT detection and response. The findings highlight the importance of
combining machine learning with adaptive defense strategies to address the evolving
complexity of modern cyber threats.
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