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Abstract:

Securing application layer data in Internet of Things (IoT) systems continues to be a challenging
problem because of limited system resources of devices, protocol heterogeneity, and the variety of
devices at deployment scale. While transport-layer security mechanisms are widely adopted
Technologies TLS and conditionally DTLS, the handshake overhead, memory footprint and the
computational complexity of those algorithms may limit usability in reduced energy environments.
As a result, there is growing interest in lightweight protocol-independent security mechanisms that
need not alter existing protocol stacks.

This work presents a comprehensive system-level study about the applicability of KaTaPaYa based
lightweight encryption algorithm for securing payloads in popular [oT application protocols namely
MQTT, CoAP and HTTP. The proposed approach applies KaTaPaYa encryption at the application
payload layer before the protocol encapsulation so that the protocol headers, control fields and
message semantics are not affected. Through experimental evaluation, the payload transformation
behavior, protocol compliance, transmission integrity, computational overhead and observable
security characteristics such as entropy and avalanche effect are studied.

Experimental results show that successful transmission and processing of KaTaPaYa encrypted
payloads are achieved by applying KaTaPaYa encryption across all the evaluated protocols; protocol
violations and rejections of messages are not encountered. The results prove that the suggested method
is a protocol agnostic black-box that augments payload confidentiality while ensuring compatibility
with the system. This work describes KaTaPaYa based encryption as a practical supplement of the
existing IoT security mechanisms and also contributes to system oriented security engineering
research.

Keywords-- KaTaPaYa encryption, IoT security Payload encryption, MQTT, CoAP, HTTP,
Lightweight cryptography, System-level evaluation.

Introduction

The Internet of Things (IoT) paradigm has helped bring large-scale deployment of interconnected
devices in a variety of areas including smart cities, healthcare monitoring, industrial automation, and
environmental sensing. These systems are based on light weight communication protocols for the
limited bandwidth, processing capability and energy availability [1], [2]. Among these, MQTT, CoAP
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and the use of a Restful interface using the hypertext transfer protocol (HTTP) have become dominant
application layer protocols based on simplicity, scalability and interoperability [3] -[5]. Despite the
large scale of their implementation, [oT communication protocols are limited when it comes to the
security mechanisms available out of the box. Instead, the security is usually provided by transport-
layer solutions, such as TLS or DTLS [6], [7]. While these mechanisms provide powerful
cryptographic guarantees, their computational cost, handshake latency, and memory requirements can
be prohibitive for constrained IoT devices [8], [9]. Several empirical studies have revealed the
significant increase in connection setup time and power consumption in embedded environment by
using TLS/DTLS [10], [11].

To overcome these limitations, cryptographic techniques that run above the transport layer have been
investigated to provide lightweight schemes [12] -[14]. Payload-level encryption in particular
provides a flexible security model where data confidentiality is accomplished without making any
changes to protocol headers and transport mechanisms. This approach is particularly appealing for
heterogeneous loT deployments with devices, protocols, and network infrastructures of various
descriptions [15]. Previously KaTaPaYa based encryption algorithm was presented, which utilizes the
symbolic-numeric encoding, Unicode abstraction, the fixed-length binary expansion and bit-level
diffusion to achieve outstanding security properties with little computational burden. While
algorithms analysis was used to prove communicating the features like high diffusion and avalanche,
its effects and application in the practical application of real IoT communication protocol were
unknown. This work is an extension of the research by performing a system-level evaluation of
KaTaPaYa encryption for the payloads of MQTT, CoAP and HTTP protocols. Rather than suggesting
a novel cryptographic primitive, however, the focus is integration feasibility, protocol behavior, and
engineering trade-offs. The most important research objectives include:

To test whether KaTaPaYa encryption can be used on IoT protocol payloads without protocol
violation.

Goals of the study:

To see the effect of payload encryption on the structure of the packets, success of transmission and
protocol compliance.

To evaluate system level security characteristics for different application protocols. By addressing
these objectives, this work makes a contribution to the applied security engineering, as well as for the
general goal of constructing deployable, light-weight security mechanisms for IoT systems.

Related Work

Research on securing IoT communication covers many layers of the protocol stack, such as
lightweight cryptographic primitives, protocol-specific security enhancements, and even system-level
security frameworks. This section overviews the existing work in four major categories as (i)
lightweight cryptography for [oT, (ii) security mechanisms in [oT application protocols, (iii) payload-
level encryption approaches, and (iv) system-level security evaluation studies.
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Lightweight Cryptography in IoT systems

Lightweight cryptography has become a reality as a reaction to computational and energy constraints
of [oT devices. Traditional cryptographic algorithms such as AES and RSA, although safe, are often
a resource when implemented on low power microcontrollers [1]. As a result, a number of lightweight
block ciphers and stream ciphers have been proposed. Block ciphers such as the PRESENT [2], LED
[3], SIMON, SPECK [4], and RECTANGLE [5] are optimized for gate count, memory consumption
and power usage. While these algorithms implement better efficiency, they still involve key
scheduling, round functions and often require hardware acceleration to meet the performance
requirements.

In parallel, lightweight steam ciphers, like Grain and Trivium, have been studied for constrained
environment [6]. However, these approaches are frequently built upon numerical operations and key-
stream generation mechanisms, which are not necessarily optimal for textual data that is frequently
exchanged in IoT messaging systems. Recent surveys [7], [8] indicate that many lightweight
cryptographic schemes focus on the algorithmic efficiency of the solution and fail to address the issues
of integration in a heterogeneous IoT protocol stack. This limitation is the driving force behind
studying alternate methods that work at higher levels of abstraction, such as the encryption of
application layer payloads.

Security Mechanisms of IoT Application Protocols

IoT application protocols like MQTT, CoAP, and HTTP mostly depend on transport layer security
mechanisms for security (confidentiality and integrity). MQTT is typically using TLS over TCP,
CoAP over UDP [9], [10] using DTLS. IoT systems that use the hypertext transfer protocol (HTTP)
are also relying on secure transfer protocol (HTTPS). Several studies have been conducted to assess
the impact of TLS and DTLS on performance in IoT environments. Research in [11] and [12] shows
that DTLS handshakes cause a significant latency and memory overhead, especially for constrained
nodes with limited amounts of RAM. In addition, session renegotiation and certificate management
make the system even more complex [13]. There have been alternative approaches for object-level
security of CoAP messages like OSCORE [14]. While effective, OSCORE adds more header fields
and complex key management, which can limit adoption in heterogeneous deployments. Overall,
existing protocol-level security mechanisms offer excellent protection, but at the expense of higher
system complexity, which motivates efforts to develop complementary methods/techniques with
lightweight solutions.

Encryption at the Payload Level.

An alternative that can prove attractive is payload-level encryption where application data is secured
without consideration to the protocol header and transport mechanisms. In this method, the message-
content will be encrypted directly preceding protocol encapsulation to create protocol transparency.
A number of research works have been done on the topic of payload encryption in IoT. An example
of such work is in [15], which uses a symmetric encryption of MQTT packets and measures the
overhead of the performance, which proves to be more flexible than the TLS-based solutions. On the
same note, [16] illustrates the CoAP messages encryption of their payloads with the focus of
supporting constrained devices. Nevertheless, a lot of the currently available payload encryption
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protocols are based on classic cryptographic primitives like AES whose application can incur
computational costs. Moreover, technique usage in the majority of methods, numerical information
of sensors is analyzed and the transformation of linguistic or textual messages is not taken into
account. The KaTaPaYa based model is essentially different since it uses the symbolic-numeric
encoding and Unicode abstraction that gives it the ability to transform textual payloads in a secure
way without using complex mathematical procedures. This is where it makes the suggested system
stand-out in comparison with traditional ways of payload encryption.

System-Level Security Assessments

System-level security analysis is concerned with evaluating the integration, the behavior of protocols
and trade-offs at the system level, and not the cryptographic proofs. These studies have been
commonly found in systems engineering and in SEI-style studies.

Preceding research in [17] - [19] assesses the effect of security protocols on the performance of the
IoT protocols with respect to latency, throughput, and energy consumption. These studies focus on
the significance of determining security solutions within real protocol settings as opposed to the
unrealistic setting. In [20], the security mechanisms of MQTT and CoAP are compared, pointing out
that protocol-agnostic solutions are required, which can be used with different communication
models. On the same note, [21] emphasizes that security protocols should not alter protocol
compliance as means to enhance interoperability on a large-scale deployment.

Although this has been done, there is scarce literature on how encoding-based cryptography methods
can be used in a system-level view on various [oT protocols. This gap is filled by the current study as
it presents a comparative analysis of the KaTaPaYa based payload encryption in the context of MQTT,
CoAP, and HTTP.

2.5 Positioning of the Present Work.

Judging by the literature reviewed, it is clear that the current research work is submitted to lightweight
cryptographic algorithm design or protocol-specific security design. Limited literature is found on the
practical implementation of alternative encryption techniques into several protocols when maintaining
protocol semantics.

The current paper-

Assess the encoding-based encryption algorithm in practical protocol settings.
Proves that a protocol agnostic independent security convention which can be adapted to several IoT
Protocols

This piece of work enhances algorithmic cryptography studies and corresponds to the goals of applied
security engineering.

IoT Protocol Characteristics Packet Structure and Payload Characteristics.

The condition prior to implementing any scheme of payload-level encryption is a clear point
impression of the packet format and payload semantics of the targeted communication protocols. This
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part compares the formats of MQTT, CoAP and HTTP packets by focusing on the transparency of
payloads, the limitations on the size of the header, and the ability to integrate them.

3.1 MQTT Packet: Analysis of Packet Structure

MQTT is a small publish subscribe protocol that should be used in low-bandwidth and unreliable
networks. An MQTT packet consists of three main parts, namely, a fixed header, a variable one, and
a payload [22].

Table 1: MQTT Packet Structure

Component Description Encryption Impact

Fixed Header Control type, flags, remaining length | Must remain unchanged

Variable Header | Topic name, packet identifier Must remain unchanged

Payload Application message content Encryptable

In the MQTT protocol, the payload is an opaque sequence of bytes and, therefore, brokers do not
process or verify the payload contents. This design property establishes MQTT as an inherently
appropriate technology for applying payload-level encryption.

The publish subscribe semantics, topic routing, and quality-of-service (QoS) mechanisms of the
protocol are not impacted as KaTaPaYa encryption is used on the field of the payload only. It is
experimentally proved that encrypted payloads are received and handled unaltered.

End-to-End Encryption Workflow (MQTT)

Publisher MQTT Broker Subscriber
(Message Broker)
Plaintext Data Encrypted Payload
ot101011011101 | é FEEHATGTGAT

Publish Topic Encrypted
& Encrypted Message
Payload MQTT Broker Delivery

=4

Katapayadi Decryption

[
Topic Routing

QoS Handling

Session Management

Encrypted Payload Decrypted Data

- GGG | [ orotonottion |

FIG.1 End-to-End Encryption Workflow (MQTT)
3.2 CoAP Packet Structure Analysis

CoAP is a REST-based protocol optimized for constrained environments and operates over UDP. A
CoAP message consists of a fixed-size header, optional token, options, and a payload [23].

Table 2: CoAP Packet Structure
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Component Description Encryption Impact
Header Version, type, code, message ID Must remain unchanged
Token Request—response correlation Must remain unchanged
Options URI, content format, metadata Must remain unchanged
Payload Application data Encryptable

Options are distinguished by a payload marker (0xFF), and application data and protocol metadata
are distinctly separated. This structural division allows safe cryptic encoding of payload content
without disabling message decryption or options processing.

The encrypted data consists of the payload information that is encrypted in a similar way (KaTaPaYa)
prior to packet transmission but implies that these encrypted messages do not modify semantics or
UDP checksums calculation (Uranez, 2007).

Symbolic Encoding & Unicode Mapping (CoAP Payload)

Plaintext Data

> OXFF | payioad Marker —¢
SAN JOSE

| oog) Qoji€piognoscode>PBayload

11100001 100110001 11100001 011
|| 10000000 10110041 1110000110010
1 s

k Formation |

00000101 0000010

Unicode Mapping:

U-10938 U0938 UA091E
U19316 U49328

FIG. 2 Symbolic Encoding & Unicode Mapping (CoAP Payload)
3.3 Analysis of HTTP Message structure.

The HTTP is the request response model and is still popular among IoT gateways and integration
systems with clouds. An HTTP message can be full of a start line, headers, an empty line, and an
optional message body [24].

Table 3: HTTP Message Structure

Component Description Encryption Impact

Request/Status Line | Method or response code | Must remain unchanged

Headers Metadata, content length | Must remain unchanged

Message Body Application payload Encryptable
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Message bodies are application-specific and do not rely on any networking protocol, but are not
decipherable to network proxies in HTTP-based IoT systems. Body encryption does not contravene
HTTP semantics, but as long as suitable headers like Content-Length are amended.

It has been experimentally established that HTTP servers can correctly handle requests when the body
is encrypted using KaTaPaYa and that a RESTful semantics is not lost.

Binary Block Formation (HTTP Payload)
Plaintext Data
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3 POST /data HTTP/1.1
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Content-Length: 64
100001011 100110001 111000011010111010001

FIG. 3 Binary Block Formation (HTTP Payload)
3.4 Transparency of Payload and Encryption Possibility

The important observation in all the three protocols is payload transparency. All protocols are
agnostic, as to the content of payloads. The property allows KaTaPaYa encryption to be applied ithout
modifying the protocols.

Table 4: Payload Encryption Feasibility Comparison

Protocol | Payload Transparency | Header Modification | Encryption Feasibility
MQTT | High No High
CoAP High No High
HTTP High No High

This analysis establishes that KaTaPaYa encryption can be applied uniformly across heterogeneous
protocols while preserving protocol compliance.

4. System Architecture and Integration Framework.

The given KaTaPaYa based encryption system is developed as an application-layer security element
that may be incorporated into the existing stacks of IoT communications without the need to modify
protocol implementations or network infrastructure. This section is a documentation of system
architecture, functional modules and representative deployment models of edge, gateway and cloud
environments.
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The philosophy of layered integration combines the strengths of integration and architecture
components.

4.1 Layered Integration Architecture.

KaTaPaYa encryption module is placed between the application logic and the protocol stack, which
allows paying pay load level security without protocol semantics.

System Architecture of Katapayadi-Enabled IoT Communication

Sender Node Communication Network Receiver Node
| Y
MQTT | CoAP |
HTTP - Katapayadi Decryption
N
Be

Encrypted Payload

MQTT / CoAP / HTTP
Plaintext Messages Mg ) Reconstructed Messages

FIG. 4 System Architecture of KaTaPaYa-Enabled IoT Communication

Layered View:
Layer Function
Application Layer Generates plaintext messages

KaTaPaYa Encryption Layer Symbolic encoding, diffusion

Protocol Layer MQTT / CoAP/HTTP
Transport Layer TCP/UDP
Network Layer [P-based routing

This separation ensures that:

Protocol headers and control fields remain unmodified

Existing protocol libraries can be reused without changes

Encryption and decryption logic remains application-controlled

4.2 System functional modules.

The system enabled by KaTaPaYa is the following functional blocks as shown in FIG. 4:

Plaintext Processing Module: Processing receives text message generated by the application and it
carries out normalization.
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Unicode Mapping Module: Abstraction is provided on the basis of platform-independence.

Binary Block Formation Module: The output of this module is fixed sized binary blocks.

Bit Diffusion Module: This is an algorithm that optimizes security by means of multi-directional
diffusion.

Protocol Interface Module: Incorporate ciphertext into protocol payloads.

Decryption Module: Item reciprocates translation at the receiver.

This modularity is useful in the reuse to various protocols and deployment.

4.3 Edge Device Deployment Model.

Sensors and actuators in edge-based intensity of IoT implementations have restricted processing
power and foundation. KaTaPaYa encryption is directly done on the edge device in this model prior
to sending data.

Decryption Workflow (Edge Receiver)

Edge Receiver

!

Symbolic Decoding

gana@ s
—t L

\ {'etcer:::': zus.p;) |
FIG. 5 Decryption Workflow (Edge Receiver)

Characteristics:

Performing local encryption
Less exposure to the risk of plaintext exposure over transmission.

The model is appropriate to privacy-sensitive information, i.e. such as healthcare monitoring or
environmental sensing

4.6 Multi-Protocol Interoperability

The major benefit of the proposed architecture is that it can support the use of several protocols on a
single encryption framework. Through slight modification, the same KaTaPaYa encryption logic can
be used interchangeably between MQTT, CoAP and HTTP.

Table 6: Protocol Interoperability Support

Protoco | Encryption Integration | Header Changes
1

MQTT | Payload-only None
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CoAP Payload-only None

HTTP Message body None

This interoperability reduces development complexity and supports heterogeneous IoT deployments.
4.7 Patent Architecture Dilemma.

The outlined system architecture corresponds to the claims used in the Patents based on KaTaPaYa,
which stipulate:

* Encoding based on symbolic numbers before binary encoding.

* Portability with abstraction based on Unicode.

* Protocol-agnostic payload-level encryption.

This paper states the industrial applicability of the patented framework.
5. Experimental Design and Methodology

In order to determine the feasibility of practical implementation and system-level performance of
KaTaPaYa based payload encryption, a controlled experimental testbed had been developed. The
experiments were not aimed at quantifying the cryptographic security alone, but rather monitored its
compatibility with the protocols, their behavior in transmissions, the number of computations needed,
and other characteristics associated with security when the encryption engine is used in actual [oT
communications patterns.

5.1 Testbed Architecture
The testbed is an experimental testbed made up of three major components:

Sender Node: Produces plaintext messages, encrypts the messages using KaTaPaYa algorithm and
transfers the encrypted payloads.

Communication Network: Provides protocol specific delivery of either MQTT, CoAP or HTTP.
Receiver Node: This acts as a receiver of encrypted payloads, runs KaTaPaYa decryption and recovers
the original plaintext.

FIG. A — Virtual l1oT Testbed Topology

% E-KTPYencryption

FIG. 7 Virtual IoT Testbed Topology
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To decouple the behavior of protocols and encryption overheads of optimizations inherent to the
specific hardware, the sender and receiver nodes were deployed on general-purpose computing
environments

5.2 Protocol Configuration

Widely adopted reference implementations were used to configure each protocol in order to have
realistic behavior

Table 7: Protocol Configuration Parameters

Protocol Transport Role Configuration

MQTT TCP Publisher—Broker—Subscriber
CoAP UDP Client—Server

HTTP TCP Client—REST Server

In the case of MQTT, the publish subscribe model, where a broker was used, encrypted payloads were
offered on predetermined topics. In CoAP, UDP messages were used to send confirmable messages
so that reliability of delivering messages could be tested. In the case of HTTP, POST messages with
encrypted message bodies were posted to a REST endpoint.

5.3 Message Dataset and Message Test Scenarios.

All protocols were tested with a constant set of plaintext messages to allow reasoning about fair

comparison.
Table 8: Message Dataset Characteristics
Parameter Value
Message type Textual
Encoding ASCII
Message length Short to moderate
Content Identical across protocols

Each plaintext message was encrypted using the KaTaPaYa algorithm prior to transmission and
decrypted upon reception. Multiple iterations were performed to observe consistency and
repeatability.

5.4 Encryption and Decryption Workflow

The encryption procedure was based on the architecture presented above:
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Plaintext message generating.

Symbolic-numeric encoding

Unicode abstraction

Formation of binary blocks of fixed length.
Multi-directional bit diffusion multi-directional bit diffusion
Payload insertion and transmission

FIG. B — Sequence Diagram: E-KTPY Payload Encryption and Decryption
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FIG. 8 Sequence Diagram

5.5 Measurement Metrics

The evaluation focused on system-level metrics, rather than cryptographic proofs.

Table 9: Measurement Metrics

Metric Measurement Objective

Transmission success | Protocol acceptance

Payload size Expansion due to encryption
Processing time Encryption + decryption overhead
Entropy Ciphertext randomness

Avalanche effect Bit-level sensitivity

Protocol compliance | Header integrity

These metrics were selected to reflect practical deploy ability in [oT systems.
5.6 Measurement Methodology
The methodology used was the following one during each protocol:

Plaintext messages were sent without encryption to form a baseline.
The messages were encrypted with KaTaPaYa and sent as payloads of the same messages.
Success of the transmission and protocol behavior were noticed.
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Before and after encryption, the reserves of the payload were recorded.
Timers of encryption and decryption were taken to test performance of systems.

Ciphertext output A check was made on the output of ciphers with respect to randomness and
diffusion.

5.7 Reproducibility Cases.
In order to facilitate reproducibility and independent verification:

Experiments held using the same plaintext datasets.
Configuration of protocols were maintained constant.
Parameters of encryption were set on a one-on-one test.

This will guarantee that the results that are observed are because of the system behavior of KaTaPaYa
based payload encryption and not due to random environmental conditions.

5.8 Assumptions and scope of the experiment.
The experiments assume:

Payload control in the application-layer.
No transportation-layer encryption interference.
Faithful receiver/server and sender.

These assumptions are coherent with the scope that the proposed system is intended to cover and with
the deployment scenarios described in Section 4.

6. Results of experiments and analysis by protocol.

In this section, the analysis of the experimental observations made during the implementation of the
KaTaPaYa-based payload encryption in the context of MQTT, CoAP, and HTTP protocols is going to
be provided in detail. It focuses on protocol behavior, payload properties, integrity of transmission
and effects of protocols at system level as opposed to cryptographic demonstrations.

MQTT Payload Encryption Results

MQTT experiments were done with a typical publisher-broker-subscriber set up. To have a baseline,
plaintext messages were initially sent without encryption and KaTaPaYa-encrypted payload messages
sent in the same conditions.

Table 10: MQTT Payload Behavior

Parameter Plaintext Payload | Encrypted Payload
Broker acceptance Yes Yes

Subscriber reception | Yes Yes

Payload readability | Readable Non-readable
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Topic routing impact | None None

The MQTT broker accepted and transmitted encrypted payloads as opaque data and transmitted it
effectively to the subscribers without alteration. There were no issues in topic-based routing, quality-
of-service processing or with session management. All these supports the conclusion that KaTaPaYa
encryption does not disrupt semantics of the MQTT protocol, and it can be easily put into place at the
payload level.

Table 10(a):MQTT Payload Behavior (Observation with E-KTPY Encryption)

Item Plaintext MQTT | Encrypted MQTT Message | Observation
Message (E-KTPY)

Topic iot/sensor/temp iot/sensor/temp No change

QoS 1 1 No change

Retain flag 0 0 No change

Payload size 52 bytes 104 bytes 100% expansion

Payload content JSON readable Ciphertext Opaque

Broker routing Success Success Unaffected

Subscriber Plain JSON Ciphertext —  decrypted | Works

receive JSON

Broker visibility | Readable Unreadable Confidentiality preserved

Table 10(a) demonstrates the nature of MQTT messages when E- KTPY payload encryption is
implemented. Application payload is converted only, whereas MQTT protocol fields like topic name,
QoS level and retain flag do not change. The payloads are sent by the encrypted data without
examination by the broker as opaque sequences of bytes. Even though the size of the ciphertext grows
as a result of the encoding and diffusion processes, publishsubscribe semantics and routing behavior
are not affected. At the subscriber end, the original message has been successfully rebuilt upon the
end of decryption. Such observations prove that the encryption scheme E-KTPY can be used with one
hundred per cent compatibility with the payload-transparent design of MQTT.

CoAP Payload Encryption Results

The reliability and will handling of the messages were tested through confirmable messages sent over
UDP to trigger CoAP experiments. The same identifiers and options of the plaintext were used to
transmit the encrypted payloads.
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Table 11: CoAP Payload Behavior

Parameter Plaintext Payload | Encrypted Payload
Message delivery Successful Successful

Option parsing Correct Correct

Payload marker handling Normal Normal

UDP checksum errors None None

The encrypted payloads were correctly separated from CoAP options using the payload marker,
ensuring proper message parsing at the receiver. No checksum or fragmentation errors were observed.

Table 11(a): CoAP Payload Behavior (Example Observation with E-KTPY Encryption)

Item Plaintext CoAP | Encrypted CoAP Message (E- | Observation
Message KTPY)

Method POST POST No change

URI-Path /sensor/temp /sensor/temp No change

Message Type | CON (Confirmable) CON (Confirmable) No change

Message ID 0x4A12 0x4A12 Preserved

Token 0x91ab 0x91ab Preserved

Options Content-Format: JSON | Content-Format: octet-stream Minimal update

Payload size 48 bytes 96 bytes 100% expansion

Payload Readable JSON Ciphertext Opaque

content

Retransmission | Normal Normal Unaffected

Server parsing | Direct parse Decrypt — parse Works

Table 11(a) illustrates how CoAP messages exhibit under the E-KTPY payload encryption. The CoAP
payload is transformed only whereas the most important parts of a protocol like message type,
message id, token, and options are kept constant. The payload marker will guarantee that there is
proper separation of encrypted data and protocol metadata. Confirmed message exchanges and
retransmission schemes work as expected despite the growth of payload size on account of encoding
and diffusion.
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FIG. C — CoAP Payload Encryption & Extraction
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FIG.9 CoAP Payload Encryption & Extraction

These results demonstrate that KaTaPaYa encryption preserves CoAP message structure and is
suitable for constrained UDP-based communication.

6.3 HTTP Payload Encryption Results

Experimentation was conducted in the style of HTTP requests centered on POST in the style of REST
requests that are frequently used in the [oT gateway and cloud interface. The request headers were
left intact, and encrypted payloads were put into the body of an HTTP message.

Table 12: HTTP Payload Behavior

Parameter Plaintext Body Encrypted Body
Server acceptance Yes Yes

HTTP status codes 200 OK 200 OK

Header modification None Content-Length only
Payload interpretability Readable Non-readable

HTTP servers successfully accepted requests containing encrypted payloads, provided that the
Content-Length header reflected the modified payload size. No semantic changes were required to the
HTTP protocol.

Table 12(a): HTTP Payload Behavior (Example Observation with E-KTPY)

Item Plaintext HTTP | Encrypted HTTP | Observation
POST POST (E-KTPY)

Method/URL POST /iot/data POST /iot/data No change

Headers Host, Content-Type, | Same  +  updated | Only length
Content-Length Content-Length changes
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Body type JSON text Encrypted ciphertext | Payload becomes
string (base64/hex) opaque

Example body | "temp":27,"device":" | QzFBN;j... (ciphertext) | Unreadable

(snippet) nl"

HTTP status 200 OK 200 OK Server accepts

Server parsing Direct JSON parse Decrypt — then parse | Requires decrypt
JSON step

As seen in Table 12(a), E-KTPY is designed to work exclusively on the HTTP message body level,
without distorting the meaning of the HTTP protocols, or making it incompatible with servers. In
plaintext, the server just parses the JSON body. Under the encrypted version, the content of the
message is substituted by ciphertext, but it still uses the same endpoint and method. All it needs is a
change to the HTTP layer, which involves altering the Content-Length (possibly including
application/octet-stream as content type as well). It was experimentally verified that when encrypted
payloads were sent, the servers had responded successfully (HTTP 200 OK), and the original message
used by the application was reassembled correctly after it was decrypted at the receiver.

e

o
¢ Client |

Decrypt

FIG. D — HTTP POST Encrypted Body Flow

( Server 1 )

[E-KTPY Encrypt Body]
{'sensor_id": ‘A’, 'value': 45.7} 1
POST

Encrypted

POST Encrypted Body ~BodY

010 00010110

Encrypted Body = E-KTPY(Body)

POST Encrypted Body

{'serisor_-id"; 'A, 'value: 45.7} |. . __p—

Body = E-KTPY”-1Ciphertext) Y HTTP‘

FIG.10 HTTP POST Encrypted Body Flow

This confirms that KaTaPaYa encryption can be deployed in HTTP-based IoT systems without
disrupting REST semantics.

6.4 Expansion Analysis of Payload Size

The size expansion that is caused by payload encryption is inevitably as a result of encoding and
diffusion. The protocols established similar expansion.

Table 13: Payload Size Expansion

Protocol Avg. Plaintext Size | Avg. Encrypted Size | Expansion
MQTT Baseline Increased Moderate
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CoAP Baseline Increased Moderate

HTTP Baseline Increased Moderate

Although payload size increased, no protocol-imposed size limits were violated in the evaluated
scenarios. This overhead is acceptable for most IoT messaging use cases.

Table 13(a): Payload Size Expansion Across Protocols (E-KTPY Encryption)

Protocol | Avg Plaintext | Avg Ciphertext | Size Increase | Expansion | Notes
Size (bytes) Size (bytes) (bytes) (%)

MQTT | 64 128 +64 100% Broker treats
payload opaque

CoAP 64 128 +64 100% Still within UDP
limits

HTTP 64 128 +64 100% Content-Length
updated

MQTT | 128 256 +128 100% Linear scaling
observed

CoAP 128 256 +128 100% No fragmentation
observed

HTTP 128 256 +128 100% Compatible with
REST body

MQTT | 256 512 +256 100% Stable expansion
ratio

CoAP 256 512 +256 100% Requires  MTU
check if larger

HTTP 256 512 +256 100% No protocol
impact

Table 13(a) shows the quantitative size increase in the payload caused by the encryption E-KTPY.
Because of symbolic encoding, Unicode encoding, fixed length binary encoding and diffusion, sizes
of ciphertext were found to be about twice that of plaintext. The experimental findings demonstrate a
stable ratio of expansion of almost 100 percent of MQTT, CoAP, as well as of the HTTP protocols.
Although the payload size had increased, no problem of protocol compliance was detected. MQTT
brokers and HTTP servers were not taught to decrypt encrypted messages, and CoAP packets were
not above the allowable limit of UDP packets on the test settings. The results imply that the bandwidth
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overhead that E-KTPY imposes is predictable, linear and can be handled by the typical size of an [oT
message.

6.5 Encryption and Decryption Overhead

Processing time measurements focused on encryption and decryption operations at sender and
receiver nodes.

Table 14: Processing Overhead Observations

Operation Observation
Encryption time Low
Decryption time Low

Protocol delay Unaffected
End-to-end latency Slight increase

The observed overhead is attributed primarily to symbolic encoding and bit diffusion stages. However,
the impact on overall communication latency was minimal.

Table 14(a): Processing Overhead Observations of E-KTPY Encryption

Metric MQTT | CoAP | HTTP | Unit Observation

Avg encryption time 0.82 0.83 |0.81 ms/msg Low

Avg decryption time 0.74 0.75 10.73 ms/msg Low

Total crypto time 1.56 1.58 1.54 ms/msg Minimal overhead
Extra end-to-end latency +1.6 +1.6 |+1.5 ms Negligible

CPU utilization increase 4.2 4.5 4.0 % Lightweight
Throughput (with E-KTPY) 640 632 650 msgs/sec | Stable
Throughput (without encryption) | 820 815 830 msgs/sec | Baseline
Throughput reduction 21-23% | 22% | 21% | % Acceptable

Table 14(a) is used to measure the process computing power of the encryption and decryption
processing steps (the E-KTPY) employed during E-KTPY data encryption and decryption protocols.
The mean time of encryption and decryption of messages was found to be less than one milliseconds
per message in the software based simulating setup. This additional end-to-end latency due to payload
encryption amounted to nearly 1.5-1.6 ms which is nothing considering the way networks normally
transmit. There was less than 5 percent increment in CPU utilization meaning that the algorithm is
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lightweight. Though the total throughput declined slightly because of increased processing, the system
was capable of maintaining over 600 messages per second, which shows that it could be used in
practice in the context of IoT implementation.

Table 14(b) — Overhead vs Payload Size

Payload Size | Encryption (ms) | Decryption (ms) | Total (ms)

64 B 0.82 0.74 1.56
128 B 1.10 1.02 2.12
256 B 1.85 1.79 3.64

6.6 Security-Oriented Observations

Security characteristics were evaluated qualitatively based on ciphertext behavior and sensitivity to
input changes.

Multi-Directional Bit Diffusion

Input Binary Block |_»| | 001/0]0011001

Left Circular Shift

‘ 010/0 0111010 |

Right Circular Shift
; == sacd

'[100] 10011000

| Right Circular Shift

/000 110111010/

| Diagonal Bit Rotation |

p )
R ErcovpiedPajioad
sy cont 1R |

FIG. 11 Multi — Directional Bit Diffusion

Encrypted payloads exhibited high entropy and no discernible patterns. Minor changes in plaintext
resulted in significant changes in ciphertext, indicating strong diffusion.

FIG. 7 — Avalanche Effect Illustration
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FIG. 12 Avalanche Effect Illustration
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Table 15: Security Behavior Summary

Property Observation

Ciphertext entropy High

Pattern leakage None
Avalanche effect Strong
Key sensitivity High

Table 15 Security Behavior Summary (Numerical, Simulator-Based)

Metric MQTT CoAP HTTP Notes
Payload | Payload | Body

Avg plaintext size (bytes) 64 64 64 baseline

Avg ciphertext size (bytes) 128 128 128 fixed-length binary
expansion

Payload expansion (%) 100% 100% 100% computed from sizes

Ciphertext entropy (bits/byte) | 7.93 7.92 7.94 near-random byte
distribution

Avalanche (%) (1-bit change) 51.2% 50.6% 52.0% Hamming distance / total bits

Repeated-pattern leakage | 0.02 0.02 0.01 low similarity across repeats
score™

Avg encryption time (ms) 0.82 0.83 0.81 mean over 200 msgs

Avg decryption time (ms) 0.74 0.75 0.73 mean over 200 msgs
End-to-end extra latency (ms) | +1.6 +1.6 +1.5 enctdec only

Protocol compliance failures 0/200 0/200 0/200 success rate 100%

Quantitative results of simulator-based encryption of E-KTPY payload using MQTT, CoAP, and
HTTP are reported in Table 15(a). On a constant test set of 200 payloads (average size of the plaintext
64 bytes), the encrypted payload was almost uniformly random with Shannon entropy of 0.792 0.794
bits/byte. One-bit plaintext perturbation avalanche tests produced a high rate of ciphertext bit flips, in
the range of 50-52% diffusions, which are high diffusion. The loss of bit rate control was also
established as part of the fixed-length binary block formation which resulted in payload expansion,
but protocol compliance did not change (0 failures among 200 transmissions). The encryption and
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decryption cost while using averages was less than a millisecond in the software simulator, meaning
it can be used in lightweight applications.

6.7 Cross-Protocol Comparison
A cross-protocol comparison highlights the protocol-agnostic nature of KaTaPaYa encryption.

Table 16: Cross-Protocol Summary

Aspect MQTT CoAP HTTP

Payload encryption | Supporte | Supported | Supported
d

Header modification | None None None

Transmission success | Yes Yes Yes

Compatibility High High High

These results confirm that the proposed approach functions consistently across heterogeneous
communication protocols.

6.8 Summary of Observations
According to the results of the experiment, KaTaPaYa based payload encryption:

Maintains the adherence to the protocol.

Improves the confidentiality of payloads.

Brings controllable overheads.

Is compatible with various IoT communication models.

These results confirm the practicability of the suggested system as seen through the system-level
engineering.

7. Security Analysis and System Level Testing.

In this section, the behavior of KaTaPaYa based encryption of payload is analyzed in terms of system
and engineering aspects considering observable properties like entropy, diffusion, sensitivity to
changes in inputs, and exposure at the protocol level. Instead of demonstrating some form of formal
cryptographic proofs, the discussion highlights realistic security implications on loT deployments.

7.1 Payload Confidentiality and Observability

Payload confidentiality and observability are the ability to specify what data is carried across the
network and how the data is utilized (Paynich et al., 2012).

One of the major security goals of the proposed system is the prevention of inadmissible interpretation
of the application-layer data, which is transmitted with [oT protocols. Through experimental analysis,
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it has been observed that KaTaPaYa encrypted payloads are manifested as binary or coded data that
cannot be read at an intermediate point in a network.

As the encryption is committed before protocol encapsulation, plaintext data is not divulged anywhere
in the packet sent, even in any logs of the Broker, a network capture or server-side message inspection.
This is a common behavior of MQTT, CoAP and HTTP protocols.

Notably, protocol headers are not removed and visible, as well as their normal routing, session
management, and protocol operation are preserved - the content of messages is secured

7.2 Entropy Characteristics of Encrypted Payloads

Entropy analysis was performed qualitatively by inspecting ciphertext outputs across multiple
encryptions runs using identical and slightly varied plaintext inputs. Encrypted payloads exhibited
high apparent randomness, with no recognizable linguistic patterns or repeated substrings.

Even when identical plaintext messages were encrypted multiple times under the same configuration,
variations in internal diffusion stages resulted in differing ciphertext representations due to randomly
generated key for every message. This behavior significantly reduces the risk of pattern-based or
frequency-based attacks.

The observed entropy characteristics indicate that KaTaPaYa encryption effectively disrupts plaintext
structure at the payload level.

7.3 Avalanche Effect and Input Sensitivity

Avalanche Effect This is important for minimizing interference and external noise. Input Sensitivity
to input Avalanche Effect This is significant to reduce the interference and external noises.Avalanche
effect This is a desirable property of secure encryption systems, in which a little change in plaintext
or key has a large change in ciphertext. Significant differences in input messages including a single-
character difference in conducted experiments produced extensive alterations in the encrypted
payload. This sensitivity is because of the symbolic encoding and multi directional bit diffusion which
propagates local changes throughout the binary representation. High avalanches make breaking down
any value as more difficult and enhance the inability to predict the presence of a ciphertext.

7.4 Resistance to Common Attack Scenarios
On a system level, the suggested solution offers immunity to a number of typical attack cases:

Eavesdropping: Encryption of payloads does not allow an attacker to decipher the application data
that is sent over the network.

Ciphertext only analysis: High entropy and diffusion cause the inability to determine the pattern of
plaintexts to be difficult.

Replay-based inference: Although replay protection is protocol-dependent, the semantic meaning
cannot be depicted by encrypted payloads, even when the message is replayed.
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It is pointed out that the suggested system is not intended to substitute complete cryptographic
authentication or integrity systems. Rather, it is concerned with the enhancement of confidentiality at
the payload layer which may be integrated with other security controls where necessary.

7.5 Comparison with TLS and DTLS

Transport-layer security mechanisms such as TLS and DTLS provide comprehensive security
guarantees, including confidentiality, integrity, and authentication. However, these mechanisms
introduce additional overhead and complexity, particularly in constrained environments.

Table 17: Comparison with TLS/DTLS

Aspect TLS/DTL | KaTaPaYa Payload Encryption
S

Layer Transport Application payload

Handshake overhead High None

Key negotiation Required Application-managed

Header encryption Partial Payload only

Computational cost High Low

Protocol modification Required None

KaTaPaYa based encryption does not require handshake negotiation or session establishment, making
it suitable for scenarios where rapid, low-overhead communication is essential. However, it does not
inherently provide authentication or integrity protection, and therefore should be viewed as
complementary rather than a replacement for TLS/DTLS.

7.6 Complementary Security Deployment Model

In practical IoT systems, KaTaPaYa encryption can be deployed alongside existing security
mechanisms. For example:

KaTaPaYa encryption can protect payload confidentiality at the application layer.
TLS/DTLS can provide transport-layer authentication and integrity when resources permit.
Protocol-level security (e.g., access control) can manage authorization.

This layered approach aligns with defense-in-depth principles and provides flexibility across diverse
deployment scenarios.

7.7 Alignment with Lightweight Security Objectives

The security properties identified in this paper can be attributed to the objectives of lightweight
security engineering:
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Usage Minimal computational overhead.

No stack adjustment to the protocol stack.
Confidentiality of high payloads.

General compatibility to a wide range of protocols.

These characteristics render the suggested system especially appropriate to massive IoT
implementation areas when resource usage and interoperability are the paramount aspects.

7.8 Conclusion of Security Findings.
The security scan ensures that KaTaPaYa based payload encryption:

Has the ability to hide plaintext material.

The ciphertext amplitude of output is large.

Includes

Avalanches heavily.

Does not change protocol semantics.

Products Complementary to current security solutions.

These results confirm the real-world security advantages of the suggested system in terms of system-
level aspects.

8.6 Limitations of the Present Study.

In the current research, the intentional connection is to the scope of the study, which is dedicated to
system level feasibility and behavior. A number of constraints are recognized:

It only evaluates text payloads and thus it is not a binary sensor data evaluation.

Out of the scope of this work, there are formal cryptographic proofs and immunity to sophisticated
cryptanalysis.

Energy consumption was not done in a specific way.

The major exchange and authentication techniques are not in place.

The limitations are prospects of further research as opposed to limitations of the proposed system.
8.7 Deployment Guidelines

According to the observed findings, the following are the guidelines that should be advised to
practitioners:

Reenabled KaTaPaYa encryption in his application payload layer alone.

Integrate the encrypted payload with the machines of existing authentication where necessary.
Adjust the size of the payload sent in a connection, frequency of messages depending upon the
network.

These recommendations assist remote and effective execution of the suggested system into practical
IoT settings.
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8.9 System-Level Trade-Off Summative.
Overall, KaTaPaYa based payload encryption offers:

Good overhead-confidentiality.
Complete compatibility in terms of protocols.
Adaptable deployment requirements.

At the cost of:

Payload size expansion
Application-level responsibility of key management.

All in all, the trade-offs are positive in most [oT applications where weight-sensitive security is
needed.

9. Conclusion and Future Work

In this paper, a systematic system-level analysis of KaTaPaYa based payload encryption was done
within 3 popular IoT application protocols: MQTT, CoAP and HTTP. This was in contrast to the
traditional cryptographic research that was working on the novelty of concepts in algorithms or
mathematical demonstrations, instead of practical implementation, protocols dynamics and
engineering capability in actual communication set-ups.

Within the contributions of the experiments, KaTaPaYa encryption can be implemented in application
payload level without any modification of protocol header, control field, and semantic contents of the
message. Ciphertext messages were transmitted, routed and decrypted using all the tested protocols
and this demonstrated that the methodology can maintain protocol compliance and interoperability.

Security KaTaPaYa encrypted payloads have high entropy, high diffusion, and the high avalanche
behavior as demonstrated in the study. These features go a long way to develop payload privacy and
lower the chances of exposure to plaintext interrogation and pattern-based assaults. Although the
suggested solution is not a substitute of such transport-layer security systems like TLS or DTLS, it
offers a lightweight and serviceable supplementary product especially important in constrained
systems in which the handshakes overhead and computational power are a limiting resource.

Consistency with the KaTaPaYa Based Patent: The alignment is done using a standard test (9.1),
which involves conducting tests with the KaTaPaYa Based Patent to determine if the two devices or
components are similar.

9.1 Alignment with the KaTaPaYa-Based Patent:

The alignment is tested using a standard test (9.1), which is by experimenting the tests with a
KaTaPaYa Based Patent to determine whether the two units or parts are similar.

The results of the present paper substantiate and confirm the assertions of the relevant patent based
on KaTaPaYa. Particularly, the system structure, payload level encryption design and protocol
independent deployment reported in this paper technical practicability of the patented invention.
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By showing that several different protocols can be effectively integrated without needing any
modification of the protocols, this paper strengthens the emphasis of the patent on modules and
interoperability and lightweight execution. The experimental observations found in this paper could
also be used as auxiliary information in the process of patent prosecution or examination.

9.3 Future Research Scope:
This study opens multiple opportunities of the further work:

Key Management Integration: Addition of lightweight key distribution and rotation systems to use
together with payload encryption framework.

Authentication and Integrity Extensions: Integrating KaTaPaYa encryption with message
authentication codes with /or light integrity tests.

Signature for Binary Sensor Data: Scaling the framework to non-textual payloads used in sensing
technology in the Internet of Things.

9.5 Final Remarks

Ultimately, this paper confirms that KaTaPaYa based payload encryption is a safe and attractive,
lightweight, and protocol-independent security mechanism in communication systems of IoT. The
discovery of a linkage between algorithmic innovation and system level assessment makes the work
relevant to apply engineering approaches of security and facilitate creation of implementable security
solutions within limited environments.
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