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I Introduction 

 In the contemporary digital landscape, the demand for secure, private, and tamper-resistant 

communication has never been more critical. Conventional messaging platforms, which 

predominantly rely on centralized servers, are increasingly vulnerable to data breaches, 

unauthorized surveillance, and censorship. Even with the adoption of end-to-end encryption, these 

systems remain susceptible to single points of failure and metadata exposure, undermining user 

privacy and trust. Blockchain technology has emerged as a transformative solution to these 

challenges, offering a decentralized, immutable, and transparent infrastructure for secure data 

exchange. By leveraging distributed ledger technology, Blockchain-based messaging systems 

eliminate the need for trusted intermediaries, enhance resistance to censorship, and ensure data 

integrity through consensus-driven validation. 

Recent advancements have further enriched the security landscape by integrating smart contracts for 

automated certificate management and user authentication. Smart contracts, as self-executing code 

deployed on the Blockchain , facilitate trustless key exchanges, enforce access control, and 

automate the issuance and revocation of user certificates without relying on third-party authorities. 

At the cryptographic layer, the employment of Elliptic Curve Diffie-Hellman (ECDH) key exchange 

and advanced symmetric encryption algorithms such as AES ensures that only authorized parties 

can decrypt and access message content, while digital signatures and authentication tags provide 

robust guarantees of data integrity and non-repudiation (Dwivedi, A.et al.) 

Despite these innovations, the efficiency and scalability of decentralized messaging platforms are 

closely tied to the underlying Blockchain consensus mechanism. Traditional consensus algorithms, 

such as Proof of Work and Proof of Stake, often incur significant computational overhead or 

centralization risks. To address these limitations, this work introduces a Random Proof of Authority 

(PoA) consensus protocol, implemented in Solidity, which dynamically selects validators to finalize 

message transactions( Singh, M. M. Islam 2025). This approach balances security, performance, and 

decentralization, making it well-suited for real-time secure communication applications. 

This paper presents a comprehensive, layered architecture for Blockchain-based secure messaging, 

encompassing a React-based frontend, a Node.js backend, and an Ethereum-compatible Blockchain 

network. The system combines ECDH-based key management, smart contract-driven certificate 

issuance, and a novel Random PoA consensus mechanism to deliver end-to-end encrypted, tamper-

proof, and censorship-resistant messaging. Through this design, the proposed framework addresses 

the pressing need for trustworthy digital communication in an era of escalating cyber threats and 

privacy concerns. 

 

II Literature Review 

Blockchain and smart contracts are revolutionizing secure messaging by building decentralized 

platforms that prioritize transparency and user control. Unlike old-school centralized apps, which 

leave users exposed to hacks, censorship, and data leaks due to single weak points, this approach 

spreads the risk across a tamper-proof network Antonopoulos, A. M., & Wood, G. (2019).. Drawing on 

blockchain's core strengths—like unchangeable records, open verification, and strong encryption—

it creates a reliable backbone for private chats (Carranza  et al 2024). Smart contracts add automation 



International Journal of Applied Mathematics  

Volume 38 No. 10s, 2025  
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)  

Received: November 10, 2025  3627 

 
 

for things like certificate handling, paired with a random proof-of-authority setup for smoother, 

safer operations (weng et al. 2022) 

The system stacks into clear layers for easy scaling, much like proven designs in the field (Rebello 

et al 2022). At the top, a simple user interface lets people craft, lock down, send, and unlock 

messages effortlessly. 

A key innovation here is the custom consensus algorithm, shaped by deep dives into the literature 

break down how these algorithms safeguard IoT data integrity and anonymity(showkar et al. 2023), 

but warn of PoW's energy drain and PoS's centralization risks—calling for balanced options that fit 

messaging's speed and privacy needs. (Sandberg, 2023) prove PoS beats PoW for health record 

sharing, slashing power use and delays with ECDSA signatures and SHA-256—ideal for urgent, 

secure exchanges. (Abd Rabou, A. (2025) tackle vehicle networks with VBCA, a team-based 

blockchain that cuts latency and boosts confirmations over PoW. (H.Mao et al.2023) push DAG for 

6G's massive data flows, enabling parallel checks to handle high-speed messaging without 

slowdowns. 

Kang et al. (2022) tweak PBFT into ITPBFT for traceability, trimming consensus time amid faulty 

nodes. Menon et al. (2023) blend blockchain with ML for smart homes, leaning on distributed 

agreement for rock-solid privacy. Wang et al. (2019) speed up PBFT for energy grids, while Liu et 

al. (2023) introduce CBFT—grouping fast nodes by credit to skyrocket throughput (3x PBFT) and 

tolerance (59% better). Ahanger et al. (2022) add reputation scoring for drones, Oliveira et al. 

(2023) eye Industry 5.0's needs, and Baig et al. (2022) refine Raft for IoT supply chains. 

In short, no one-size-fits-all: PoW secures but slows; PoS saves energy but needs safeguards; PBFT 

shines in trusted groups yet scales poorly. Tailored hybrids—like VBCA or CBFT—nail the 

security-efficiency tradeoff for messaging, though real-world tests are next (mostly sims so far). 

Table 1 sums up architectures, consensuses, and comms protocols for blockchain chat systems. 

Category Key Concepts and Findings 

Blockchain Messaging System Architecture Layered architecture with modularity and 

scalability; User Interface Layer for message 

encryption and decryption; Smart contracts for 

certificate management and PoA consensus 

Consensus Protocols Proof of Work (PoW); Proof of Stake (PoS) 

and variants; Practical Byzantine Fault 

Tolerance (PBFT) and derivatives; Directed 

Acyclic Graph (DAG)-based asynchronous 

consensus; Reputation-based consensus; 

Modified Raft (mRAFT) 

Consensus Protocol Trade-offs PoW: High security but high latency and 

resource consumption; PoS: Energy efficient 

but vulnerable to stake centralization; PBFT: 

Robust but limited scalability due to 

communication overhead; Trade-offs between 

throughput, latency, fault tolerance, and 

privacy 

Application-Specific Consensus Algorithms Vehicular network Based Consensus Algorithm 

(VBCA) for low latency; Blockchain Network 

Collaboration Mechanism (BNCM) for energy 

systems; Credit-Based Byzantine Fault 

Tolerant (CBFT) for scalability; Reputation-
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Table-1 Concept Table of Blockchain  Messaging System 

In summary it is shown form literature review that any consensus is not able to give optimal 

performance so here we applied an asynchronous model, RPoA is applied here for the selection of 

validators node with the help of permissioned Blockchain Ethereum and PoW Consensus is applied 

for adding the encrypted information in the form of transactions in the Ethereum Blockchain. 

 

III Methodology 

This section outlines the design and implementation methodology of the proposed secure messaging 

architecture, which integrates a permissionless blockchain, a smart contract-driven certificate 

management system, and a novel Random Proof of Authority (RPoA) consensus mechanism to 

ensure secure, decentralized communication. 

Our setup breaks down into straightforward layers that make secure, blockchain-powered messaging 

feel simple and reliable shown in Fig-1. 

User Layer- Where the Magic Starts 

This is all about you—the person chatting on your phone or laptop. You fire up the app with a clean, 

everyday interface built using HTML and CSS up front, backed by Python for smooth operation. 

Sending a message? It gets locked tight on your device with the recipient's public key—think Signal 

Protocol or AES-256 strength—before heading to a Node.js or Python backend. That backend 

bridges to Ethereum, using Web3.js or Web3.py to tuck the encrypted message into a smart contract. 

No one but the recipient can unlock it, and it's stored forever on the blockchain, safe from 

tampering. 

Locally, the app saves messages encrypted in your browser or a light database like SQLite. 

Authentication keeps things private, and decryption happens right there on your end. Fig. 1 sketches 

the full flow—user-friendly on top, bulletproof underneath. 

Backend- The Behind-the-Scenes Hero 

Running on Node.js or Python, this is the workhorse handling logins (via JWT tokens), message 

handoffs, and blockchain chats. When you hit send, it calls the smart contract to log your encrypted 

based consensus for UAV networks; Modified 

Raft (mRAFT) for supply chain IoT 

Emerging Communication Paradigms Integration with 6G networks requiring low 

latency and high throughput; Asynchronous 

DAG consensus for parallel transaction 

validation; Industry 5.0 decentralized access 

control and device-to-device communication 

Consensus Protocol Enhancements Grouping and credit grading to improve PBFT 

scalability (CBFT); Reputation systems to 

balance security and efficiency; Workload 

redistribution in mRAFT to reduce leader 

bottleneck 

Key Findings and Conclusions Consensus protocols must be tailored to 

application context; No single consensus 

optimizes all parameters,Hybrid and 

asynchronous models show promise; Need for 

real-world deployments and standardized 

benchmarks 



International Journal of Applied Mathematics  

Volume 38 No. 10s, 2025  
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)  

Received: November 10, 2025  3629 

 
 

note immutably. Pulling messages? It grabs them from the chain, passes to the front end for your 

eyes only. This split lets the user side shine on experience while the backend nails the heavy lifting. 

Network Layer- Connecting the Dots 

Here, peer devices (you, your friend, relays), servers, and blockchain validators team up for routing, 

key swaps, and agreement on what's real. We run it local and modular: a Hardhat blockchain node 

on localhost:8545 mimics Ethereum for testing—perfect for deploying contracts and validating 

without internet drama. 

The Node.js backend hums on port 3001, grabbing front-end requests and piping them to the 

blockchain. Meanwhile, a React front end on port 3000 delivers the chat UI, hiding the techy bits. 

Want to test across devices? Just swap localhost for your machine's IP. 

This peer-to-peer vibe echoes the OSI model: messages zip securely, keys exchange safely, and 

consensus locks in truth across nodes. It's flexible—swap blockchains later if needed—keeping 

things scalable and future-proof. 

 

 
Fig-1 System Architecture 

Figure 1 depicts the layered architecture of the proposed secure instant messaging system. Mobile 

and desktop users initiate communication through a common instant messaging application. This 

application handles user interactions and forwards communication requests to the network layer. 

The network layer manages message transmission and acts as an interface between the application 

and the blockchain. The blockchain layer supports the system by providing decentralized security 

services such as verification and trusted record management. This layered interaction ensures secure 

and structured communication between users. 

In Fig-2 the message flow communication between Peer nodes, Intermediary Relay nodes, Server 

nodes and Validators nodes is shown. 
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Fig-2 Network Layer consisting of Peer nodes, Server nodes and Validator Nodes 

 

Figure 2 illustrates the internal working of the network layer in the proposed system. Peer nodes 

generate and send messages, which are first handled by intermediate relay nodes responsible for 

routing the messages efficiently. These messages are then forwarded to server nodes, where 

transaction-related checks are performed. Validated transactions are passed to blockchain validator 

nodes, which participate in the consensus mechanism to confirm and record the transactions. This 

flow ensures reliable message delivery and secure validation through decentralized consensus. 

In summary, the network layer in a multi-server blockchain messaging architecture orchestrates the 

interaction between frontend, backend, and blockchain nodes, leveraging dedicated communication 

protocols and cryptographic primitives to ensure secure, decentralized, and efficient message 

exchange. This separation of concerns not only enhances system robustness and scalability but also 

aligns with best practices in both blockchain and distributed systems engineering. 

At the heart of our trusted blockchain nodes runs RPoA—a smart twist on Proof of Authority. Pre-

vetted validators take turns creating blocks, picked at random for fairness and to dodge any sneaky 

team-ups. It's fast and low-delay like regular PoA, but the surprise element keeps things honest. 

Every node spins up an Ethereum Virtual Machine (EVM) to run smart contracts smoothly, keeping 

everyone's data in sync and rules airtight. 

For everyday stuff like sending messages or double-checking encryption, we open the door to 

public-facing nodes. These don't vote on blocks but handle your app chats, pass along locked 

messages, and run security scans per the smart contract rules—like confirming top-notch encryption 

and key handling. Permission smart contracts offer simple check-ins (think "transactionAllowed" or 

"connectionAllowed") so any node can verify if a move is okay. 

Only approved accounts can launch or tweak key contracts—enforced right in the protocol, with 

every client pinging the permission checker first. Updates trigger alerts (like 

"AccountPermissionsUpdated"), so the whole network stays sharp on who's in or out, adapting to 

new rules on the fly.(refer Fig-3.) 
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Fig-3 Blockhain Layer with RPoA enablement and Smart contract based message storation in 

the Blockchain. 

Figure 3 represents the blockchain layer of the proposed system. The Ethereum blockchain forms 

the underlying platform on which custom smart contracts are deployed. These smart contracts 

execute application-specific logic and interact with the blockchain network to manage secure 

message-related records. In parallel, a modified consensus approach based on Random Proof of 

Authority (RPoA) is used, where validator selection is performed through a modified authority-

based mechanism. Together, the smart contracts and the RPoA-enabled consensus ensure secure, 

trusted, and decentralized operation of the blockchain layer. 

 

IV  Mathematical Working Model 

A. Private Key Generation 

Elliptic curve cryptography (ECC) is used to generate private key. The process starts with selecting 

a strong, random number that serve as the foundation of the private key. Cryptographic libraries are 

used to secure random number generators (RNGs) to produce these values, it is relying on 

mathematical functions in Eq 1 that incorporate factors like system events or hardware-based 

randomness. 

 A cryptographically secure random integer d within the range [1, n−1] where n is the order of the 

elliptic curve group 

 

 

 Public key Q using the elliptic curve point multiplication 

 

                                 Q=d×G                                                                                                                   

Eq.1 

 

Where G is the base point on the elliptic curve 

The private key is a randomly generated 256-bit number. Let's denote it as 𝑘priv 

𝑘priv∈𝑍𝑁 

Where 𝑁 is the order of the elliptic curve used. 

B. Public Key Generation: 

The public key is derived from the private key using Elliptic Curve Cryptography (ECC). Let 𝐺 be 

the generator point on the elliptic curve. The public key 𝑘pub is computed as: 

𝑘pub=𝑘priv𝐺 

C. Certificate Retrieval 
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When Alice wants to send a message to Bob, she retrievea Bob's certificate from the Organization 

server Node. This certificate includes Bob's public key  

𝑘pubBob. 

D. Sending a Secure Message 

Alice generates the shared master secret key 𝐾sharedusing her private key 𝑘privAliceand Bob's public 

key 𝑘pubBobvia Elliptic Curve Diffie-Hellman (ECDH)(Fig-4). 

𝐾shared=𝑘privAlice.𝑘pubBob 

Since 𝑘pubBob=𝑘privBob⋅𝐺, the shared secret becomes- 

𝐾shared=𝑘privAlice⋅ (𝑘privBob⋅𝐺)- 

A Sequence Key S𝐾 is derived from 𝐾sharedusing a Hash-based Key Derivation Function (HKDF) 

E. Application in Diffie-Hellman (ECDH) 

In ECDH key exchange, HKDF is used to derive  SequenceKeys (SK) and Message Keys (MK): 

➢ Sequence Key (SK) is derived from the shared secret- 

𝑆𝐾 = 𝐻𝐾𝐷𝐹(𝐾𝑠ℎ𝑎𝑟𝑒𝑑, "𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 𝑘𝑒𝑦 𝑖𝑛𝑓𝑜") 
From the Chain Key, a Message Key 𝑀𝐾 is derived: 

𝑀𝐾 = 𝐻𝐾𝐷𝐹(𝐶𝐾, "𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑘𝑒𝑦 𝑖𝑛𝑓𝑜") 
➢ Ratchet Forward Mechanism- 

For every new message, the Sequence Key is updated using a cryptographic hash function: 

𝑆𝐾𝑛𝑒𝑤 = 𝐻𝑎𝑠ℎ(𝑆𝐾) 
The Message Key is derived from the updated Sequence key -𝑀𝐾𝑛𝑒𝑤 =
𝐻𝐾𝐷𝐹(𝑆𝐾𝑛𝑒𝑤, "𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑘𝑒𝑦 𝑖𝑛𝑓𝑜") 
F. Receiving a Secure Message- 

Bob's app generates the Message Key using the same mechanism- 

𝑀𝐾 = 𝐻𝐾𝐷𝐹(𝐶𝐾"𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑘𝑒𝑦 𝑖𝑛𝑓𝑜") 
Bob updates the Sequence Key after generating the Message Key: 

𝑆𝐾𝑛𝑒𝑤 = 𝐻𝑎𝑠ℎ(𝑆𝐾) 
 

 
Fig-4 is the showing  the procedure of Sending and Securely Receiving Messages over a secure 

Medium on the Ethereum Blockchain network 

Figure 4 illustrates the complete workflow for certificate generation, key management, secure 

message transmission, and backup and restoration in the proposed system. Initially, cryptographic 

keys are generated, and user certificates are obtained to establish identity. A shared secret key is 

then derived using key exchange and key derivation mechanisms. This derived key is used to 

securely send and receive encrypted messages over the Ethereum blockchain network. Additionally, 

the figure shows the backup and restoration process, where cryptographic keys and certificates are 

securely stored and can be recovered when required, ensuring continuity and reliability of 

communication. 
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IV Implementation 

A. Deployment of RPoA smart Contract 

 

 
Fig--5 deloying RPoA smart contrcat on Ethereum 

Figure 5 shows the deployment of the Random Proof of Authority (RPoA) smart contract on the 

Ethereum blockchain using the Remix development environment. The figure illustrates the 

execution of the contract deployment transaction, including transaction status, gas consumption, and 

successful contract creation. This deployment enables the blockchain network to execute RPoA-

based consensus logic and manage secure message-related operations through smart contracts. 

 

B. Message Creation 

 
Fig-6  Message creation RPoA smart contrat on Ethereum 

Figure 6 illustrates the process of creating a message using the deployed RPoA smart contract on the 

Ethereum blockchain. The figure shows the invocation of the message creation function through the 

Remix interface, where message content and associated parameters are submitted as a transaction. 

Upon execution, the transaction is successfully recorded on the blockchain, confirming secure 

message creation under the RPoA-enabled smart contract. 
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D . Message Sending  

 

 
Fig-7  Message sending using RPoA smart contrat on Ethereum 

Figure 7 demonstrates the process of sending a message using the RPoA-based smart contract on the 

Ethereum blockchain. The figure shows the execution of the message sending function, where a 

previously created and sealed message is transmitted to the intended recipient address. The 

successful transaction execution confirms that the message is securely processed and recorded 

through the RPoA-enabled smart contract mechanism. 
 

E. Receiving of Message 

 

 
Fig-8  Message Recieving using RPoA smart contrat on Ethereum 

Figure 8 illustrates the process of receiving a message through the RPoA-based smart contract on 

the Ethereum blockchain. The figure shows the invocation of the message retrieval function, where 

the intended recipient accesses the stored message using its identifier. The successful execution 

confirms that the message is securely retrieved from the blockchain while maintaining access 

control enforced by the smart contract. 

 

F.  Securing Message over the Blockchain Network  
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Fig-9   Securing Message using RPoA smart contrat on Ethereum 

Figure 9 demonstrates the process of securing a message using the RPoA-based smart contract on 

the Ethereum blockchain. The figure shows the execution of the message sealing function, where 

the message is cryptographically secured before transmission. The successful transaction confirms 

that the message is marked as sealed, ensuring that only authorized actions such as sending or 

retrieval can be performed on the secured message. 

G. Acknowledgement of Sealed Message on the Blockchain 

 

 
Fig-10  Message sealing using RPoA smart contrat on Ethereum 

Figure 10 illustrates the message sealing operation performed using the RPoA-based smart contract 

on the Ethereum blockchain. The figure shows the execution of the sealing function, where a digital 

signature is applied to the message to finalize its secure state. Once sealed, the message becomes 

immutable and ready for controlled transmission or retrieval as enforced by the smart contract logic. 

 

V  Results and Discussion 

For real-time oversight of the De-chat platform, we employed Prometheus, an open-source 

monitoring solution, integrated with Node Exporter. Node Exporter collects hardware and kernel 

metrics—such as CPU utilization, memory consumption, and power metrics—from Linux hosts via 

an HTTP endpoint (default port 9100). Prometheus scrapes these time-series data by configuring the 
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prometheus.yml file to include localhost:9100 in the scrape_configs section, enabling customizable 

performance insights. 

Smart Contract Testing and Deployment Workflow-Testing commenced with network initialization 

using selected validator nodes, followed by selection of De-chat smart contracts. A controlled 

environment was established on the NSC Lab testbed with four server instances, deploying an 

Ethereum network via Remix IDE comprising four full nodes and seven light nodes. 

Integration with MetaMask involved wallet installation, configuration to the Sepolia testnet, address 

capture, and deployment through Remix's "Deploy & Run Transactions" panel. The complete De-

chat contract was subsequently deployed on the permissionless Sepolia testnet, validating scalability 

and feasibility in a live Ethereum environment. 

SHA-256 excels in blockchain-scale ops, uniquely identifying transactions to thwart double-spends, 

aligning with objectives to benchmark faster, safer E2E against traditional methods.Time trials (up 

to 500-char messages) pit AES, RSA, and SHA-256; SHA-256 shows lowest latency and memory 

footprint across scaling nodes.Memory benchmarks confirm SHA-256's efficiency in bytes, ideal for 

high-volume social platforms. 

Proposed RPoA refines PoA, stakeholders vote validators by stake-weighted authority (e.g., tiered 

org roles), limiting 4-10 per block; rule-compliant leaders earn rank-boosting incentives, enabling 

server-side E2E on permissioned DLT for secure social prototyping. 

 

A. Comparison of different End 2 End Encryption Algorithms in Time  

To compare the E2EE, with lesser processing time and more secure method with Blockchain 

technology.  

Comparison of End 2 End Encryption Algorithms 

AES,RSA and SHA -256 are considered for messages length upto 500 characters 

 
Fig-11 Comparison of different E2EE Algorithms Time 

Figure 11 presents a comparison of the processing time required by different end-to-end encryption 

(E2EE) algorithms for varying message lengths up to 500 characters. The figure illustrates how 

encryption and decryption time increases with message size, allowing evaluation of the 

computational efficiency of AES, RSA, and SHA-256. This comparison highlights the relative 

performance of each algorithm in terms of time overhead for secure message processing. 

 

E2EE with large no of Nodes(Objective 2) 
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Fig-12 E2EE with large no of Nodes 

 Figure 12 illustrates the performance of end-to-end encryption when the number of participating 

nodes increases. The figure compares encryption and decryption time for scenarios with fewer 

nodes and a larger number of nodes. The results indicate that as the number of nodes increases, the 

overall processing time also increases, reflecting the scalability impact of E2EE operations in a 

multi-node blockchain-based communication environment. 

Comparison of Different E2EE Algorithm memory usage in Bytes 

 

 
Fig-13 Comparison of Different E2EE Algorithm’s Memory usage in Bytes 

Figure 13 presents a comparison of memory usage for different cryptographic algorithms used in the 

end-to-end encryption process. The figure illustrates the memory consumption associated with RSA, 

AES, and SHA-256 during encryption-related operations. The results show that RSA requires higher 

memory due to its asymmetric key operations, while AES and SHA-256 exhibit lower memory 

usage, indicating their suitability for resource-constrained and large-scale secure messaging 

environments. 

Our 3rdobjective is to implement End 2 End Encryption using Blockchain Technology on social 

media platform simulated environment. The protocol uses elliptic curve point multiplication to 

achieve secure data transfer nodes. Proposed architecture prototype would make E2EE on social 

network platform at server-side end for authenticating and manipulating the user information by 

means of permission based Distributed ledger.A limited number of stake holders (limited to 4 to 10) 

are present  for each new block, so the appointed stake holders are there to validate all transactions 
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in a new Block, The stake holders who have the highest priority will be considered the one who 

follows All written rule in the smart contract and it Rank got increased by this Procedure, this rank 

would be measured by Incentive fees he gets by following the rules of the network as reward. 

 

B. Energy Consumption 

Gas- is an abstract unit, Each transaction in a smart contract consumes gas, which represents the 

computational effort required to execute the transaction.the Energy taken in a time interval 

monitored on Testbed is recorded in Excel in Two scenarios.First with 3 server nodes and 7 light 

nodes and second with 4 Server nodes and 7 light nodes 

1. Gas consumption to actual power usage by considering the computational resources required per 

gas unit, gas consumption to actual power usage by considering the computational resources 

required per gas unitTo calculate Difference between power consumption with 3 server and 7   Light   

nodes. 

Energy(Joules) = GasUsed × Power(W) × ExecutionTime(s) 
The analysis shows the amount of gas required for executing 120 transactions is .0000316 ether 

while the gas required for 120 transactions with 4 server nodes and 7 light nodes is 

0.0000000003822 ether this shows a small change in server nodes will significantly lower the gas 

price. 

➢ To calculate Difference between Gas consumption 

Difference between Gas consumption= Gas Consumption (with 3 server and 7 light nodes)-Gas 

Consumption (with 4 servers and 7 light nodes) =0.01229877656 

 

 
Fig-14 Energy Consumption In Joules For 2 Minutes With 3 Server Nodes And 7 Light 

Nodes(X-Axis-Time, Y-Axis-Energy) 

Figure 14 illustrates the energy consumption measured in joules over a duration of two minutes 

when the network operates with three server nodes and seven light nodes. The X-axis represents 

time, while the Y-axis represents energy consumption. The plotted values show the variation in 

energy usage across different nodes during continuous operation of the blockchain-based messaging 

system. 
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Fig-15 Energy Consumption in Joules for 2 Minutes With 4 Server Nodes And 7 Light 

Nodes(X-Axis- Time, Y-Axis-Energy) 

 Figure 15 shows the energy consumption in joules over two minutes when the number of server 

nodes is increased to four while keeping seven light nodes constant. The figure highlights the impact 

of adding an additional server node on overall energy consumption, as observed through the 

recorded energy values over time. 

C. Comparison of   power consumption of Blockchain network with 3,4 servers 7 light  nodes 

 

 
Fig-16 Comparison of   power consumption of Blockchain network with 3,4 servers and 7 light 

nodes 

Figure 16 compares the power (energy) consumption of the blockchain network operating with three 

server nodes and four server nodes, while keeping seven light nodes constant. The figure illustrates 

the variation in energy usage over the same time duration for both configurations. The comparison 

highlights the impact of increasing the number of server nodes on the overall power consumption of 

the blockchain-based network. 
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In proposed Reliable Proof of Authority(RPoA) is a concept where users of the network vote and 

elect the validators with one delegated Authority weightage of votes among stakeholders, the more 

the stake one is having in the network the more weightage he will get to vote, suppose in any 

organization there are 4 level of users from Top management to Employee level then weightage of 

vote will be given from top to bottom respectively.A limited number of stake holders (limited to 4 to 

10) are present  for each new block, so the appointed stake holders are there to validate all 

transactions in a new Block, The stake holders who have the highest priority will be considered the 

one who follows All written rule in the smart contract and it Rank got increased by this Procedure, 

this rank would be measured by Incentive fees he gets by following the rules of the network as 

reward.One important feature of this system is that the receiver can always verify exactly who sent a 

dedicated message. This prevents "denial of service" situations where a sender might falsely claim, 

"I did not send this message." Since the sender’s private key is required to encrypt and sign the 

message, it is impossible for anyone else to have sent it without access to that key. This ensures that 

the sender cannot deny their involvement, maintaining strong message integrity and non-

repudiation. 

In summary, the authentication tag acts as a robust safeguard for message integrity. Only if the 

authentication tag, IV, and encrypted message all match correctly will decryption succeed. 

Otherwise, the message remains unreadable and secure. This process ensures that only the intended 

receiver can access the original message, and any attempt to tamper with the message will be 

instantly detected and rejected by the system. 
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