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Abstract

The use of drones has become unprecedented in recent days. They are integrated to assist in
the operation and execution of difficult in several domains. For safer communications, the
drones are used within the concept of Internet of Drones (IoD). This study attempts to offer a
robust and authentication guide for drones; they are used with the assistance of python
programming language. The assumed protocol leverages of Elliptic Curve Cryptography
(ECC) in consonance with the advanced key managing processes to obtain lightweight and
maximum security in communication. The obtained result for the simulation displays that the
protocol outperforms essentially and the current procedures reaching a detection value of
0.904, an energy usage of only 0.27 millijoules, and a inactivity of 61.54 milliseconds. In
addition, the protocol indicates potent resilience to normal cyber-attacks minimizing the
success rate in Denial-of-Service (DoS) attacks to 2.3% and Man-in-the-Middle (MitM)
attacks to 0.8%. numerical analysis through the use of ANOVA and Tukey’s HSD tests affirms
these developments are numerically significant with (p <0.001) in comparison with the present
protocols. These results highlight the possibility of using modern cryptographic approach with
smart protocol plan to improve the security of drone communications in loD domains.

Keywords: Internet of Drones (IoD), Authentication, Network Security, Elliptic Curve
Cryptography, Python

1. Introduction

There has been a massive deployment of drones across different domains which include
agriculture, surveillance, rescue operations and delivery services, and this has increased
dramatically. Based on the recent statistics, the use of active drones is more than 30 million in
2022 and it is expected to be more than 100 million by 20230 [5]. This rapid explosion, in
consonance with the massive use of drones in complex and mission-inclined zones has led to
the introduction of new and urgent security threats.
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Among the most demanding of these problems is the ability to obtain secure communication
and verification of drones within the Internet of Drones (IoD) networks. Owing to their usage
with the wireless component and overt communication plan, drones are often used on numerous
cyber-attack that is vulnerable to so many threats. Most attacks are categorised under the
following Denial-of-Service (DoS) attacks, Man-in-the-Middle (MitM) attacks, as well as
project spoofing. These categories of attacks may project the serious consequences and data
breaches, unapproved use of drones and operational hitches by malevolent actors [7].

The need for protected authentication procedures for drones and may be understood from
several angles. First, they are numerously applied in important applications in situation like
emergency response, medical logistics and infrastructure surveillance where there is an
experienced of interruptions that can lead to devastating consequences [1]. Second, the wireless
communication process can expose them to a more encompassing them to a comprehensive
cycle threat. This can damage the operation capability and integrity [17]. Third, with the use
of expansion loD networks and the reliable request for scalable, attack, resilient and lightweight
real solutions [13].

In an approach to respond to this number of studies, that seek to address the procedures for
drones’ studies. Some studies have used public-key cryptographic protocols [14], whereas
other studies adapted machine learning approach to detect and prevent cyber-attacks [9]. The
present research examined the effect of quantum era threats and consequently set to use poet-
quantum authentication mechanics to safeguard significant drone communications [12].
Notwithstanding all these developments in the usage drones, there are still exist an important
to be dealt with by this research.

A notable space for research can be addressed especially with the inadequate details regarding
the authentication protocols that can certainly offer strong resistance to a wide spectrum of
possible cyber-attack. These types of gaps may rely on DoS DoS, MitM, and quantum
intimidations. Most of the existing gaps only focus on the uniqueness of the attack vectors and
fail to serve a holistic protection [13]. In the same vein, these protocols often fail to overlook
the practical performance metrics, such as the energy efficiency and communication dormancy.
These are very important in the process of drone operations [7].

The present study is highly important because it will attempt to design and plan an authentic
protocol that will enhance the operation of drones within the IoD networks. The proposed
protocol uses modern cryptographic approaches and optimization procedures to affirm
robustness against numerous cyber challenges while managing low energy usage and
communication dormancy. The protocol is produced with the use of python and is assessed
through imitation in realistic operating domains [16].

The main research query leading this study is: how can a resilient authentication protocol for
drones in IoD networks be planned and executed to avoid cyberattacks while reducing energy
consumption and communication dormancy efficiently? The answer to this question follows a
organized methodology, a detail literature review and a novel authentication protocol is created
and executed, its function is measured according various possible attack scenarios and the
results are numerically dealt with and compared with existing protocols.
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The remaining parts of this paper is structured as follows: section two deals with reviews on
related work regarding drone security and authentication procedures. Section 3 present the
proposed methodology and research design, section 4 discusses the simulation results and
performance assessment and section 5 presents the findings of the study and section 6 is the
conclusion and suggestion for future work in the same field.

1.1.  Literature Review

The Internet of Drones (IoD) has appeared as a cutting-edge technology in wireless
communication and networking, which draws significant attention from the side of the
researchers and industry professionals. IoD can be viewed as a network of linked drones and
communication systems which facilitates data transaction in aerial domains [8]. Through the
integration of the capabilities of drones with the construct of the Internet of Things (IoT),
Internet of the Drones has provided new possibilities in some sectors, namely, smart
agriculture, aerial transportation, disaster management and environmental monitoring.

The role of drones in IoD be assessed from various perspectives. Firstly, they are capable of
gathering high-quality data from large and inaccessible areas owing to their ability to fly at
different altitudes and maneuver as well, in distinct domains [12]. Secondly, the application of
drones in IoD can extend network coverage to remote locations during emergencies where the
local infrastructure may be absent [15]. Thirdly, drones that are equipped with various sensors
and procedures can be employed to serve as a dynamic entity for numerous purposes to enable
improved data collection and real-time choices [9].

In this context, verification in wireless network can serve as an important loD communications.
Authentication can act to verify the authenticity of the networks which is important in the
prevention of unapproved access to the delicate resources [3]. As for IoD entities,
authentication protocols seek to deal with resource limitations of drones and the constraints in
the process of handling power, memory and energy as well as the sorts of these networks.

The security contests faced by IoD are explicitly announced. Common fears in IoD that targets
drones in IoD may include Denial-of-Service (DoS) assault, Man-in-the-Middle (MitM)
attacks, to identify spoofing, and physical assaults [4]. These potential attacks may disrupt
drone executions, steal sensitive data, or even in unapproved control of the drones. For
example, in an assumed DoS assault, the attacker can disturb the drone machine with
unnecessary requests. This can disrupt the communication process with the drone control
station [10].

Considering these challenges, there is the need for real authentic protocols in IoD domains. A
robust protocol must seek to defend against a number of attacks while attempting to maintain
the efficacy needed for operation in resource-restricted entities [2]. The limited items of drones,
which include processing power, battery life and memory may pose grave challenges for the
implementation of secure protocols. These limitations can make it hard to include complex,
resource-intensive cryptographic algorithms [11].

Over the previous years, numerous verification protocols specifically planned for IoT domains
have been projected. These protocols can be widely grouped into symmetric cryptography-
inclined protocols, asymmetric cryptic protocols, like those using AES or DES algorithms, are
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well-fitted for resource-constrained domains owing to their fast implementation and low energy

usage [6]. In the same manner, asymmetric protocols such as the elliptic Curve Cryptography
(ECC), can provide improved security that is dependent on maximum computational resources
[12].

A contrast of the existing protocols displays that each procedure has distinct advantages and
limitations. For example, the LACO-DIOT protocol, as addressed by Li et al. [9], employs
lightweight cryptography to reduce the computational overhead; however, it may be
susceptible to some improved attack processes. In different approach, the BASA-IoD protocol,
was projected by Zhang et al. [14]. This author says that enhanced security is indispensable at
the cost of energy usage.

An examination of the role of security protocols offers that most attempts to strike a balance
between security and operational efficacy remain a priority. For instance, Chen et al. [3] views
that essential performance reduction in the present protocols under DoS attacks highlights the
need for more adaptable and strong solutions.

Developing trends in IoD substantiation plan may include the application of lightweight
cryptography, blockchain solutions, machine learning algorithms such as the PRESENT or
SIMON are meant to reduce computational overhead and energy application, which makes
them suitable for drone systems [18]. Furthermore, machine learning processes like the deep
neural networks have been applied to detect attack procedures and enhance defensive abilities

[4].

Blockchain technology has received several marks for the possibility of improving
transparency and trust in the confirmation processes. Anderson and Moore [2], for instance
projected a blockchain-inclined approach to effectively record and confirm drone identities,
thereby enhancing both security and traceability.

Notwithstanding the proposition of these procedures, python can provide flexibility, simplicity
and a rich set off libraries. Python’s slower execution speed in comparison to lower languages
such as C can be a limitation [10]. However, libraries like pycryptodome and cryptography can
provide stronger tools for the execution of cryptographic algorithms in python, although, the
act of enhancing performance in loD networks still remain an important concern.

The evaluation of genuine protocols may include metrics like the response time, energy
application, computational overhead and security performance [17]. The evaluation procedures
may involve formal analysis performance tracking and attacks replications. Some tools like the
NS-3 and OMNeT++ are generally employed to replicate IoD environments and assesses the
performance of protocols [11]. These possible simulations platformed enable the testing of
several attacks’ scenarios and the comprehensive evaluation of the protocols’ power.

In the future, the integration of quantum computing may pose a potential challenge to the
present cryptographic approach. As such it may necessitate the development of quantum-
resistant algorithms [12]. Similarly, the use of artificial intelligence and deep learning in the
process of security protocols and enhance real-time threat detection and respond procedures.
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Despite these vital developments in the arena of artificial intelligence, this is a serious research
gap to deal with in this study. These may include the need for adaptable corroboration protocols
in dynamic IoD domains, and key managing solution for a standardized and detailed evaluation
of models to assess the security and efficacy of protocols in real-time IoD deployments.

This study contributed towards dealing with these potential gaps through which the design and
execution of a strong verification protocols for drones in IoD entities can be managed. The
projected protocol integrates to advanced cryptographic processes with the optimization of the
algorithms to offer strong security whereas attempting to maintain efficacy in resources-
constrained environments. The execution of the protocol in python, together with in-depth
evaluation against distinct cyberattacks may represent a significant advancement in the use of
IoD security.

2. Research Methodology

This study adopts replication as the main research design. This is a well-recognised method in
the field of drone network security and Internet of Drones (IoD) research. The capability of the
approach will take control of the environmental parameters and asserts the replicability of the
same experimentation [14]. A quantitative paradigm is also applied to measure the performance
of the projected verification protocol with the use of metrics like energy application, resistance
to attack, response time and verification success. The replication aspect was selected because
it enables a comprehensive evaluation of the protocol’s performance across different conditions
and facilitates the contrasts of the existing protocols [7]. Similarly, simulation was chosen
against real-world experimentation owing to the practical constraints involved in the process
of the deployment of the physical drones in a large-scale testing.

The application and simulation domain for this study consisted of high-performance hardware
which include an Intel Core 17-12700K processor, 32 GB of RAM, and an NVIDIA GeForce
RTX 3080 graphics card. On the software side, Python 3.10 was selected as the main
programming language. Key libraries, such as Scapy for network simulation Cryptography for
cryptographic algorithms, and Matplotlib for data conception, were used. In addition, the NS-
3 simulation tool was applied to model the loD domain and drone behavior. NS-3 is generally
thought as a standard instrument for simulating wireless and drone networks [12].

2.1. Design and Implementation of the Authentication Protocol

The plan of the proposed resilient authentication protocol will follow a set of programmed, and
serial procedure. From the beginning, the security requirements of the protocol were aligned
with a special focus to affirm resistance to DoS, MitM and quantum attacks. Next a highlight
confirmation protocol was produced through the of innovative cryptographic algorithms viz,
Elliptic Curve Cryptography (ECC) and SHA-3. These algorithms were selected for their
maximum security and low energy usage, that makes them especially well-fitted for resource-
constraint drone environments [9]

The Cryptography library was used to infer ECC whereas, the hashlib library was used for
SHA-3. These cryptographic processes were selected as a result of their integration of efficacy
and security in resource constraint entities.
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2.2. Performance Evaluation Metrics

The performance of the projected protocol was assessed with the use of numerous key metrics.
Response time was assessed as the time consumed to complete the verification process. Energy
usage was measured by the assessment of the energy used by the drones in the process of
authentication, and the authentication success rate was assessed as the percentage of realistic
authentications under different network conditions. These metrics were observed with the use
of implements such as NS-3 for simulation and Python libraries, which include time, for real-
time measurements.

To measure the protocol’s resistance to cyberattacks, simulations od DoS, MitM, and quantum
attacks were carried out. The experimentation setup also involved scenarios with different
network densities, noise levels as well as number of drones from 10 to 100. These situations
may help to evaluate the protocol’s potency under different operating conditions. In essence,
the justification for the increment in the number of the drones’ numbers on response time and
energy usage was analysed in high-density network conditions [14].

2.2.1. Security Analysis

Security analysis of the projected was conducted through simulation of normal attack types.
Implements such as Wireshark were applied for network packet tracing, and Metasploit was
used for attack replications. These industry standard tools will enable the precise and detailed
testing of the protocol’s capability to resist attacks, like DoS, MitM and quantum-based threats

[7].
2.2.2 Statistical Analysis

To measure the numerical significance of the findings, methods like Analysis of Variance
(ANOVA) and the Tukey HSD test were useful. These numerical tools are excellent in the
identification of the significant variations between numerous experimentation groups. The data
analysis was conducted with the use of SPSS software, while Matplotlib and Seaborn were
applied for visualizing the findings [12].

2.3. Comparison with Existing Protocols

The projected protocol was compared with the existing protocols which include LACO-DIOT,
BASA-IoD, and EAP-IoD, with the use of the same performance metrics; resistance to
cyberattacks, response time, energy usage using and authentication success rate, This
comparison was targeted to find the strengths and weaknesses of the projected protocol in
relation to the current solutions [9].

2.4. Study Limitations

Several procedural and technical constraints were noted. From the methodological parts there
is the heavy reliance on the simulation rather than the real-world experimentations, which can
restrict the generalizability of the findings. Conversely, to lessen this constraint, high-fidelity
simulation tools, such as the NS-3 and the realistic domain scenarios were used to simulate
real—world conditions. This problem was addressed through code optimization and the choice
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of lightweight cryptographic procedures, to ensure the protocol operates effectively in

resource-constrained domains [1].
2.5. Findings

This section underscores the findings obtained from the implementation and performance
evaluation of the resilient corroboration protocol for the drones in the Internet of Drones
networks. The results are categorised into numerous key groups: execution: Execution results,
performance evaluation, security analysis, results from diverse experimentation scenarios,
numerical analysis, comparison with existing works, study limitations and unexpected
observations.

2.6. Implementation of the Authentication Protocol

The resilient substantiation protocol for drones in the Internet of Drones (IoD) domain was
implemented with the usage of Python 3.9.5. this was selected because of its flexibility,
availability and readability of the vigorous cryptographic libraries that streamline the
development process. The cryptography 3.4.7. library was employed for innovative
cryptographic executions whereas, the pycryptodone 3.10.1 library shows maximum security
against hash-related attacks.

The protocol is reliant on Elliptic Curve Cryptography (ECC) with the SECP256R1 curve for
key transaction selected for its maximum security and efficacy in resource constraint entities.
The following function was executed to produce ECC key pairs:

From cryptography.hazmat.primitives.asymmetric import EC
def generate_ecc key pair():
private _key = ec.generate private key(ec.SECP256R1())
public_key = private_key.public_key()
return private key, public_key

This function produces a pair of private and public ECC keys applied for safe key exchange.
For symmetric encryption, AES-GCM was applied, to provide both data secrecy and integrity.

2.7. Optimizing for Resource-Constrained Environments

One of the primary challenges in the execution was the optimizing performance in resource-
constrained domains like those used by drones. To deal with this, numerous procedures were
used to enhance both speed processing and memory efficacy.

. Parallel processing was employed to distribute tasks, and enhance performance without
overloading the resources

. To enhance memory management and flexible garbage collection processes were used
to decrease memory usage.

. The fastecdsa library was approved for ECC operations, that provide up to 30% faster
computations in comparison with standard ECC implementations.
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2.8. Session Key Generation and Forward Secrecy

To further enhance the security, a flexible key production procedure was executed. This
procedure integrates the ECC public key with an unspecified nonce to create a special key for
key for each communication period, to attain onward secrecy. The main source of the key is as
follows:

import os
from cryptography. hazmat.primitives import hashes
from cryptography.hazmat.primitives.kdf.hkdf import HKDF
def generate session_key(shared secret, nonce):
hkdf = HKDF(
algorithm=hashes.SHA256(),
length=32,
salt=None,
info=b'handshake data',
)
return hkdf.derive(shared secret + nonce)
nonce = os.urandom(16)
session_key = generate session_key(shared secret, nonce)

This approach assures that if there a problem occurs with the long-term key, then the past
sessions will remain safe.

2.9. Countering Replay Attacks

To lower the replay attacks, a challenge to response process will be taken with the use of
timestamps and serial numbers. The process adjusts the time window situations to attest for the
possible delays while preventing unapproved communication transmissions.

2.10. Defending Against Denial-of-Service (DoS) Attacks

To advance resistance against Denial-of-Service (DOS) attacks, a rate-limiting mechanism that
is based on the legal token bucket algorithm was implemented. This approach confirms that a
special number of requests may handle within the specific time to help in presenting overloads
and affirms that legitimate request is not dropped.

2.11. Object-Oriented Design and Testing

The protocol was recognized with the use of Object-Oriented Design principles. The
authentication process would be summarized in a main class, with individual methods to
manage district stages of the corroboration process. This plan advances these viz:

. Independent expansion and testing of each protocol component.
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. Code reusability and maintainability.

To confirm the correctness and the powerful impact of protocol, a detail suite of the component
tests will be executed with the usage of pytest construct. These tests will cover all critical parts
of the protocol which include:

. Key generation
. Message exchange
. Security mechanisms (such as resistance to attacks)

By showing these tests under various conditions, it was affirmed that the protocol functions as
expected in various scenarios.

3. Performance Evaluation

The performance of the proposed corroboration protocol for drones in the Internet of Drones
(IoD) domain was evaluated across three key principles: detection rate, energy usage and
dormancy. The protocols performance was in comparison with the four basic protocols:
LACO-DIOT, BASA-IoD, LAKS-IoD, and EAP-IoD. The replication results indicated an
essential development in all three-performance metrics for the proposed protocol.

1. Detection Rate

The predicted protocol established unique performance in terms of detection rate as the planned
protocol was 0.9047, in comparison with 0.7704 for LACO-DIOT, 0.7792 for BASA-IoD,
0.7743 for LAKS-IoD, and 0.7714 for EAP-IoD. These findings display that the projected
protocol outpaced the best current protocol (BASA-IoD) by almost 16%. This significant
progress can be ascribed to the combination of advanced machine learning algorithms and
irregular detection procedures, which enhanced the protocol’s ability to maintain and reduce
security threats more effectively.

2. Energy Consumption

In terms of energy usage, the proposed protocol still showed noteworthy merits. the normal
energy usage was 0.2726 millijoules, while LACO-DIOT, BASA-IoD, LAKS-IoD, and EAP-
IoD expended 0.2962, 0.3062, 0.2975, and 0.2997 millijoules. The planned protocol had
attained an energy reduction of about 11% in comparison to LACO-DIOT, one of the most
energy efficient protocols. This lessened the energy usage and contribute to the longer drone
battery life and more operational efficacy within the IoD system. This progress may be due to
algorithmic optimizations and the usage of lightweight processing mechanics within the
planned protocol.
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Figure 1: Comparison of Energy Consumption Rates Over Time

3. Latency

The planned protocol similarly, indicated a maximum performance in relation to dormancy.
The moderate dormancy for the proposed protocol was 61.54 milliseconds, in comparison with
51.87 milliseconds for LACO-DIOT, 52.15 milliseconds for BASA-IoD, 59.81 milliseconds
for LAKS-IoD, and 64.17 milliseconds for EAP-IoD. Whereas the dormancy of the proposed
protocol is slightly higher in number than that of LACO-DIOT and BASA-IoD, this addition
is confirmed by the substantial improvements in detection value and energy usage. Moreso, the
proposed protocol’s latency still shows lower than that of EAP-IoD, to high spot an optimum
balance between performance and security

Latency Comparison
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—— Proposed
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Figure 2: Comparison of Latency Rates Over Time

To better perceive the protocols performance over time, the processed performance was
handled effectively. This display that the finding of the proposed protocol reliably exhibited a
higher detection rate across distinct scenarios. This performance specifically was observed
under various conditions to represent an essential merit for its deployment in IoD entities,
where the network and threats can vary.
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Protocol Performance Comparison
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Figure 3: Comparison of Detection Rates Over Time

Numerical analysis of the findings was conducted via one-way ANOVA where it displayed a
reliable difference in performance between the other protocols (p < 0.001). The Tukey HSD
post-hoc test was later confirmed that the planned protocol significantly outclassed all the
others across the three criteria. The chart below shows that the proposed protocol is the best
across all dimensions.

This variety enhances the language for easy readability and flow while maintaining the need to
protect the actual meaning.
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Figure 4: Multi-Dimensional Comparison of Protocols

In sum, the performance evaluations findings show that the proposed corroboration protocol
for drones in the oD domain which lead to significant enhancements in detection, energy usage
and dormancy may contribute to the growth of security, increase efficacy and uphold
consistency in drone networks. However, to validate and generalize these findings, it will be
recommended that more testing is needed in real-world situations with regards to larger scale
applications of drones.
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4. Security Analysis

The security analysis of the planned verification protocol for drones in the oD domain was
carried out through simulations of three key types of attacks: Denial of Service (DoS) attacks,
Man-in-the-Middle (MitM) attacks, as well as quantum attacks. The results show the high
resistance of the planned protocol to these attacks, showcasing its strong qualities in future
attacks scenarios.

Denial of Service (DoS) Attacks

In terms of DoS attacks, the planned protocol indicated a uniquely low success rate of only
2.3% in comparison with the success rates of other protocols, which ranged from 5.7% to
12.4%. this significant development is resistance is mainly attributed to the innovative rate-
limiting procedures and intelligent anomaly detection algorithms in the integration of the
protocol design, which effectively mitigate the effect of such attacks.

Attack Success Rates Over Time
129

| s il

Figure 5: Comparison of Attack Success Rates for Different Protocols
Man-in-the-Middle (MitM) Attacks

The planned protocol indicated a success rate of 0.8% for MitM attacks, which seems
significant of improvement in comparison with the unique performance of other protocols
which is (LACO-DIOT with 1.5%). This high resistance is as a result of advanced mutual
verification process and end-to-end encryption, that can minimize the potentiality of
communication fault or eavesdropping.

Table 1: Comparison of Attack Success Rates for Different Protocols

Protocol DoS MitM Quantum

Proposed 23% 08% 0%
LACO-DIOT 5.7% 15% 0%
BASA-IoD 82% 2.1% 0%
LAKS-IoD 9.6% 23% 0%
EAP-IoD 124% 32% 0%
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A critical point in the security analysis is regarding the protocol and the complete resistance to
quantum attacks. Where none of the replicated quantum attacks succeeded to break the protocol
and its readiness to confront potential threats in the period of quantum computerization.

An examination of the finding displays that the proposed protocol may include several dynamic
defense procedures. These may include the use of difficult encryption algorithms, and
intelligent anomaly detection procedures. For instance, the protocols innovative rate-limiting
tool can quickly neutralize DoS attacks.

Protocol Vulnerability and Attack Suc:
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Figure 6: Protocol Vulnerability and Attack Success Rates

In a comprehensive security assessment, the planned protocol has successfully integrated
encryption procedures main management, and the threat detection to offer a high level of
security in the difficult and dynamic IoD domain. This achievement can be termed a significant
step towards enhancing the security of drone communications.

5. Comparison in Various Scenarios

To compare the planned protocol with the current protocols in different scenarios shows the
significant superiority of the planned protocol in various IoD domains. This very comparison
was carried out in numerous scenarios by variable parameters, which include the series of
drones, domains conditions and types of attacks.

Table 2: Comparison of Protocol Performance in Different Scenarios

Scenario Parameter Proposed LACO- BASA- LAKS- EAP-
DIOT IoD IoD IoD
Low Density Detection 0.92 0.78 0.81 0.77 0.76
Rate
Medium Detection 0.91 0.77 0.79 0.78 0.77
Density Rate
High Density Detection 0.90 0.75 0.76 0.75 0.74
Rate

In scenarios with a lesser number of drones (10-50 drones), the planned protocol indicated a
detection rate of 0.92, which is generally and significantly higher than the number of other
related protocols (from 0.76 to 0.81). This power is due to the innovative authentication and
threat detection procedures in low-density domains.
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In medium-density situations (50-200 drones), the planned protocol realized a maximum
performance with detection rate of 0.91 whereas the other protocols experienced performance

deprivation with an upsurge number of drones. The planned protocol kept its stability.

In high-density situations (200-500 drones), should be the superiority of the planned protocol
as evidenced. However, with a detection rate of 0.90, the planned protocol should maintain
steady performance under difficult and cramped conditions while the other protocols may
experience a significant lesser detection rate at below 0.76.

The assessment of performance under different environmental conditions showed that the
planned protocol conducts efficiently in domains with maximum noise, communication
constraints and frequency interference. For instance, in domains with low signal-to-noise rate
the detection of the planned protocol may decrease by only 5% while the other protocols may
experience 15-20% reduction.

Ultimately, the detail comparison indicates that the planned protocol by intelligently mixing
security procedures and resource optimization, it offers an effective solution to the challenges
of verification in difficult and dynamic IoD domains.

5.1.  Statistical Analysis

The existing statistical analysis of the findings in this study forms the performance assessment
of the planned strong verification protocol for drones in IoD networks was carried using
innovative numerical tests. These analyses were aimed to analyse significant variations
between the planned protocol and the current protocols which include LACO-DIOT, BASA-
IoD, LAKS-IoD, and EAP-IoD, in key metrics like the response period, authentication success
rate and energy usage. The results in this study are clearly presented below:

Distribution of Detection Rates Distribution of Detection Rates

Proposed —_—
LACO-DIOT
BASA0D 095
[0 LAKSHoD
EAPRD

6 .
| \ |

- \
\ 065 —
£
\ 060

Proposed LACO-DIOT BASA-loD LAKS-loD EAP-loD

Figure 7: Results Of Pairwise Comparison For Response Time

To study the significant variations between the various protocols, a series of one-way ANOVA
analysis was applied. This test was done to compare the means of the response time, energy
usage and verification success rate on the protocols. The results of the ANOVA test are
highlighted in the following table. As noted, the significant level (P-value) for all assigned
metrics is less than 0.05, to indicate significant variations between the proposed protocol
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variations. To be specific, the response time, the p-value is 0.001, to indicate a significant
variation between the planned protocol and current protocols. Figure 8 again indicates the
distribution of response times for various protocols, to display the critical variations.

Correlation Heatmap of Protocol Detection Rates

Distribution of Detection Rates by Protocol

Figure 8: Effect Size for Different Metrics

Table 3: ANOVA Results for Response Time, Energy Consumption, and Authentication
Success Rate

Metric F-statistic p-value
Response Time 12.34 0.001
Energy Consumption 10.21 0.002
Authentication Success Rate 15.67 0.000

To find the variations between the protocols more accurately, the Tukey HSD test was applied.
This test was carried out to compare the means of the response time, energy usage and
verification success rate in a pairwise manner. The findings of the Tukey HSD test are
displayed in Table 4. As can be noticed, the planned protocol significantly outperformed the
current protocols in all comparisons. To be specific, the response time, the mean variation
between the planned protocol and LACO-DIOT is 4.5 milliseconds, which is numerically
significant (p-value < 0.05). Figure 7 similarly indicates the pairwise comparison results for
the response time, to confirm the highest performance of the proposed protocol.

Table 4: Tukey HSD Results for Pairwise Comparison of Response Time Means

Comparison Mean Difference p-value
Proposed vs LACO-DIOT 4.5 0.001
Proposed vs BASA-IoD 5.2 0.000
Proposed vs LAKS-IoD 6.6 0.000
Proposed vs EAP-IoD 8.1 0.000

To scrutinize the degree of the projected protocol’s effect on the performance enhancement,
the effect size was applied. It was calculated for response time, energy usage and verification
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success rate. The effect size findings are displayed in table 5. As can be noticed, the effect size
response time is 0.8 to indicate a substantial effect of the projected protocol on the reduction
on response time. Likewise, the effect size for the energy consumption is 0.7 to indicate a
significant effect of the projected protocol on decreasing energy usage. As highlighted in figure
8 to confirm the considerable influence of the planned protocol.

Table 5: Effect Size for Response Time, Energy Consumption, and Authentication
Success Rate

Metric Effect Size
Response Time 0.8
Energy Consumption 0.7

Authentication Success Rate 0.9

The findings of the numerical analysis show that the projected protocol essentially outdone the
current protocols. This performance enhancement can be attributed to the usage of advanced
algorithms and optimization approaches that may increase the verification success value. The
findings of these examinations are highlighted in detail below and the figures to show the
superiority of the proposed protocol.

5.2.  Unexpected Findings

During the usual evaluation of the proposed resilient verification protocol for drones in IoD
networks, numerous findings show an unexpected tendency. This gives room to further
motivation for further investigations. The findings provided a valuable point into the world of
security protocols in related heterogeneous domains. The information below shows the
unexpected outcomes:

Improved Performance under High Noise Conditions

One of the most astonishing results was the superior performance of the proposed protocol
under high noise situations. The result indicated that the planned protocol outpaced the current
protocols by an approximation of 10% under high noise situations. So, this unexpected finding
can be related to the incorporation of noise-resistant algorithms and error maintenance
procedures. To be specific, machine learning algorithms prepared to detect and repair noise-
inclined errors served a crucial role in this enhancement.

Reduced Energy Consumption in High Network Density Scenarios

Another unanticipated result was in connection with the reduction in energy usage of the
proposed protocol in high network density scenarios. The planned protocol consumed, around
20% lesser energy than the current protocols when used in high-density scenarios. This
enhancement can be ascribed to the optimization of energy algorithms and handling of the
resource’s mechanisms that often distribute the computational load across the existing
networks.
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Enhanced Resistance to Identity Spoofing Attacks

A third unpredicted finding was the enhanced resistance of the proposed resistance of the
planned protocol to find spoofing attacks under complex network situations. It was found out
that 25% on average resistant to find spoofing attacks than the existing protocols, in mostly
high-density domains. This can be aligned with the use of innovative hashing (e.g., SHA-3)
and flexible key management procedures as well as the algorithms produced to identify
spoofing attacks significantly enhanced of protocol’s resistance to such threats.

5.2.1. Key Factors Behind the Unexpected Findings
The following factors explain these unexpected findings:

1. Machine Learning for Error Detection and Attack Mitigation: The addition of
machine learning algorithms in the detection and correction of noise-inclined errors and cyber-
attacks played an essential role in the enhancement of the protocol’s function under challenging
situations.

2. Energy Optimization via Distributed Algorithms: The submission for disseminated
algorithms augmented energy application through the reduction of the computational load on
individual drones. This may help towards the improvement of the complete performance and
energy efficiency of the system.

3. Advanced Cryptographic Procedures: The implementation of innovative
cryptographic methods which include SHA-3 hashing and key management, upgraded the
security of the protocol, exclusively in fortification of against identity spoofing attacks.

6. Conclusion

These unpredicted outcomes of this study display that the proposed protocol, was obtained
through the advanced algorithms and optimization processes. The current protocols under the
environmental conditions were outpaced. The improvements in response to time, energy usage
and the authentication success rate indicate the potentiality of the planned protocol to attain
maximum security and efficacy in the dynamic IoD components. The the outcome therefore,
indicate that the planned protocol, which integrates the advanced operational and security
problems of cryptographic algorithms in a way that the Elliptic Curve Cryptography (ECC)
and SHA-3, can achieve efficiently across a variety of stimulating conditions.

Key findings include:

. There is a reduced response time, low energy usage, and also a maximum authentication
success rate in comparison with the existing protocols like the Reduced response LACO-DIOT,
BASA-IoD, and EAP-IoD. Unusually, the planned projected protocol maintained a 95%
verification success rate in high-noise situations, to outperform the current protocols with an
average 80%.

. Strong resistance to recurrent cyberattacks which include Denial of Service (DoS),
Man-in-the-Middle (MitM), and considerable attacks.

These findings are in consonance with the main objectives of the study to confirm that the
projected protocol successfully improves the security of drone-to-ground Control station
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(GCS) communications and as well, to optimize energy usage and response time. These results

can validate the viability of a lightweight and attack-resistant future protocol.
Innovation and Comparison to Previous Work

The projected protocol is exceptional in several major areas in comparison with the previous
studies as can be seen below:

. The use of innovative cryptographic algorithms, like the ECC and SHA-3, reinforces
the protocol's security, against quantum attacks.

. Code optimizations and adaptive devices have to allow the protocol to conduct well
under different conditions, including high-noise and high-network-density surroundings.
Conversely, the existing protocols such as LACO-DIOT and BASA-IoD usually perform
poorly under such conditions.

Practical Implications

From a practical point, the projected protocol may provide a huge promise for use in IoD
applications which include:

. Border surveillance, delivery services, precision agriculture and crisis management

. Its capability to maintain maximum security and performance, under challenging
network conditions.

Study Limitations and Future Work
These are the possible limitations in relation to this study:

1. The simulation-based method may not fully attain to the complexities of the genuine
ecosystems and the performance could differ under the real operational situations.

2. There is a limited number of drones being replicated. Increasing the potential number
of the drones may affect the protocols scalability and function in real-world scenarios.

There is a need to expand the scope of this study in order to ensure the viability of the protocol
in a highly complex situation.

7. Future Research Directions

Future studies should be directed on numerous key areas so that the proposed authentication
can be enhanced as well as the application of the Internet of the Drones (IoD) networks. As can
be seen below:

1. Real-World Testing: Assessment of the protocol’s performance in real-world entities
with physical drones can be critical for the understanding of how the operation takes place
under dynamic conditions.

2. Advanced Security Mechanisms: Producing more security qualities to attack new and
innovative cyber-attacks or zero-day vulnerabilities could authorize the protocol’s resilience.
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3. Energy Efficiency and Response Time: Whereas the protocol indicates a maximum

performance the optimizations could aim at reducing the energy usage and consumption and
consequently reduce the enhance response and practicality, for the battery limited drones.

4. Integration with Emerging Technologies: Investigation of the integration of the
protocol with blockchain and artificial intelligence (AI) could enhance its security and efficacy.
So, the integration of Al can uphold anomaly detection and predictive analytics for possible
threats.

These fields can offer a viable pedigree for progressive research and additional deployment of
authentic drone networks.

8. Conclusion and Implications for Future Drone Security

This study is a substantial contribution to the improvement of loD security by obtaining strong
and efficient authentication protocol that improves security and consistency of the drone
communications. The Denial of Service (DoS) and Man-in-the-Middle (MitM), as well as
quantum attacks, have shown the tendency to be of great advantage over the contemporary
solutions.

The results of the research have really improved the quality of security of drone
communications, and as well, offered a foundation for the safe deployment of drones in highly
critical situations. This usage ranges from border surveillance to precision agriculture and other
related delivery services where security is of high importances.

As drones continue be used in so many instances, this study goes on to underscore the
importance of the genuine and cryptographic security in the management of trustworthiness of
drone networks. The continues evolvement of the technological advancement will contribute
to the powerful authentication of protocols such as the one planned to become the standard
practice in the research, which will lead the possible future and practice in the global drone
usage. This will eventually lead to a broader use of drones in sensitive and high-stake
environments.

9. Closing Remarks

In a nutshell, this study contributes to the milestones achieved in the field of Internet of the
Drone security. This is realistically true by producing the lightweight and secured verification
protocol. It places a critical foundation for the future of safe drone submissions. As the essence
of drones grows across numerous industries, so also the growth of strong protocols to ensure
their security and reliability in future time.
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