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Abstract

In this research, an attempt is made to detect threads and potential risks caused by incoming data through
the network. Our research inspects three different types of risks the environmental, the operation risk, and
the technical risk. Two Machine Learning methods have been used for the sake of research comparison
and the rigidity of the results. Naive-Bayes and K-Nearest Neighbor algorithms have been applied to a
structured data set with 15 input features representing the incoming risk data set to the network and a
target prediction column of three different risk categories, namely environmental, operation, and technical
risk. Results from Naive-Bays obtained an accuracy of 84% in risk detection, while K-Nearest Neighbor
with 5 neighbors produced a 75% accuracy in risk detection.

Keywords— Naive-Bays, K-Nearest Neighbor (K-NN), Minkowski distance, Manhattan distance,
Euclidean distance.

I.  INTRODUCTION

Due to the rapid advancement of technology and the exponential growth of data collection, the field of
network security has undergone significant transformation. The proliferation of digital devices and the
expansion of the Internet of Things (IoT) expose networks to an increasing number of security risks. From
more commonplace intrusions like malware and phishing to more sophisticated ones like Advanced
Persistent Threats (APTs) and zero-day vulnerabilities, these threats range in complexity. Because of this,
the need for robust and intelligent threat detection systems is now higher than ever [1].

This study will discuss the ability of machine learning algorithms to identify threads and possible threats
from incoming network data is demonstrated. Also, this study will compare Naive-Bayes and K-Nearest
Neighbor to reveal the advantages and disadvantages of each algorithm and shed light on how each might
be used in various risk situations, Our goal is to improve the accuracy and dependability of network risk
identification by utilizing the Naive-Bayes and K-Nearest Neighbor algorithms.

Currently, there is an increase in the number of terrorist attacks committed by organized terrorist
communities with a network and a disorganized organization, as well as by lone terrorists influenced by
propaganda and extremist ideology. The Internet that is, web resources, social networks, and email—is the
primary tool for information sharing, hiring, and promoting such structures. This makes it necessary to
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detect and identify communication topics and connections, as well as to keep an eye on user behavior and
forecast potential threats originating from individuals, groups, and network communities that produce and
disseminate extremist and terrorist content on the Internet [1].

One of the most challenging tasks for security administrators is identifying insider threats, which makes it
challenging to recognize these internal risks. To identify the most accurate classifier to predict these insider
risks, this study used a range of supervised machine learning classifiers with particular criteria [2].

Numerous cybersecurity applications, such as anomaly detection, intrusion detection, and vulnerability
assessment, have extensively used machine learning methods. Popular algorithms Naive-Bayes and K-
Nearest Neighbor have demonstrated potential in these areas. Based on Bayes' theorem, the probabilistic
classifier Naive-Bayes is renowned for its ease of use and effectiveness when processing big datasets. It
has been useful in network intrusion detection, virus detection, and spam filtering [3].

Machine learning techniques have been widely applied in a variety of cybersecurity applications, including
anomaly detection, intrusion detection, and vulnerability assessment. Naive Bayes and K-Nearest
Neighbor, two well-known algorithms, have shown promise in these domains. The probabilistic classifier
Naive-Bayes, which is based on Bayes' theorem, is well known for being simple to use and efficient in
handling large datasets. It has been helpful in spam filtering, virus detection, and network intrusion
detection [4].

ML can create diverse models with different algorithms, and there are significant differences in how these
models are worked with as well. When there is a large amount of labeled data, the network operator can
use supervised learning to train a predictor based on the existing dataset; if there is a limited amount of
labeled data, they can use a semi-supervised learning model. The results vary even when using the same
model to identify the same kind of attack, based on the parameters you want machine learning to take into
account [4, 5].

The use of machine learning techniques to leverage Internet data to address the challenge of combating
extremism and terrorism, This problem entails monitoring and modeling information flows in these
communities, identifying the structure of user groups and online communities that disseminate this
information, retrieving electronic messages, documents, and web resources that may contain information
of a terrorist or extremist nature, assessing threats and predicting risks based on monitoring results [6].

K-nearest neighbor and Naive Bayes are the machine learning methods used in this work. These algorithms'
performance is documented along with a comparative analysis. The project is carried out in Python, and
the algorithms' effectiveness is evaluated using accuracy, sensitivity, specificity, and precision. Based on
these observations, a model based on logistic regression was found to be more effective in predicting
fraudulent activity than other models derived from Naive Bayes and K-nearest neighbor.

Additional arguments for choosing these algorithms such as, the bulk of tree structure machine learning
models use ensemble learning, which often leads to better results than single models such as KNN. Also,
the network data that has been suggested falls under the area of non-linear, high dimensional data that they
can manage, there is an advantage for feature selection in that the feature importance calculations are done
during the building of those models [3].
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Despite much research, safeguarding networks from malevolent intrusions remains a formidable task. The
increasing versatility of network assaults can be attributed to the rapid growth of linked devices and the
expansion of networks in new technologies. In contrast to conventional detection techniques, machine
learning offers a new and adaptable way to find network intrusions, working with any kind of network
architecture [7].

Subsequent research endeavors will center on augmenting the dataset with a wider range of representative
traits and investigating the potential utilization of sophisticated machine learning techniques, such as deep
learning and reinforcement learning, to detect network danger. Enhancing the resilience and scalability of
machine learning (ML)-based risk detection systems will need the incorporation of real-time data streams
and the creation of adaptive learning models [8].

There is great potential for improving risk identification and mitigation through the use of machine learning
in network security. Through the utilization of Naive-Bayes and K-Nearest Neighbor algorithms'
advantages, this research adds to the current endeavors to create more dependable and efficient methods
for detecting network risks [9, 10].

II. RELATED WORKS

In recent years, there has been a significant increase in interest in the use of machine learning for threat and
risk identification in network systems. This section examines important contributions made by a range of
field researchers, highlighting the efficacy and limitations of various machine learning-techniques.
Gradient boosting decision trees (GBDT) are a popular method for detecting cyber security threats using
network event data. GBDT is a potent machine learning method that enhances accuracy by combining the
predictions of several decision trees. Researchers' study examines how GBDT can be used to identify
security vulnerabilities in network logs and shows how, by learning from past data, GBDT can efficiently
identify anomalies and possible dangers. This approach has a lot of potential because it can handle big
datasets and detect threats with a high degree of accuracy [11].

A different study examines how different machine learning algorithms perform in intrusion detection
systems (IDS). The efficacy of several methods, such as support vector machines (SVM), random forests,
and neural networks, in detecting intrusions is compared by the researchers. The results show that while
every algorithm has advantages, neural networks frequently perform better in challenging infiltration
scenarios because of their capacity to recognize minute patterns in the data. This study emphasizes how
crucial it is to choose the right algorithm depending on the particular needs and network environment type
[12].

Machine learning is also essential for the key field of large-scale malware classification. Neural networks
and random projections have been used extensively by researchers to categorize malware. Through random
projections, the study achieves great computing economy without sacrificing accuracy by lowering the
dimensionality of the feature space. The malware is then classified using neural networks, which show
excellent accuracy and resilience against different kinds of malware. This method emphasizes how
dimensionality reduction strategies may be combined with strong classifiers to improve malware detection
systems [13].
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Because there are so many linked devices in the Internet of Things (IoT) setting, it is imperative to detect
fraudulent communications. Using machine learning techniques, the CorrAUC approach detects harmful
Bot-IoT traffic in IoT networks. This approach achieves high identification rates by using correlation-based
features and traffic pattern analysis. The study illustrates the particular difficulties presented by IoT
environments, including resource limitations and a variety of communication protocols, and shows how
machine learning may successfully resolve these difficulties [14].

Another major cybersecurity difficulty is detecting insider threats. The potential of deep learning
approaches in this field has been thoroughly examined. Key obstacles are identified by the review, such as
the necessity for real-time detection and the difficulty of acquiring labeled data. Deep learning techniques,
especially those based on long short-term memory (LSTM) and recurrent neural networks (RNNs), show
promise in spite of these obstacles since they can identify small irregularities that may be signs of insider
threats and model temporal correlations [15].

Intrusion detection systems based on machine learning have also improved risk management in network
security. Safety methods are incorporated into the Safety-Augmented Network Intrusion Detection System
(S-NIDS) in order to reduce hazards. This method offers a complete security solution by combining safety
protocols and machine learning models to identify intrusions and control related risks. In settings where
upholding system integrity and safety is crucial, this integration is very helpful [16].

Machine learning has been used to optimize network attack detection through the introduction of novel
class probability features. With this method, the feature space is improved by adding probability-based
characteristics that indicate the likelihood of specific network actions. This improves detection rates by
enabling the detection models to differentiate between benign and malicious activity more accurately. This
study highlights how crucial feature engineering is to improving machine learning models' effectiveness in
network security [17].

The special difficulties in integrating cyber and physical components are addressed by the dependency-
based security risk assessment for cyber-physical systems (CPS). With this method, the dependencies
between various components are modeled, and the security risks are evaluated according to these
dependencies. The study offers a thorough risk assessment framework that can anticipate possible
vulnerabilities and their effect on the system as a whole by utilizing machine learning techniques. This
approach is especially pertinent to industrial control systems and critical infrastructure where CPS is widely
used [18].

An intrusion detection system (IDS) designed for edge-envisioned environments has been created in the
field of smart agriculture. In severe agricultural situations, where standard detection methods might not be
effective, this intrusion detection system (IDS) uses machine learning to detect intrusions. The study
demonstrates how edge computing can effectively and promptly identify intrusions, protecting intelligent
agricultural systems from cyberattacks [19].

The creation of an autonomous fuzzy decision support system has advanced risk assessment through big
data analytics. Big data is used by this system to evaluate risks and make timely, well-informed judgments.
Fuzzy logic and machine learning are combined to give a system that can manage uncertainty and produce
reliable risk evaluations. This method works especially well in complicated and dynamic network situations
where dangers are always changing [20].
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The creation of the machine learning-based system Smart Sentry has improved cyber threat intelligence in
industrial IoT contexts. By gathering and evaluating threat intelligence data, this system offers useful
insights for reducing cyber threats. The research highlights the significance of instantaneous data analysis
and the function of machine learning in converting unprocessed data into insightful knowledge for
anticipatory threat mitigation [21].

Industrial control systems (ICS) anomaly detection has been tackled through the creation of specific
datasets and machine learning models. Researchers can efficiently train and assess machine learning models
by creating an extensive anomaly detection dataset. By offering a standardized dataset that makes it easier
to design and assess novel anomaly detection methods for ICS, this study advances the discipline [22].

Because IoT devices are used so widely, it is imperative to detect botnet assaults in the IoT ecosystem. It
has been suggested to use a hybrid machine learning approach to effectively identify botnet attacks. To
improve detection accuracy, this model integrates a number of machine learning approaches, including
clustering and classification. The study emphasizes the necessity of hybrid strategies to deal with botnet
assaults in IoT environments because they are varied and constantly changing [23].

Side-channel attacks are a serious risk to Internet of Things deployments. By examining side-channel data
like power usage and electromagnetic emissions, machine learning approaches have been used to identify
these attacks. This method adds an extra degree of security for Internet of Things devices by using the
minute variations in side-channel data to detect malicious activity [24].

The implementation of machine learning models on fog devices has enabled the early identification of
cyberattacks. Real-time detection is made possible by this framework's data processing at the network edge,
which lowers latency and speeds up reaction times. The study shows how fog computing and machine
learning may be used together to improve early threat detection in a variety of network contexts, both
practically and effectively [25].

To assess their performance, a comparison of machine learning-based models with intrusion detection
systems (IDS) has been done. In terms of accuracy, efficiency, and scalability, the study contrasts machine
learning-based models—such as decision trees and SVM—with conventional IDS. The results imply that,
in general, machine learning-based models perform better than conventional IDS, particularly when
managing big and complicated information [26].

One of the biggest challenges in network intrusion detection is managing large and unbalanced data sets.
Stacking feature embedding, feature extraction, and oversampling approaches are used in a study to
overcome this problem. By balancing the dataset and identifying pertinent characteristics, these techniques
improve machine learning models' performance and increase detection rates. In real-world situations, this
strategy is essential for guaranteeing the dependability of intrusion detection systems [27].

Recent research has offered a thorough analysis of machine learning-based intrusion detection systems
(IDS), threats, and network security models. The use of machine learning techniques in IDS, as well as
popular attack vectors, are all covered in this review. The study offers insightful information on how
network security is currently doing as well as how machine learning may be used to counter new threats
[28].
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Empirical research on machine learning-based intrusion detection systems has been conducted to discover
ways to defend smart-home IoT devices against MQTT attacks. This paper offers a paradigm for improving
the security of smart-home Internet of Things devices by assessing the efficacy of several machine learning
algorithms in identifying MQTT-based attacks. The results highlight the necessity of resilient and flexible
intrusion detection systems to protect against changing Internet of Things threats [29].

Finally, an analysis of the relative performances of malware detection systems based on different classifiers
and texture features has been carried out. This research examines the effectiveness of several classifiers and
investigates the usage of texture features in virus detection. The findings suggest that specific texture
properties might greatly increase malware detection accuracy when paired with strong classifiers. This
study demonstrates how new feature sets can be used to improve malware detection systems' efficacy [30].

In summary, the evaluated works highlight how important machine learning is for identifying possible
dangers and threats in network contexts. The continuous efforts to improve the precision, effectiveness, and
dependability of security systems are reflected in the developments in algorithms, feature engineering, and
deployment techniques. Maintaining strong network defenses will require integrating machine learning
with conventional security methods as cyber threats continue to grow.

A summary of related works can be shown in Table 1, which contains the reference, target of research, and
methodology applied.

TABLE 1. SUMMARY OF RELATED WORKS

R h
refere | Researc Method | Data Set used

nce Target
Naive | gas sensors
12 E-nose Bayesia
n
SVM, |chemical
13 E- ’
rose ANN |sensor
14 Evaluatio | K-NN | heterogeneous
n datasets
Gaussia | volatile
n Naive | organic
15 E-nose Bayes, |compounds
ANN,
SVM
SVM, |Human odour
Human .
3 Naive
scent
Bayes
2 E-nose ANN | human scents
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From Table 1, no previous research tackled the scientific solution of our aim of this paper. Several attempts
to use K-NN in E-nose technology but none of them work on human odor.

11I. RISK DETECTION — INBOUND DATA THREADS INSPECTION USING KNN AND BAYES :
A. Data Sampling procedure: (Technical, Operational, and Environmental Risks) :

Our data set has been collected consisting of 15 features, each feature is a fractional number, and
collectively these 15 features represent a risk thread. Our data set covering three types of risk threads may
represent inbound data to the data hub, the Technical risk, the Operational risk, and the environmental risk.
The first type of risk is the technical risk contains 15 features, these features represent the thread data which
is a positive potential risk representing the technical part. A predictive column has been added to the data
set with the value of 1 representing the technical risk. Table 2 represents the sample of the real data from
technical risk features:

TABLE 2. 15 FEATURES TECHNICAL RISK WITH THE PREDICTIVE COLUMN WITH VALUE 1.
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The second type of risk is the operation risk contains 15 features, these features represent the thread data
which is a positive potential risk representing the technical part. A predictive column has been added to the
data set with the value of 2 representing the operation risk. Table 3 represents the sample of the real data
from operation risk features:

TABLE 3. 15 FEATURES OPERATION RISK WITH THE PREDICTIVE COLUMN WITH VALUE 2.
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The third type of risk is the environmental risk contains 15 features, these features represent the thread
data which is a positive potential risk representing the environmental part. A predictive column has been
added to the data set with a value of 3 representing the environmental risk. Table 4 represents the sample
of the real data from environmental risk features:

TABLE 4. 15 FEATURES ENVIRONMENTAL RISK WITH THE PREDICTIVE COLUMN WITH VALUE 3.
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Combing all the features together in a single table to compose the input data set to the machine learning
model. The data is fractional and does not require any normalization or scaling tools. The same data set
will be applied to KNN and Bayes for comparison and efficiency.

B. Apply Naive Bayes algorithm:

Naive Bayes is one of the most popular data mining algorithms. Its efficiency comes from the assumption
of attribute independence, although this might be violated in many real-world data sets. The classification
task that Naive Bayes solves is assumed as follows. Given a training data sample Dtrain of t classified
objects, we are required to predict the probability P(y|x) that a new example x=x1,x2...,xa belongs to
some class y, where xi is the value of the attribute Xi and y€{1,...,c} is the value of class variable Y [31].

Bayes theorem helps determine the likelihood that one event will occur with unclear information while
another has already happened. The mathematical formulation of the Bayes theorem is [32, 33, 34, 35]:

p(B|A)p(4)
p(B)

Where A and B are events and p(B) # 0

p(A|B) = 000

p(A|B) is a conditional probability in which the probability of event A occurring given that B is true called
posterior probability of A given B [32, 33, 34, 35]. p(A|B) is also a conditional probability in which the
probability of event B occurring given that A is true which can be interpreted as the likelihood L of A
given a fixed B because p(A|B)=L(A|B) [32, 33, 34, 35]. p(A) and p(B) are the probabilities of
observing A and B respectively without any given conditions, they are known as prior probability and
marginal probability [32, 33, 34, 35].
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Results obtained from the Naive-Bayes algorithm have been applied to a structured data set with 15 input
features representing the incoming risk data set to the network and a target prediction column of three
different risk categories, namely environmental, operation, and technical risk. The best results from Naive-
Bays obtained an accuracy of 84%. Several mathematical equations have been tested using Naive Bayes
for accuracy enhancement and research inspection. Results obtained from Bernoulli Naive Bayes was
47%, for Categorical Naive Bayes accuracy is 47%, Complement Naive Bayes bring 81% accuracy, and
Multinominal Naive Bayes bring 47% accuracy. The best accuracy obtained from Gaussian Naive Base,
figure 1 summarizes the results obtained from a variety of Naive Bayes equations:.

Accuracy Obtained from different Naive Bayes
Equations

20
70
60
g so
e
3
8 a0
<
30
20
10

GaussianNaive BernoulliNaive  CategoricalNaive ComplementNaive MultinomialNaive
Bayes Bayes Bayes Bayes Bayes

Naive Bayes Equation

Fig. 1. Results Obtained from a variety of Naive Bayes equations.

Actual Risk vs Predicted Risk

Risk Class 1 or 2 or 3

Prediction Cases

m Actual Risk  ® Predicted Risk

Fig. 2. Matching between actual and predicted risk using Gaussian Naive Bayes equations.
C. Apply the KNN algorithm:

The k-nearest neighbor (KNN) algorithm is a novel machine learning method proposed in this article based
on the modified, which can extract more features from the data sets through the advanced workflow and
simulation techniques [36]. For the KNN algorithm, we can implement a KNN method by following the
steps [36]:

1. Calculate the distance between the new point and each training point.
2. The closest k points are selected based on the distance.

3. The wighted average value of these selected data points serves as the final prediction for the new point.
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Mathematically, assume a value k for the KNN and a prediction point x, and then use N, to denote
the k closest training observations to the prediction point xy. The KNN returns the estimation

f (x() using the average of all the responses in N, as shown in equation 1 [36]:

1
f(x) = - Lxen, Vi boooo

Distance between neighbor points can be calculated using many methods to calculate the distance in the
KNN. The most used three methods are Euclidian, Manhattan, and Minkowski distances [36]. The
Minkowski distance or Minkowski metric is a measurement in a normed vector space which can be
considered as a speculation of both the Euclidean distance and the Manhattan distance. Calculate the
Minkowski distance between two factors. The situation where p = 1 is identical to the Manhattan distance
and the situation where p = 2 is comparable to the Euclidean distance. Minkowski distance calculation is
as shown below in equation2 [36]:

2)

Manhattan distance calculation is as shown below in equation2 [36]:

n
dXY) = ) 1% = ¥
i=1

Euclidean distance calculation is as shown below in equation2 [36]:

d(X,Y) =

Results obtained from the KNN algorithm using Minkowski with 5 neighbors have been applied to a
structured data set with 15 input features representing the incoming risk data set to the network and a
target prediction column of three different risk categories, namely environmental, operation, and technical
risk. Results from KNN having k=5 with the Minkowski, Manhattan, and Euclidean distance equation
obtained an accuracy of 75%. Results from KNN having k=7 and the Minkowski distance got 72%, the
Manhattan distance equation got 63%, and the Euclidean distance equation obtained an accuracy of 72%.
Figure Fig. 3. Shows the results obtained from KNN with variety of K values and different distance
measurement equations.
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KNN accuracy for risk detection

75
70
65

60
55

Accuracy

k=7

Minkowski k=5
Manhattan
Euclidean

Distance Measurement Equation

k=5 mk=7

Fig. 3. Results Obtained from the KNN algorithm with k=5 and 7 using Mikowski, Manhattan, and
Euclidean.

CONCLUSION

The research aims to identify potential risks and threads resulting from incoming data passing across the
network. Three distinct risk categories are examined in our research: technical, operational, and
environmental risks. To ensure that the results are rigid and for the purpose of study comparison, two
machine learning techniques have been applied. A structured data set of 15 input characteristics that
represent the entering risk data set to the network and a target prediction column of three distinct risk
categories—environmental, operating, and technical risk—has been subjected to the Naive-Bayes and K-
Nearest Neighbor algorithms. The risk detection accuracy from Naive-Bays results was 84%, and the risk
detection accuracy from K-Nearest Neighbor with five neighbors was 75%.
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