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Abstract

Preserving privacy in third-party services has become increasingly crucial as reliance on
external platforms for data processing, storage, and analytics grows. While classical privacy-
preserving models, such as access control, encryption, and anonymization techniques provide
foundational protection, and they are not effective in dynamic and complex service
environments. Typically, these traditional approaches lack adaptability, computationally
intensive, and failed to prevent indirect privacy leaks through inference attacks or data
correlation. To address the complexities, this work introduces a novel hybrid key generation
approach based on Flower Fertilization Paper-Based Optimization enabled key generation
model (FFPBO_KeyGen) within a Blockchain-assisted transparency framework for privacy
preservation in third-party services. The generation of secure keys is handled by third-party
authority using FFPBO, which combines Paper Publishing-Based Optimization (PPBO) and
the Flower Fertilization Optimization (FFO) algorithm.

Keywords: Privacy preservationof third-party services, Key generation, Blockchain, Paper
Publishing-Based Optimization, Flower Fertilization Optimization.

1. INTRODUCTION

In a blockchain technology, transactions are recorded within blocks that contain details, such
as transaction details, timestamps, and additional metadata. This structure ensures that the
blockchain offers transparency, decentralization, user anonymity, and immutability [1]. Due
to its appealing features, such as transparency, anonymity, autonomy, and tamper-resistance,
blockchain technology has found extensive applications in voting systems, supply chains,
healthcare, and more. Within a blockchain, all transactions are verified via a consensus
mechanism in an untrusted environment, ensuring that no participant can arbitrarily alter the
data. Blockchain is resilient against failures and malicious attacks. Their security relies on the
majority of computing power within the network, rather than on a central authority [3].The
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blockchain utilizes cryptographic algorithms to guarantee data integrity, security,
standardized auditing, and support for smart contracts to control data access. Additionally,
encryption techniques can be employed to protect the confidentiality and security of the data

[4]. Its security depends on mechanisms, such as data encryption, timestamping, distributed
consensus, and incentive structures, rather than relying on a Trusted Third Party (TTP) [5].

As data volumes continue to grow rapidly, users find it challenging to store, manage, and
process all their data independently without relying on third-party services. Therefore,
maintaining a high level of trust in these third-party providers particularly those handling
sensitive user informationbecomes essential [7]. blockchain solutions face various challenges,
including compliance with legal regulations like the General Data Protection Regulation
(GDPR), scalability and response time limitations, security threats, and privacy concerns.
Key concerns include transaction traceability, adherence to data protection regulations, on-
chain data privacy, and the threat of malicious smart contracts. To address these issues,
numerous researchers in both academia and industry have used a variety of solutions aimed at
enhancing the privacy and security of blockchain systems [9].

Privacy-preserving authentication approaches are employed to establish user and system
verification mechanisms, including methods like single sign-on, federated identity, and key
management [13]..

The main goal of this research is to develop a novel key generation approach, called
FFPBO_KeyGen for privacy preservation of third-party services. The system architecture is
composed of key entities, including smart contracts, Blockchain, third-party authority, data
owners, and users. The proposed FFPBO KeyGen framework is constructed by integrating
the strengths of PPBO and FFO. By combining these two advanced optimization techniques,
FFPBO KeyGen aims to generate cryptographic keys for ensuring secure and reliable
communication in privacy-sensitive applications.

2. MOTIVATION

In the evolving landscape of data privacy, ensuring secure and verifiable interactions between
users and third-party services is critical. Despite the increasing adoption of third-party
services for data processing and storage, users face significant risks related to data privacy,
unauthorized access, and lack of transparency. Furthermore, existing key management
solutions are centralized or lack scalability, this leads to security breaches. This section
shows the review of the existing works related to privacy preservation in a Blockchain-
assisted transparency framework, this helps to design secure key generation and management
scheme with privacy regulations.

2.1 Literature review

R. Xu, et al.[16] presented a Trust, Accountability, and Balance(TAB) framework for Privacy
Preserving Third-party Services. TAB offered better data integrity authenticity, and
scalability. However, as the volume of transactions increased, it resulted in slower processing
speeds and higher transaction costs. R. Vijay Anand, et al[17] developed a Federated
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learning and Long-Short Term Memory (LSTM) autoencoders for secure and transparent
blockchain network transactions. The model's performance was enhanced while ensuring
maximum transparency and integrity. Additionally, differential privacy and homomorphic

encryption were utilized to achieve high accuracy with minimal impact on performance.
However, the model did not incorporate optimized encryption techniques to further improve
computational efficiency.U. Islam, et al. [18] designed a Long Short-Term Memory (LSTM)
and Gated Recurrent Unit (GRU) units for enhancing Blockchain Security Against Data
Tampering. This approach ensured efficient training and inference times. Additionally, the
model achieved high accuracy while safeguarding individual privacy. However, the
integration of blockchain with multi-party computation (MPC) in this model demanded
substantial computational resources, resulting in increased energy consumption. P.
Thantharate and A. Thantharate, [19]introduced a ZeroTrustBlock protocols for Enhancing
Security, Privacy, and Interoperability of Sensitive Data. In this approach, the distributed
ledger architecture removed the vulnerability of a single point of failure in conventional
systems, thereby strengthening data privacy and integrity. However, it did not perform
comprehensive testing across various infrastructure setups and heterogeneous blockchains,
limiting its scalability potential.

To address these challenges, a hybrid optimization-based key generation method is developed
to enhance privacy preservation in blockchain systems while minimizing computational
complexity.

3. PROPOSED FLOWER FERTILIZATION PAPER-BASED OPTIMIZATION
ENABLED KEY GENERATION MODEL FOR PRIVACY PRESERVATION OF
THIRD-PARTY SERVICES

This work develops the novel FFPBO KeyGenfor privacy preservation of third-party
services in a Blockchain-assisted transparency framework. Here, entities like smart contracts,
Blockchain, Transparent third-party authority, monitors, data owners, and users are
considered. The transparency of third-party authority ensures its operations in such a way that
it should be visible, verifiable, and understandable. Moreover, the steps like initialization,
registration, authorization, key request, key generation, data protection, and access control is
performed for privacy preservation. Here, FFPBO is devised by the integration of PPBO [24],
and FFO [25]. Figure 1 shows the block diagram of FFPPBO-based key generation for
privacy preservation in a Blockchain-assisted transparency framework.
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Figure 1. Block diagram of FFPBO_KeyGen for privacy preservation in Blockchain

The symbols and description used for key generation and privacy preservation in Blockchain
is detailed in Table 1.

Table 1. Symbols and description

P, Private Key
M, .M, Message
a,b,c,d Security parameters
p.q,r,s Random parameters
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3.1 Initialization

The initialization phase involves setting up the necessary protocols and systems to ensure that
sensitive data remains secure when a third party is granted permission to act on behalf of
another. The entities involved in initialization process is user, data owner, third party

authority, smart contract and blockchain. At first, the initialization ofPublic Key P,, Hash
function 4, flag, signature, security parameter(a,b,c,d )and random numbers ( p,q,r,s)

among [0,9] is done for achieving efficient privacy preservation and key generation by using

the entities, like user, data owner, third party authority, smart contract and block chain. The
process of initialization is depicted in Figure 2.

Received: August 08, 2025

Edge ID

edge password

ID and password of third-party authority
User ID and password of data owner

ID and Password of smart contract

ID and Password of user

XOR function
Modulation function
One Time Password

Access control

Encryption and decryption
Key
Authorization request
Key request

Authorization message

Registered entity
Concatenation

Hash function

510



International Journal of Applied Mathematics

Volume 38 No. 12s 2025,
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

Third

party
authority

Block
chain

Smart
contract

Data
owner

User

Initialize Public Key £,

Hash function 4, flag,

signature, security
parameter (a,b,c,d ) and

random numbers

(p,q, r,S) among [0,9]

3.2 Registration phase

Registration refers to the process by which a user creates an identity with other entities while
minimizing the disclosure and retention of personal information. The goal is to enable access
to the service without compromising user privacy. Privacy-preserving registration ensures
that only essential data is collected and stored, and that users retain control over how their
information is shared and used.

3.2.1 Registration between smart contract and block chain

Registration between a smart contract and the blockchain is a crucial step that establishes a
secure and verifiable link between the contract and the blockchain network. During this

process, the smart contract ID S, and password S, ,is stored in block chain as S}, and S, .

This registration process ensures that the smart contract becomes an integral, tamper-proof
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part of the blockchain, capable of executing predefined functions automatically when
triggered by specific conditions. This is shown in Figure 3.

User

1
Data Third party Smart contract ' Block
owner authority | chain
|
1
1
Smart contract ID S, X S,

Smart contract Password .S pwd

Figure 3. Registration between smart contract and block chain
3.2.2 Registration between data owner and blockchain

Registration between a data owner and a blockchain refers to the process by which the data
owner establishes a verifiable and secure identity or data reference on the blockchain

network. During registration, the data owner ID O, and password O, ,is stored in block
chain and it is represented as O}, and O, ,. On receiving data owner ID and password for
registration, blockchain generates a message (Ml)and send to data owner. Here, M| is

generated by XOR-ing the stored ID of data owner O], and security parameter aand it is

concatenated with random variable p . Thus, the generated message is given below.
M, =A(0;, ®a)|p (D

Where A() denotes hash function, a implies security parameter, and p represents random

number. In user, the generated message is stored as M, and it is restored in block chain as,
M =4(0; ®a)|p @)

If M" =[] M[" Data owner is registered with block chain. The Registration between data

owner and blockchain is displayed in Figure 4.
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3.2.3 Registration between third party authority and block chain

Third-party authority is the legal power granted by an individual or organization to an
external person or entity, allowing them to act on their behalf in specific matters. Registration
between a third-party authority and a blockchain for privacy preservation in third-party
services enables secure and verifiable identity or data validation without exposing sensitive

information. In this registration, third party authority ID7,, and password 7, is stored in

block chain as7);and T,

wa - 1 € Registration between a third party authority and blockchain is

shown in Figure 5.
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Figure 5. Registration between a third-party authority and blockchain
3.2.4 Registration between user and blockchain

Registration between a user and the blockchain involves creating a secure and verifiable
identity record for the user within the blockchain network. here, the entities involved for

registration is user, data owner and blockchain. In this process, the user ID U, and password
U, 18 stored in data owner as U™ and it is restored in blockchain asU™" . Then, data owner
generates a OTP for verification and it is sent to the user and it is stored in user asorp*.
Here, the OTP is generated by concatenating stored user ID U, and security parameter b and

hash function and modulus of random variable ¢is applied.The generated OTP is given

below.

OTP = A(U;, |p)mod g (3)

where OTP implies one time password, which generated based on modulus of random
number mod g, and hash function by concatenating user ID and security parameter v.

Moreover, orp*is restored in data owner as follows,

orP" = A(U,,

b)modg 4)

If (OTP = OTP**)user is registered with data owner. Figure 6 illustrates Registration between a

user and the blockchain.
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3.3 Authorization between data owner and third-party authority

Authorization between a data owner and a third-party authority refers to the process by which
the data owner grants specific access rights or permissions to the third party to use, view, or
process their data. This ensures that the third-party authority can only interact with the data
within the defined limits set by the owner, preserving control and privacy. At first, data
owner sends an authorization request message to third party authority. The authorization

request is developed by the concatenation of hash functions A(O,, ®i)and A(F, ®r). Here,
A(O, ®i) denotes hash function of XOR-ing user ID O, and security variable ias well as

A(P, ®r)represents hash function of private key P, and random variable r and it is

expressed as,

RE, = 4(0, ®i)|4(P, ®r) )
Then, the RE,is stored in third party authority as RE, ,
RE = 4(0, ®i)|4(P, ®r) (6)
0 RE, = 4(0, ®i)|4(P, &) (7)
If (D RE; = RE]*)third party authority send a verification message to smart contract. The

verification message designed by XOR-ing A(O;

RE'

d )and(c”ﬂd)and it is includes the
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details about stored user ID O, , authorization request RE; , ID of third party authority T,

and security parameters d,c . The generated verification message is given below.

VM, = A0, |RE; |d)®(c|T, ) (8)

RE;

In smart contract, the generated message is stored as M, and it is expressed as,
r) ©)

7)) (10)

v, = 4(0;

RE;"[d) @ (c

[ vM, = A(0;

i

RE |d)&®(c

If (VM{‘ =1VM;) Smart contract generates verified message and send to third party authority, in

which the verified message is stored as ¥, . The generated verified message is given below.
Vle(Ti;@b)HA(r@ﬂagi)modc (11)
OV = A(T, ®b)|A(r® flagi)mod (12)

Here, flagiindicates the data user is registered entity. If (Vl* = Vl*)Third party authority

authorizes data owner and send authorization message to data owner. The expression of
authorization message is given below.

AMI:A(sHﬂagqud)modr (13)

where flagi, represents that the data owner is authorized, A4M, denotes authorization

message. In addition, the third-party authority is said to be transparent since every action of
third-party authority is saved in blockchain which can be monitored. The authorization
among data owner and third-party authority is shown in Figure 7.
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3.4 Key request and Key generation

Figure 7. Process of authorization among data owner and third-party authority

Key generation is a fundamental process in cryptography that involves creating a pair of keys
used for secure communication. The primary goal of key generation is to produce keys that
are unpredictable and unique, ensuring the security of the cryptographic system. This process
utilizes a FFPBO_KeyGen for effective key generation, which is crucial because the strength
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of encrypted data relies heavily on the secrecy and randomness of the keys produced. The key
generation process is optimized to produce robust keys that safeguard sensitive information
and facilitate secure authentication and data exchange across networks, especially in

resource-constrained environments like IoT devices.
3.4.1 Key request from data owner to third party authority

At first, the Key request is sent from data owner to third party authority. Here, the key request
is generated based on the hash function of concatenation of user ID of data owner O,, and

private Key P, and s represents random variable. The expression of key request K, is given

below.

K =4(0,|R)®s (14)

Then, the generated key request is stored in third party authority as K,
K; = 4(0, |R)®s (15)
Is=K ®4(0,|R) (16)

If (0 s=s)third party authority generates a key (Ke =Ke, ||Ke2) and send to the data owner.

Here, the Ke, is generated optimally using FFPBO KeyGen, which is developed by the
combination of PPBO and FFO. The mathematical development of FFPBO is explained in

the following section. Thus, the attained key is stored in data owner and block chain as Ke' .
In addition, the Ke,is generated by XOR-ing security variable g with the concatenation of

Quintic polynomial H private Key £ and it is given below.
Ke, = g®(H]E) (17)

where g represents extra polarization and it is expressed as,

g:gl"'x_x1 (gz_gl) (18)
X=X
By Quantic polynomial,
H=ex’+ fi* + g0 +hx” +ix+ j (19)

Where x,,x, denotes random value ranges from [0,15] , e, f,g indicates constants, 4 and i, j
implies random value with range [O, 5] and [O, 9] . Here, x is developed by XOR-ing private key

P, with the random parameter sand hash function is used. Moreover, modulus function of

security variable b is applied and it is expressed as,
x=A(P ®s)modb (20)

Figure 8 shows Key request from data owner to third party authority.
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Figure 8. Process of Key request from data owner to third party authority
3.4.2 Key request from user to third party authority

The user sent a key request to third-party authority for accessing protected services or data.
Here, the third-party authority, acting as a trusted entity, verifies the user's identity and
authorization before issuing the key. This process ensures that only legitimate and
authenticated users receive access, enhancing security and privacy. User send a key request
K, to third party authority, which is given below.

K,=A(U,®d)|4(¢®R) 1)
Then, the request is stored in third party authority and block chain as K ,

K, =AU, ®d)|4(g®R,) (22)
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If (_' K;:Kz*)third party authority generates a key Ke, optimally and send to the user. User

needs an access key, it requests to third party for access key. The key request generated by
the user is given below.

K, = A(Ke,®s)|4(U, ®b)moda (23)
Then, the key request K, from the user is stored in third party authority as follows,
K; = A(Ke] ®s)[4(U;, ®b)moda (24)

If (K3 =K, )third party verifies the user with data owner by sending a verification message,

this is expressed as,

VM, = A(T, a)® A(U;, )mod r (25)
Then, it is stored in third party authority asg ya:,

[ VM, = A(T;; |a)® 4(U;, Jmod r (26)
If (0w, = VM;‘) data owner generates a verified message and send to third party authority. The
generated verified message is given below.

v, = A(ﬂagp ”U; )modq 27)

where flag indicates that user is a registered entity and the generated message is stored in

third party authority as follows,

V; = 4(flag, U}, Jmod g (28)

If (V2 =0V, ) third party provides a key ( Ke = Ke, |Ke, ) to the user and blockchain. Figure 9

shows steps involved in Key request from user to third party authority.
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Received: August 08, 2025 521



International Journal of Applied Mathematics

Volume 38 No. 12s 2025,
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

3.5 Data protection

Data protection ensures the privacy and security of data during collection, storage, and
transmission. This process is crucial to minimize data exposure and prevent misuse. Here,

encrypted data En is stored in blockchain as En’ .
En=E(D,Ke)(29)

Here, En contains the details about data owner termed as D and Key Ke is designed by the

concatenation of Ke and Ke,, this is represented by Ke = (Kel ||Ke2). Before encryption data

owner acts as a monitor to check whether the key provided by third party authority is correct
or not. If correct, decryption is done as follows.

De=D(En",Ke') (30)

where D () implies decryption function. The data protection process is shown in Figure 10.

Third
party

User Data

Smart Block

Encryption
En— cfin .

Ke=(Ke,|Ke,)

Before encryption data
owner acts as a monitor to
check whether the key
provided by third party
antharitys ic carract ar nat

Decryption
De=D(En",Ke')

Figure 10. Data protection process
3.6 Access control

Access control is a security technique ensures that only authorized individuals or systems can
access specific data.At first, user send an access control request to blockchain through data
owner. The access control request is termed as AC and it is generated by XOR-ing user ID

U, and private Key P, and hash function is used, and modulus function of random variable

mod a is applied. Here, the AC is represented as,

AC=A4(U,®P,)moda 31

The generated access control request is stored in data owner as AC”,
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[AC" = 4(U;, ® P, )moda (32)

If (AC* =] AC*)data owner generates a message using the access control message from the

user and send to the smart contract. The message is generated by XOR-ing stored U, and
access conrol AC and hash function is employed. Likewise, the Id of data owner O,, and
security parameter sis XOR-ed, then hash function is applied and mod p is used. Finally,

attained two hashing functions are concatenated. Thus, the generated message is represented
as,

M, = A(U;, ® AC)||4(0, ®s)mod p (33)
Here, the generated message is stored in smart contract as M,
I M; = A(U; ® AC)|4(0;, @ s)mod p (34)

If (D M, =M ;) smart contract verifies the user identity and accept the access control from

the user and send the encrypted data. This process is shown in Figure 11.

Third
party

User Data Smart

Block

User send an access
control request to
blockchain through
data owner

£

—L» AC
. |
AC=A(U, ®F,)mode JAC =AU, ©F, Jmod

It (AC* =[] AC*)

data owner generates

*

. M,
a message using the

Mi=A(uj® .4(']”.4 (0}, ®s)mod p

> If([l M; =M;)smart

access control
message from the
user and send to the

smart contract

contract verifies the user
identity and accept the
access control from the
user and send the

encrunted data

Figure 11. Access control
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3.7 Key generation using hybrid FFPBO

Key generation using hybrid optimization combines the strengths of multiple optimization
techniques to enhance the security, efficiency, and robustness of cryptographic keys. This
approach typically integrates classical methods, such as genetic algorithms, particle swarm
optimization, or simulated annealing with other computational strategies to explore the key
space more effectively. By leveraging the global search capabilities of one method and the
fine-tuning ability of another, hybrid optimization ensures the generation of highly secure and
unpredictable keys that are resistant to various cryptanalytic attacks. This process involves
iteratively refining candidate keys based on specific fitness criteria, such as entropy,
randomness, and resistance to brute-force attempts, until an optimal key is identified. Overall,
hybrid optimization techniques provide a powerful framework for generating cryptographic
keys that are both secure and adaptable to evolving security requirements.

3.7.1 Solution encoding

Solution encoding is used to achieve potential solution for key generation in a specific region

¥ such that ¥ €[1xq], where ¢ implies Key size.

(]
—

a e e 00 0 o

Key size Ixg

Figure 8. Solution encoding of the hybrid FFPBO
3.7.2 Fitness function

A fitness function is used to evaluate the efficiency of a candidate solution for optimal key
generation. To determine the optimal solution, fitness is estimated from normalized variance
and conditional privacy metrics. The solution with the maximum fitness score F is then
selected, as described as follows,

_N+C
2

F (35)

In this context, N epitomizes the normalized variance, and the conditional privacy is
signified as C.

Normalized Variance:

Normalized variance [27] assesses how much the perturbed data differs from the original data
in terms of dispersion and is based on the concept of statistical variance. The normalized
variance N is formulated as,

az(;(*—A)

el

(36)
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wherein, the perturbed data is specified as A, y  delineates the actual data, and o’

represents the statistical variance.
Conditional privacy:

Conditional privacy quantifies privacy using conditional entropy, which reflects the
uncertainty of a random variable y when another related variable A is observed.

Conditional privacy C is mathematically articulated as,
C =20 (37)
Here, o characterizes the entropy.
3.7.3 Algorithm of FFPBO
The mathematical modeling of FFPBO is given below.
Step 1: Initialization

The FFO algorithm is a new biological optimization technique inspired by the natural process
of flower fertilization in plants. The amount of plants in the specified location is termed as,

F={F.F,,...F,..F,} (38)

Where F denotes input population, F, indicates total member in the population, and F,is

considered as candidate solution.
Step 2: Fitness function

The fitness function used to assess the efficiency of accomplished result for effective key
generation.

Step 3: Searching strategies

At first, all pollen grains are assigned random positions and velocities, allowing them to
disperse throughout the searching location. The global search process employs Levy flights to
simulate the long-range movement of pollen grains, facilitating exploration of distant regions
within the landscape. This process is expressed as,

)/lr+l — V(Y;r _er) (39)
where Y, implies solution and Z; represents velocity.

Let us consider,

Y =Y, (r+1) (40)
Y =Y, (r) (41)
Z =z(r) (42)

Thus, the expression of ¥/ is rewritten as,
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Y, (r+1)=V[Y,(r)-Z(r)] (43)
The standard expression of PPBO is given below,
El =E, +rand(F,—J,-E,) (44)
Let us assume,
E; =Y, (r+1) (45)
E =Y(r) (46)
Yl(r+1):Yl(r)+rand(Fl—Jl~Yl(r)) (47)
()= 1 (r+1)+rand F, (48)
(1-rand-J,)
By applying Eq. (48) in Eq. (43),
Y, 1)—rand F,
Y,(r+1)=V (r+t)=rand B —V-Z,(r)
(1-rand-J))
(49)
VY, (r+1) —rand - F,
Y (r+1)—— -V I _py.7
(1) (1—rand-J,) (1—rand-J,) /(7)
(50)
Y (r+))[1-rand-J,=V] —Vrand-F,~V-Z,(r)(1-rand-J,)
(1—rand-J,) - (1—rand-J,)
(1)

The updated expression of FFPBO is given below.

—V(Yz +rand F, + Z, (r))(l—rand-Jl)
(1-rand-J, V)

Y, (r+1)= (52)

where F; denotes random numbers uniformly selected, J, indicates position of reviewer, and

V presents levy function and it is expressed as,

o

V= (53)

1
Y]
where o, Y implies random variables.

Step 4: Local search through velocity reduction

As time increases, the velocities of the pollen grains reduced, which directs the search
towards a more localized area. This action is represented by,
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Z = Z,’e(;'j (54)

r4l, : : . e : .
where T implies reduction coefficient, Z,*' and Z; indicates velocity of solution.

Step 5: Revaluation of fitness function

The fitness of obtained solution is revaluated to achieve efficient key generation for privacy
preservation in third party services.

Step 6: Termination

The above procedure is iterated for allowing effective key generation. Algorithm 1 shows
pseudocode of FFPBO KeyGen.

Algorithm 1. Pseudocode of FFPBO

SL. No Pseudocode of FFPBO
1 Input: Y,(r), velocity vector, upper and lower bounds
2 Output: Y (r+1)
3 Start
4 Initialize new pollen population
5 Compute Fitness for effective key generation
6 Searching strategies:
7 Use Levy flights to model long distance movement using Eq. (36)
8 Update the location of pollen using Eq. (49)
9 Local search through velocity reduction
10 Perform local search based on velocity reduction using Eq. (52)
11 Update best solution
12 Re-evaluate the fitness
13 Terminate

4. RESULT AND DISCUSSION

This section presents a comparative analysis of FFPBO KeyGen. Here, the effectiveness of
devised scheme is assessed by varying block size based on key evaluation metrics.

4.1 Experimental setup

The devised privacy preservation of third-party services using FFPBO_ KeyGen is
implemented in Python tool.
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4.2 Experimental results

Figure 12 shows implementation steps of FFPBO KeyGen. Here, the privacy protection
model includes multiple phases, such as Initialization, Registration, Authorization, Key
request and Key generation, data protection and access control.

Initialization Phase
>>>> Parameters are initialized
Registration Phase
>>>> registration between smart contract and block chain is done
>>>> Data owner is registered with blockchain
>>>> User is registered with Data owner
Authorization Phase
>>>> Authorization between data owner and Third party authority is done
Key Request and Key generation
>>>> key request from Data owner to Third party authority

>>>> key request from User to Third party authority

>>>> Key generated using Proposed FFPBO_KeyGen
Data Protection
>>>> Data is encrypted
Access control
>>>> User is verified and smart contract sends the data to the User

Figure 12. Implementation steps of FFPBO_KeyGen
4.3 Evaluation metrics

This section discusses the key evaluation parameters employed to assess the effectiveness of
designed privacy preservation model, named FFPBO KeyGen.

4.3.1 Authorization time

Authentication time[26] refers to the total duration required to verify the identity of users or
entities before granting access to sensitive data or services. The authentication time is termed

as K.
4.3.2 Privacy rate

Privacy rate [27] quantifies the proportion of data transactions that successfully maintain
confidentiality, anonymity, and compliance with privacy policies. The privacy rate is denoted

as K,.
4.3.3 Memory

Memory[28]indicates the amount of computational storage resources required to securely
handle, process, and protect sensitive data during authentication, encryption, key

management, and other privacy-preserving operations. Here, &, implies memory.
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4.3.4 Encryption time

Encryption time[29] refers to the duration required to convert sensitive data into a secure,
encoded format using cryptographic algorithms before it is transmitted, stored, or processed

by external entities. The encryption time is denoted by x, .

4.3.5 Computational time

Computational time[30] refers to the total time required by a system to perform all necessary
cryptographic and privacy-preserving operations. The computation time is specified as « .

4.4 Comparative techniques

The effectiveness of FFPBO KeyGen is evaluated by varying the key size, and its
performance is compared with existing approaches such as TAB framework [16], FL+LSTM
autoencoder [17], LSTM-GRU [18], and ZeroTrustBlock [19].

4.5 Comparative evaluation

This section elucidates the comparative evaluation of FFPBO KeyGen by varying block
size.The efficiency of FFPBO KeyGen is assessed using key performance metrics and its
efficiency is compared with conventional modules.

4.5.1 Evaluation of FFPBO_KeyGen for block size 2

Figure 13depicts evaluation of FFPBO KeyGen with block size of 2. Figure 13 a) presents
the assessment of FFPBO KeyGen using authorization time. When Key size=256 bits, the
presented scheme gained authorization time as0.0089sec and its existing schemes gained
authorization time as 0.0103sec, 0.0099sec, 0.0096sec, and 0.0093sec.Figure 13b) illustrates
assessment of FFPBO_KeyGen with respect to privacy rate. The FFPBO_KeyGen achieved a
privacy rate as 0.934 and the conventional approaches, like TAB framework, FL+LSTM
autoencoder, LSTM-GRU, and ZeroTrustBlock gained privacy rate as 0.788, 0.814, 0.862,
and 0.910 with key size=256 bits. Figure 13 c) displays evaluation of FFPBO_KeyGen based
on memory. The FFPBO KeyGenand its existing models gained memory as 159.33MB,
269.75MB, 268.68MB, 226.03MB, and 171.80MB by utilizing key size as 256 bits. Figure
13 d) shows assessment of FFPBO KeyGen using encryption time. Whileconsidering key
size= 256 bits, theproposed model utilized encryption time as 0.0071sec and its classical
modules, like TAB framework, FL+LSTM autoencoder, LSTM-GRU, and ZeroTrustBlock
achieved encryption time as 0.0096sec, 0.0093sec, 0.0084sec, and 0.0077sec. The evaluation
of FFPBO_KeyGen using computation time is depicted in Figure 13 e). The FFPBO KeyGen
and its prior schemes accomplished computation time as 8.65sec, 10.56sec, 10.38sec,
10.21sec, and 9.93sec with key size as 256 bits.

Received: August 08, 2025

529



International Journal of Applied Mathematics

Volume 38 No. 12s 2025,
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

Q  TABframework D> zeroTrustBlock Q  TABframework D> ZeroTrustBlock
W FL+LSTM autoencoder @ Proposed FFPBO_KeyGen ¥ FL+LSTM autoencoder @ Proposed FFPBO_KeyGen
© LSTM-GRU — 0.95 - © LSTM-GRU P
0.010 -
0.90
© 0.009 0.85
2
7]
[
£ T 0.80 -
: 0.008 - 4
S oy
H S 0.75
N 2
5 0.007 a
£ 0.70
S
<
0.006 - 0.65 1
o
0.005 | 0601 O
16 32 64 128 256 16 32 64 128 256
Key Size(bits) Key Size(bits)
(@ (b)
O  TAB framework D> zeroTrustBlock O  TAB framework D> ZeroTrustBlock
W FL+LSTM autoencoder @ Proposed FFPBO_KeyGen ¥ FL+LSTM autoencoder @ Proposed FFPBO_KeyGen
o - o L - —
275 1 LSTM-GRU STM-GRU
250 4 o 0.0009 -
225 o
9 0.008
o °
= 200 - E
= =
E g 0.007 -
£ 175 - 2
(] o
= z
£
150 4 = 0.006
125
0.005 -
100 1
16 32 64 128 256 16 32 64 128 256
Key Size(bits) Key Size(bits)
(©) (d)
O  TAB framework [> ZeroTrustBlock
¥  FL+LSTM autoencoder @ Proposed FFPBO_KeyGen
©  LSTM-GRU ]
10 -
o
Q
2 94
7]
£
=
% 8
o
=
©
-
2 74
£
o
(9]
6 -

64

T
128 256

Key Size(bits)

(e)

Figure 13. Evaluation of FFPBO_KeyGen with block size= 2, a) Authentication time, b)
Privacy rate, c) Memory, d) Encryption time, ) computational time
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4.5.2 Evaluation of FFPBO_KeyGen for block size 4

Figure 14 depicts evaluation of FFPBO KeyGen with block size of 4. Figure 14 a) presents
the assessment of FFPBO KeyGen using authorization time. With key size of 256 bits, the
FFPBO_KeyGen attained authorization time as 0.0116 sec and its classical models attained
authorization time as 0.0139sec, 0.0136sec, 0.0129sec, and 0.0124sec. Figure 14 b) illustrates
assessment of FFPBO_KeyGen based on privacy rate. While using Key size as 256 bits, the
FFPBO_ KeyGen and its prior modules achieved a privacy rate of 0.957, 0.753, 0.829, 0.882,
and 0.915. The evaluation of FFPBO KeyGen based on memory is presented in Figure 14 c).
When Key size= 256 bits, the FFPBO_KeyGen achieved memory as 206.62MB and the
traditional methods gained memory as 332.02MB, 325.04MB, 267.98MB, and 211.57MB.
Figure 14 d) shows evaluation of FFPBO KeyGen using encryption time. The
FFPBO KeyGen and its conventional schemes gainedencryption time as 0.0099sec,
0.0129sec, 0.0121sec, 0.0118sec, and 0.0108sec. Figure 14 e) illustratesevaluation of
FFPBO KeyGen using computation time. By utilizing key size as 256 bits, the proposed
model consumes computational time as 11.85 sec and TAB framework, FL+LSTM
autoencoder, LSTM-GRU, and ZeroTrustBlock obtained computational time as 14.50sec,
13.74sec, 13.26sec, and 12.52sec respectively.

TAB framework =3 ZeroTrustBlock == TAB framework =3 ZeroTrustBlock
[ FL+LSTM autoencoder I Proposed FFPBO_KeyGen B FL+LSTM ! [ Proposed FFPBO_KeyGen
— HEN LSTM-GRU — 1.0 —— EEH LSTM-GRU —
0.014 4
0.012 4
0.8 1
n
]
4 0.010
]
E 206
E 5
c 0.008 - [
g g
® s
N 0.006 - € 0.4
S I
<
5 0.004 -
3o
0.2
0.002 -
0.000 - 0.0-
32 64 128 32 64 128
Key Size(bits) Key Size(bits)
(@) (b)
TAB framework =3 ZeroTrustBlock == TAB framework =3 ZeroTrustBlock
=9 FL+LSTM autoencoder ~ EEEM Proposed FFPBO_KeyGen BN FL+LSTM ! B Proposed FFPBO_KeyGen
— Il LSTM-GRU — — B LSTM-GRU —
300 0.012
~ 0.010
250 1
@
~ )
o [
£ 200 £ 0.008
g =
[ 5
£ 150 5 0.006
] o
= £
o
100 5 0.004
50 0.002 -
0- 0.000 -
32 64 32 64 128
Key Size(bits) Key Size(bits)

Received: August 08, 2025

531



International Journal of Applied Mathematics

Volume 38 No. 12s 2025,
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

(© (d)

TAB framework =3 ZeroTrustBlock
== FL+LSTM autoencoder [ Proposed FFPBO_KeyGen
— EEl LSTM-GRU —

= =
N &
L

[
(=]
L

Computational Time(sec)

32 64 128
Key Size(bits)

(e)

Figure 14. Evaluation of FFPBO_ KeyGen with block size= 4, a) Authentication time, b)
Privacy rate, c) Memory, d) Encryption time, €) computational time

4.6 Comparative discussion

The comparative discussion of FFPBO_KeyGen is detailed in Table 2. The presented scheme
gained authorization time as 0.0089sec and its existing schemes gained authorization time as
0.0103sec, 0.0099sec, 0.0096sec, and 0.0093sec. A reduced authorization time supports real-
time decision-making processes and secure communication channels, making it harder for
attackers to exploit vulnerabilities during authentication exchanges. The FFPBO KeyGen
achieved a privacy rate as 0.934 and the conventional approaches, like TAB framework,
FL+LSTM autoencoder, LSTM-GRU, and ZeroTrustBlock gained privacy rate as 0.788,
0.814, 0.862, and 0.910. A high privacy rate indicates that user data remains well-protected
throughout processing, storage, and transmission, even when accessed or managed by
external entities. The FFPBO KeyGen and its existing models gained memory as 159.33MB,
269.75MB, 268.68MB, 226.03MB, and 171.80MB. Attaining low memory usage is
significant for privacy preservation in third-party services because it reduces the footprint of
sensitive data within a system, thereby minimizing potential exposure and attack surfaces.
The proposed model utilized encryption time as 0.0071sec and its classical modules, like
TAB framework, FL+LSTM autoencoder, LSTM-GRU, and ZeroTrustBlock achieved
encryption time as 0.0096sec, 0.0093sec, 0.0084sec, and 0.0077sec. Low encryption time
strengthens the overall privacy framework by ensuring that data is protected instantly,
reducing the risk of interception or unauthorized access during processing and transmission in
third-party service scenarios. The FFPBO KeyGen and its prior schemes accomplished
computation time as 8.65sec, 10.56sec, 10.38sec, 10.21sec, and 9.93sec with key size as 256
bits. Lower computational time enhance overall security. In addition, the FFPBO KeyGen
attained authorization time, privacy rate, memory, encryption time, and computational time
as 0.0089sec, 0.934, 159.33 MB, 0.0071sec, and 8.65sec respectively.
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Table 2. Comparative discussion

Metrics/Methods TAB FL+LSTM LSTM-GRU | ZeroTrustBl Proposed
framework autoencoder ock FFPBO_Key
Gen
Authorization 0.0103 0.0099 0.0096 0.0093 0.0089
time (sec)
Privacy rate 0.788 0.814 0.862 0.910 0.934
Block Memory (MB) 269.75 268.68 226.03 171.80 159.33
size=2 Encryption 0.0096 0.0093 0.0084 0.0077 0.0071
time(sec)
Computational 10.56 10.38 10.21 9.93 8.65
time(sec)
Authorization 0.0139 0.0136 0.0129 0.0124 0.0116
time (sec)
Block Privacy rate 0.753 0.829 0.882 0.915 0.957
size=4 Memory (MB) 332.02 325.04 267.98 211.57 206.62
Encryption 0.0129 0.0121 0.0118 0.0108 0.0099
time(sec)
Computational 14.50 13.74 13.26 12.52 11.85
time(sec)

S. CONCLUSION

In today's digital ecosystem, vast amounts of personal and sensitive data are routinely shared
with third-party services, ensuring privacy preservation has become a critical challenge.
Third-party platforms often require access to user data for processing and analytics, yet this
opens the door to potential data breaches, unauthorized access, and misuse of information.
Traditional encryption methodsoften insufficient in dynamic and resource-constrained
environments, particularly when fine-grained control over data access and usage is required.
To overcome these challenges, this work proposes a novel hybrid key generation approach
based on FFPBO_ KeyGen within a blockchain framework. The system architecture involves
key components, such as smart contracts, blockchain, a third-party authority, data owners,
and users. The third-party authority plays a crucial role in safeguarding privacy. The key
generation process encompasses various stages, including initialization, registration,
authorization, key request, key generation, data protection, and access control, all designed to
ensure robust privacy standards. Secure keys are generated by the third-party authority
utilizing the FFPBO, which is devised by integrating PPBO and FFO. Moreover, the
FFPBO_KeyGen obtained authorization time, privacy rate, memory, encryption time, and
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computational time as 0.0089sec, 0.934, 159.33MB, 0.0071sec, and 8.65sec respectively.
Additionally, integrating homomorphic encryption or secure multi-party computation
techniques will enable privacy-preserving operations on encrypted data and it will allow the
third-party services to perform computations without accessing raw user data.
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