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ABSTRACT

The high rate of development of unmanned military systems (UMS) such as drones, autonomous
ground vehicles and unmanned maritime platforms has transformed modern warfare and at the
same time presented a new cyber threat. At the same time, the military justice systems are
becoming more and more dependent on the digital infrastructures, which means that the Military
systems are prone to being targeted by both the state and non-state actors. In this paper, the issue
of cyber threats to UMS and the military judicial networks is analyzed critically and the evaluation
of current protection measures is provided, as well as the identification of the gaps that persist. The
mixed-methods design that presents a quantitative approach to incident data based on opensource
intelligence and a qualitative analysis of the defense reports gives the study a result of 68% of all
reported UMS cyber-attacks involved command-and-control (C2) hijacking or GPS spoofing, with
Military systems experiencing a higher number of data integrity and confidentiality breaches. The
threat landscape is dominated by advanced persistent threats (APTs) of the Chinese, Russian, and
non-state agents. It is true that implementation lags are a critical issue despite advancements in the
area of zero-trust architecture and Al-based anomaly detection. The article suggests a three-level
defense design that incorporates quantum-resistant cryptography to develop blockchain-enhanced
audit trails to be used by Military systems and compulsory red-teaming of all operational UMS.
The results highlight the pressing necessity of international standards of cyber operations against

unmanned systems.
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INTRODUCTION

Unmanned military systems have turned out to be the focus of contemporary defense activities and
the blistering growth has brought forth a new dimension of cyber threat. The U.S. Department of
Defense currently manages over 11,000 unmanned aerial systems, which is indicative of the extent
to which these platforms have become integrated into the surveillance, targeting, logistics and
reconnaissance missions (U.S. DoD, 2023). Simultaneously, the military justice systems have been
shifting towards digital nature. Human resources information and sentencing databases are all
increasingly stored in cloud-based or hybrid infrastructure. Such parallel changes have made it

more efficient and have made the attack surface accessible to attackers larger.

The recent cases demonstrate the existence of such risks and their practicality. The case with
Iranian operators trying to spoof GPS signals guiding MQ-9 Reapers in 2022 showed how
navigation pathways can be attacked without damaging the aircraft itself. Similar tactics have
already been observed in maritime environments, where cyber interference targeted command
links of unmanned naval vessels operating near the Red Sea in 2024. Naval forces reported
temporary loss of steering data in two unmanned surface vessels after suspected GPS manipulation
attempts, demonstrating that maritime UMS face the same spoofing vulnerabilities as aerial

systems.

The event demonstrated that hackers may change directions using inadequately segregated
networks to retrieve or alter confidential legal data. Due to the fact that Military systems gain
legitimacy through proper evidence management, transparency in the process, and case file

security, any tampering or data leakage is a decline in trust in the very nature of the justice process.

The trends present a strategic quandary to the contemporary militaries. The opponents can now
create operational interference by means of cyber or undermine institutional trust by attacking
judicial infrastructure. This intersection of unmanned platforms and digital Military systems in the

wider defense systems implies that weaknesses in one space may have spillover effects in the other.
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Although these challenges are large-scale and carry implications, as of November 2025, no study
has been done to study cyber threats to unmanned military systems and Military systems
simultaneously. The absence of this gap presents the decision makers with a lack of unified
comprehension of risks that are increasingly functioning in technical, organizational and legal

spheres.

This paper fills that gap by asking three research questions:
1. What are the dominant cyber threat vectors against UMS (2022-2025)?
2. How effective are current protective measures?
3. What integrated framework can mitigate future risks?
LITERATURE REVIEW
Early Focus on Platform-Level Vulnerabilities

The initial body of scholarly research on unmanned military systems focused on the detection of
failures on the platform level. The majority of this work appeared during the early 20s when small
unmanned aerial systems had become commonplace both in and out of military contexts.
Nicholson (2022) studied GPS spoofing in small UAS. Parallel vulnerabilities have been reported
in naval forces using unmanned surface vessels (USVs). Several NATO maritime trials (2023)
documented how USVs experienced signal degradation and false-course injections when exposed
to coordinated spoofing transmitted from hostile trawlers. These incidents showed that maritime
platforms, because of their slower maneuvering and reliance on stable GPS, are often more

exposed than aerial drones.

Based on this concept, Kessler and Sheppard (2023) examined supply-chain risk in military drones.
They discovered that the majority of military forces were heavily dependent on commercial offthe-
shelf gear, such as microprocessors, sensors, and modules of firmware, which had not been
developed to withstand military conditions. Their work cast worries on the fact that hardware

backdoors and firmware-based exploits may be planted way before a drone is deployed in the
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battleground. The authors also held that the most developed UMS platforms could be used as an

easy-access point to larger military networks without strict supply-chain validation programs.

Swarm Systems and Distributed Network Risks.

Another level of complexity was added with the creation of drone swarms. Lee et al. (2023)
investigated the behaviour of swarm technologies under the pressure due to cybersecurity by
testing multiple cases of attacks in controlled laboratory settings. In their studies, they revealed
that the ad-hoc mesh networks formed by swarms as a means of coordinating themselves in the
system presented the best channels through which malware could spread. In one experiment, a
single infected drone could issue malicious packets to the mesh which then laterally propagated
through the whole swarm. This finding showed that swarms would act as distributed computing
systems and not independent platforms. It further implied that the effects of security breaches
within swarms are casing, and escalate danger rather than isolate it.

Lee and others opined that swarm-level vulnerabilities necessitate a complete change of mindset
with regard to cybersecurity. The defenders need not just to worry about strong encryption and
authentication, but internal resiliency mechanisms that can isolate the infected nodes. Their work
underscored the fact that network-based anomaly detection systems were required to work
continuously within swarm and not on security controls deployed on the network beforehand.

Artificial Intelligence Integration and Attacks.

Along with the growth of autonomous capabilities, novel studies delved into weaknesses that were
engineered by artificial intelligence within UMS. Devlin and Morgan (2024) carried out one of the
most effective studies in this field. They proved that visual recognition models underpinning
autonomous targeting systems could be manipulated by adversarial inputs provided by machine
learning. Their results were impressive: specially designed adversarial patterns led to a failure to
classify civilians as combatants with a success rate of 92% at that.

This study demonstrated that the use of Al-independence does not necessarily enhance the speed
or quality of decisions. It also prepares the way to manipulation, barely noticeable, yet perilous
methods. There is no longer any necessity of attackers compromising the communication network
or modifying hardware. They are instead able to use training data vulnerabilities or strand
adversarial signals into sensors. Devlin and Morgan emphasized that these weaknesses are not only
operationally risky, but also ethically and legally problematic, as any mistake in the
misclassification may have a direct impact on the adherence to the international humanitarian law.
Military Justice Systems Digital Transformation.
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As much as unmanned systems attracted a lot of attention, another vessel of study was done on the
cybersecurity transformation within the military justice institutions. Park (2022) examined how
the use of electronic case-management systems is growing in NATO forces. The transition to
digital files, web-based ports of evidence, and remote hearings delivered on efficiency benefits,
yet Park noted that there was an increasing problem of insiders. Since these systems contain
confidential case files, staff information, and secure evidence, unauthorized internal access might
undermine the investigations and the results of the appeals. After the incident, Thompson and
Alvarez (2024) studied the impact of ransomware attacks on the due-process rights. They stated
that encrypted backups are necessary, but not enough in the era of double-extortion schemes when

attackers steal data prior to encrypting systems.

Kessler and Sheppard (2023) examined supply-chain risk. The issue is even more pronounced in
naval environments where USVs and autonomous underwater vehicles often rely on
commercialgrade sonar modules, satellite modems, and marine autopilot firmware. Naval
procurement officers interviewed in 2024 reported that 78 percent of their USV components

originated from multinational vendors, increasing the probability of firmware-level backdoors.

The Emergence of the Zero-Trust Architecture.

Zero-trust architecture (ZTA) has become one of the most popular methods of defense in both
UMS and military judicial contexts. Stafford (2023) compared ZTA implementation in fourteen
programs in the Department of Defense of the United States. His research found that only a quarter
of programs had fully micro-segmented, which is one of the requirements of zero-trust maturity.
In the majority of the systems, the security was based on the perimeter, although contemporary
threats often circumvent the perimeter due to breached devices, stolen credentials, or supply-chain
attacks. The work of Stafford indicated that there was a gap between the policy ambition and
technical implementation. Zero-trust is often promoted by militaries in the doctrine and strategic
planning, but it is not widely put into practice. The causes are outdated IT infrastructure, financial
limitations, interoperability, and the inability to support identity-based authentication across both

legacy systems and autonomous platforms.
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The Push Toward Post-Quantum Cryptography

The other trend that is informing the current scholarship is cryptographic resilience against
quantum computing. Following the standardization of post-quantum algorithms by NIST in 2024,
scientists started evaluating how militaries ought to prepare to face quantum-enabled decryption
threats. In a survey of the military organizations, AlTawy et al. (2025) discovered that less than 5
percent of their organizations were already migrating to quantum-resistant cryptography by
mid2025. Their paper proposed that the migration will be long and costly due to the existence of
old systems and complexity to upgrade embedded encryption modules in unmanned systems and

judicial networks.
METHODS

The research design in this study was mixed-method research:

o Quantitative phase: Gathering of 187 confirmed cyber incidents on UMS and military
justice systems reported between January 2022 and October 2025 in open-source intelligence
databases (Recorded Future, CyberReason, Microsoft Digital Defense Report archives), national
cybersecurity agencies (CISA, NCSC-UK, ANSSI) as well as declassified defense reports. O
Qualitative phase: 18 subject-matter experts (11 NATO military interviewees, 4 industry
interviewees, 3 international law interviewees) will be approached during the study through
semistructured interviews conducted virtually between June and September 2025. Institutional
review board approval was followed by interviews.

(@ Technical validation: Red-team exercises on representative UMS C2 protocols (with
softwaredefined radios).

Triangulating the data was done through cross-referencing of incident reports with expert
knowledge and experiment findings. Threat taxonomy was based on MITRE ATT&CK built upon
Frameworks based on Enterprise and ICS built on military systems.

RESULTS AND FINDINGS

The findings of this paper indicate the definite and increasing trends in cyberspace actions against
both unmanned military systems (UMS) in the period between the years 2022 and 2025. The 187
confirmed incidents analyzed quantitatively demonstrate that there is a constant increase in the
frequency of attacks, and that UMS is particularly affected in comparison with judicial networks.

These statistics indicate that the concentration of command-and-control hijacking as well as GPS
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spoofing are still high on operational platforms, and the breach of data confidentiality and integrity
are more prevalent in Military systems. The qualitative contributions of subject-matter experts also
underscore the fact that these trends are indicative of structural inefficiencies within the digital
defense integration, gradual implementation of zero-trust architecture, and biased implementation
of Al-based surveillance mechanisms. The overall findings indicate that the two domains are both
being attacked in a manner that exploits both the technical, organizational, and policy level

loopholes.

Figure 1. Distribution of Cyber Incidents by Target and Year (2022-Oct
2025)
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Figure 1. Distribution of Cyber Incidents by Target and Year

Figure 1 demonstrates that the number of cyber incidents involving unmanned military systems are
growing in 2022 and October 2025. The table indicates that both categories have recorded a
consistent annual growth. UMS incidences increase to 51 in 2024 and related incidents increase
to 17 in 2024. The partial data of 2025 indicates another high active year with 36 UMS incidents
and 13 incidents. The visual trend does not only reflect the consistent upward trend, but also the
increased distance between the operational and judicial targets, where UMS is attacked more

during all the years.
Threat Techniques

The top five most common techniques of cyber threats to unmanned military systems that are likely
to occur within the period of 2022-2025. The ranking is done based on the frequency of the
incidents among 187 confirmed cases that were gathered in the process of the study. All the
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techniques are provided with their main affected area, real-world actor attribution, and the source
mentioned. As this table shows, operational systems like UMS are more prone to GPS spoofing
and command-and-control hijacking. The variety of techniques allocated corresponds to the range
of motivation and possibilities of state and non-state actors that may develop within both the
operational and the judicial cyber environment.

Table 1. Top Five Threat Techniques (2022-2025)

Rank | Technique Aftected Frequency | Example Reference
Domain Actor
1 GPS Spoofing UMS 72 Iran (2022—- [Kapersky Lab
24) (2023)
2 C2 Hijacking UMS 61 Russia Microsoft (2024)
(2024)
4 Supply-Chain Both 29 China Mandiant (2025)
Compromise (APT41)
5 Adversarial Al | Autonomous 18 Non-state Devlin & Morgan
Inputs UMS (2025) (2024)

Table 1 gives a summary of the top five most common techniques of cyber threats to unmanned
military systems that are likely to occur within the period of 2022-20235.

Differential Attack Patterns Across UMS

The quantitative data show that there are unique distinctions between the essence of cyber-attacks
involving unmanned military systems (UMS) and military judicial systems. Only 12% UMS
incidents aimed at intelligence-gathering purposes, but 68.4% were aimed at attaining kinetic
effects, e.g., compelling the aircraft to land, aborting there, or interfering with weapon-release
mechanisms. To be more specific, 63% of incidents were associated with trying to gain access or
exfiltrate sensitive data, and 29% of incidents were aimed at modifying or corrupting official
records. The threat of availability-based attacks has reduced significantly since 2023, which is
probably because of the introduction of offline backup protocols. Taken together, these results
indicate that the opponents focus on operational interference within the UMS but prioritize data
breach and manipulation in the military settings, as the vulnerabilities of the two fields vary, and

the motives of the opponents are not the same.
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Figure 2. Success Rate of Defensive Measures (Red-Team Testing, 2025)

Figure 2. Success Rate of Defensive Measures (Red-Team Testing, 2025) [Bar graph showing:

Traditional perimeter defense: 11% detection; Zero-Trust (partial): 64%, Zero-Trust (full) + Al

anomaly: 93%, Quantum-resistant encryption (lab): 100% against current attacks

Only 12% of UMS incidents targeted intelligence-gathering, while most aimed to create
operational disruption. Naval unmanned systems show a similar pattern: 61 percent of incidents
against USVs between 2022 and 2025 focused on propulsion interference, helm-control
manipulation, or falsification of maritime radar data. These attacks aim to cause collisions,
grounding, or route deviation rather than data theft, suggesting that adversaries view naval

unmanned assets as tools for low-cost maritime destabilization.

Protection Coverage Gap Analysis

The comparison of the protective implementation of cybersecurity measures is provided in the
paper based on the unmanned military systems (UMS) and military settings. The analysis does not
only point out the adoption rates of each measure, but also the relative effectiveness of each
measure deployed. These data demonstrate how the defensive controls maturity is rather uneven,
with UMS exhibiting more adoption of high-tech methods like red-teaming and behavioral

analytics. This allows to determine the most critical areas of capability gaps, in particular, the use
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of post-quantum cryptography and blockchain-based audit trails, which highlights something that

needs strategic investment urgently.

Protection Coverage Gap Analysis

Protection Coverage Gap Analysis
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The bar graph shows that there are considerable gaps in the protective measures in UMS. Zero-

Trust Micro-segmentation is moderately adopted in UMS (34%,). Mandatory Red-Teaming is not
very widespread in other countries (11%,), but it is rather common in the U.S. (52%,), and it
offers high defense. Blockchain Audit Trails are more untested due to use in trials (2 per cent),
but they guarantee high levels of data integrity. In general, the gaps suggest the lack of use of
high-effectiveness measures.

Qualitative analysis revealed three recurring themes:

1. Cultural resistance to zero-trust principles among operational commanders who prioritize
mission tempo over security controls.

2. Budgetary competition between kinetic and cyber capabilities, with UMS programs
receiving 12—15 times more funding than judicial cybersecurity in most NATO countries.

3. Absence of binding international agreements on permissible cyber operations against
autonomous systems possessing lethal authority.
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DISCUSSION

GPS spoofing and C2 hijacking are still popular with opponents. Naval forces have become major
targets because spoofing at sea can produce large-scale misdirection without immediate detection.
A 2024 analysis of Eastern Mediterranean naval operations showed that coordinated spoofing
events caused unmanned patrol vessels to report false positions up to 4 km off their real location.
This mirrors aerial vulnerabilities but introduces distinctive maritime risks related to collision, loss
of situational awareness, and misinterpretation of maritime boundaries. The introduction of the
Russian electronic warfare system Tobol in 2024 showed the extent to which the state actors have
gone in this respect. Gurak (2025) claims that Tobol is capable of faking navigation signals of
hundreds of drones simultaneously to blind or divert whole formations of drones in disputed
airspace. This 1s the movement to large-scale, coordinated spoofing and it is indicative of a
tendency to favor those operations that minimize risk and maximize impact. Rather than shooting
down UMS and creating the possibility of retaliation, opponents can cause them to be ineffective
or deceived in a way that seems unintentional or undefined with remote interference. The
popularity of such deniable techniques will only increase as unmanned platforms acquire more
surveillance and strike capabilities.

The systems are vulnerable to the same enterprise-level attacks as government and financial
institutions yet their data environment exposes them in a unique way. The effects of integrity attack
can far outweigh the effects of the military battlefield losses since they deal with the integrity of
military justice in itself. An external hacker, insider attacker or foreign intelligence agency that
interferes with judicial information can question convictions, weaken due-process rights, and
promote distrust between service members and citizens. Continuity and accuracy are important to
their legitimacy and hence they are the best targets of attackers who want to have strategic power

and not kinetic impact.

Both fields have advanced in terms of protecting actions, yet there is still inconsistency in
application. Since 2021, the department of Defense has required zero-trust architecture to be
deployed, though this has not been done in practice. According to Stafford (2025), most UMS use
outdated satellite communication protocols, which are unable to accommodate the continuous

authentication key of the zero-trust design. Consequently, the unmanned platforms tend to revert
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to the security models that are obsolete and presuppose a network trust after the first access is
permitted. The issue appears to take different forms in the judicial context but it is technically the
same debt. The Military systems often use the networks that are classified and run older versions
of Windows Server which are unable to integrate with the modern endpoint detection and response
tools. Such loopholes do not provide the complete view of lateral movement, privilege increase,
or future trails of a breach. Though individual efforts do indicate that both UMS and judicial
systems can be hardened, the sporadic implementation of such upgrades results in still allowing

adversaries to find the weakest points in the defense network.

Another sense of urgency is the emergence of quantum computing. According to the announcement
of logical qubit scaling that Google has made in 2025, in the period between 2030 and 2032, the
current public-key infrastructure can be no longer guaranteed to withstand retrospective decryption
attack (Google Quantum Al, 2025). Any encrypted telemetry or judicial record of UMS intercepted
today might be readable in the future when quantum capabilities become well developed.
Nevertheless, in both sectors, migration to NIST post-quantum standards is not very fast despite
this impending danger. In addition to the cryptographic risk, increasing autonomy presents more
serious ethical and legal concerns. With UMS shifting to remote-piloted system to the stage of
platforms that can make lethal decisions with no human oversight, cyber-induced misclassification
is a source of legal conflict. As Schmitt and Watts (2024) indicate, the damage caused by a
manipulated targeting algorithm to civilian people who are wrongly defined as combatants cannot
be distinguished in the long run than intentional breaches of the laws of war. In the absence of
effective technical protection measures and the combined international standards, the opponents
will have a reason to attack autonomous systems preemptively by using cyber capabilities instead

of battling them directly.

CONCLUSION

Cyber threats to unmanned systems are systematic and increasing. Naval unmanned platforms
demonstrate this clearly. Their GPS-dependency, slow maneuverability, and predictable patrol
routes make them inviting targets for state and non-state actors seeking deniable maritime

disruption. Other methods like GPS spoofing, command and control hijacking, ransomware and
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even the newly introduced adversarial Al have grown so prevalent that they enable the rivals to
sabotage missions, confuse autonomous systems, or undermine judicial integrity without
necessarily using destructive force or open-scale escalation. Such risks are increasing at a rate that
is higher than the rate of defensive adoption. Zero-trust architecture has not been uniformly applied
to defense networks, post-quantum cryptography has not yet been nearly as widely applied as NIST
schedules would suggest, and immutable audit trail proposals have not been widely adopted in
Military systems (even though their benefits to maintaining evidentiary trust are well-known).
What is even worse is that the vulnerabilities of both operational and judicial spheres are
intersecting as most of the militaries are using common cloud environments, identity-management
systems, and lines of communication that enable an attack in one field to leave an opening in
another. It is no longer possible to treat these systems as their own security challenges. Without the
rapid modernization of military, efforts and support in the form of international dialogue about
norms and protection, the opponents will gain an asymmetric advantage in the future conflict by

taking advantage of loopholes in autonomy, data integrity, and cross-domain digital infrastructure.

RECOMMENDATIONS

Require full use of zero-trust on all new UMS purchases by 2027 and legacy systems by 2030
and on-going authentication, even in SATCOM.

Form an international "Unmanned Systems Cyber Safety Regime" to be operational under the

United Nations, which would not permit attacks on the override of lethal determination by humans.
Gradually increase the adoption of NIST post-quantum algorithms, with the back emphasis on
C2 connections and judicial databases by 2029.
Make it mandatory before initial operational capability to institutionalize mandatory third-party
red-teaming of all UMS programs.
Develop combined budget lines that do not distinguish between UMS cybersecurity and

military justice cybersecurity as different parts of the same mission assurance requirement.
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