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Abstract 

It is difficult to ensure a reliable database of original images for the purpose of classification 

to detect image tampering or steganography. Hence reference-free analysis is necessary in care 

no database is available. In this paper we present a reference-free technique for detecting image 

steganography in the spatial domain. No need for an image database. The approach is based on 

estimating the noise introduced in the histogram autocorrelation of the cover image by LSB 

tampering while hiding a secret message in the cover image. Simulation results have shown the 

effectiveness of the proposed technique. 
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I. INTRODUCTION  

There has been an increasing demand for sharing information between individuals and 

institutions. Some data should be kept confidential, for instance, some medical and military 

should be kept secret. For secure exchange of information, we can utilize cryptography with a 

secret key so that the recipient can uncover the message and verify that the message is 

untampered with. However, many cryptographic methods  can be attacked by aggressors to 

decrypt the message, unless a complicated cryptography is used. However, for a simpler secure 

system we should adopt the methods of steganography which include an apparently-innocent 

cover image with the secret message embedded inside in a way so that moves the least doubt to 

excite aggressors. However, the approach of steganography can equally be used by criminals, 

hence it gets necessary to distinguish the stego data and attempt to get the information embedded 
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in it. The way of detecting information inside an image is called steganalysis, which is similar 

to cryptanalysis which is used to decrypt a suspected message. The task of steganalysis is to find 

whether there is a message embedded inside an image, or to further discover any extra 

information like the message length, or the method of data hiding utilized in the cover image 

[1,2]. 

II. BACKGROUND TO STEGANALYSIS  

Steganalysis is the science of identifying the existence of possible hidden messages inside a 

stego medium like an image. Steganalysis can follow one of two paths: either passive or active. 

In the passive approach, one may try to find whether the medium (image) contains a stego 

message. In the active approach, the aggressor can distinguish the stego method and ad may 

tamper with the hidden message. Generally, the embedding of a message should be intangible; 

however, it can change the statistics of the cover image. To discover statistical changes is a main 

task of steganalysis [2].  

Steganography (especially LSB) makes benefit of the fact that the human visual system 

(HVS) is not sensitive to small changes in image pixel illumination level. Communication and 

information systems utilize compression methods for transmitting or saving data. Compression 

techniques remove redundant information by transforming the image to another domain where 

the signal is sparse. This reduction also takes advantage of the HVS as not sensitive to small 

changes. Hence, compressed images (like jpeg) cannot be used efficiently for data-hiding.  

There are two main approaches to analyze a stego image using steganalysis as follows [2,3]: 

1. Specific steganalysis: In this approach, the analyzer attempts to decide what kind of 

embedding and analyze the image statistics. However, this kind of steganalysis is limited to 

a particular data-hiding approach and probably needs a specific image format. 

2. Blind or universal steganalysis: This approach is not limited to a specific data-hiding 

technique and no information is needed before steganalysis. 

III. RELATED WORKS IN STEGANALYSIS 

      There are many approaches for detecting hidden message in a cover image. Some of these 

approaches handles the cover image in the spatial domain, while other techniques analyze the 

cover image after being transformed to another domain, like the discrete-cosine domain or the 

wavelet domain. As most special techniques hide data in the LSB, some of the steganalysis 

approaches specialize only in detecting LSB hidden data. Some of these techniques specialize in 

analyzing color images, others work only on gray-scale images, while some of them can work 

on both image kinds [4,5,6,7].  

The method in [6] was proved to be effective in finding sequential and non-sequential LSB 

embedding in digital images. 

 In [7] a more general approach for LSB steganalysis is proposed. This approach can also 

detect the message length.  
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 In [8], the Authors propose an approach to detect hidden data in natural images. The approach 

utilizes the image histogram, where the approach can also estimate the ratio of the message to 

the cover. However, the method may not work for low ratios of message to cover.  

  Reference [9] explained a steganalysis algorithm that works with randomized LSB message. 

In [10] the Authors presented a method that depends on the estimated change of cover image 

statistics.  

 In [11] the Authors proposed an approach that is based on statistical moments of the image 

wavelet transform.  

 In [12,13] the Authors proposed a reference-free approach that detects the existence of 

hidden data based on analyzing the derivatives of the auto-correlation function of the cover 

image histogram. 

In this work we extend the reference-free approach by estimating the noise power in the 

autocorrelation function of the cover histogram rather than using the derivatives of this function. 

IV. THE PROPOSED HISTOGRAM-CORRELATIVE APPROACH 

 It is expected that a clear, non-compressed natural image has a smooth autocorrelation of its 

histogram. Hence, any tampering (even as a small quantity) in the spatial domain of the cover 

image can be reflected as disturbance in the autocorrelation function of the image histogram.  

Assuming the message as not correlated with the cover image, the disturbance caused by 

embedding this message in the LSB bits of the cover image as Gaussian or semi-Gaussian noise. 

This modeling proved effective in the detection of tampering on a large number of trials with 

different images, especially natural images. 

The proposed approach can be outlined as follows.  

(a)  Compute the autocorrelation function 𝑅ℎ(𝑘) of the cover image histogram.  

(b)  Estimate the noise power 𝜎2 in the histogram autocorrelation {𝑅ℎ(𝑘)}. This computation is 

based on the finite-difference filtering approach which was first proposed in [14]. Of course, 

this is done under the assumption of Gaussianity of noise. 

The autocorrelation function is a measure of the amount of similarity between signal samples. 

Note that in this approach we do not consider the correlation between image pixels, but the 

correlation between the histogram samples. If we consider the cover image histogram {ℎ(𝑖)|𝑖 =

0, ⋯ , 𝑁 − 1}  as a signal with 𝑁  samples ( 𝑁  is the number of levels in the gray-valued 

illumination, being 28 = 256 for 8-bit pixels), the autocorrelation is calculated as [15]:  

𝑅ℎ(𝑘) =
1

2𝑁 − 1
∑ ℎ(𝑖)ℎ(𝑖 + 𝑘)

2𝑁−1

𝑖=0

   ⋯ ⋯ (1) 

where {ℎ(𝑘)|𝑘 = 0, ⋯ , 𝑁 − 1} is the cover image histogram given by: 

ℎ(𝑘) = 𝑛𝑘 = Number of pixels with intensity 𝑘 
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For untampered image, the histogram autocorrelation function 

{𝑅ℎ(𝑘)|𝑘 = 0, ⋯ ,2𝑁 − 1} 

is expected to be smooth and differentiable.  

When a signal {𝑠(𝑘)} is disturbed by additive noise {𝑧(𝑘)}, the resultant noisy signal is given 

by: 

𝑥(𝑘) = 𝑠(𝑘) + 𝑧(𝑘)   ⋯ ⋯ (2) 

The noise power 𝜎2 can be estimated from the noisy signal power 𝜎𝑥
2 after applying the 𝑛th 

difference filtering as follows [14]:  

𝜎̂2 = (𝐶𝑛
2𝑛)−1 var(∆𝑛𝑥) =  

(𝑛!)2

(2𝑛)!
 var(∆𝑛𝑥) ⋯ ⋯ (3) 

where,  

∆𝑥(𝑘) = 𝑥(𝑘 + ℎ) − 𝑥(𝑘),  

∆𝑛𝑥(𝑘) = ∆{∆𝑛−1𝑥(𝑘)},  

and 𝐶𝑛
2𝑛 is the binomial coefficient. Normally we take ℎ = 1. 

Normally taking 𝑛 = 5 is sufficient. It should be noted that we didn’t use the 2D difference 

filtering as explained in [14] because we are dealing with the 1D signal 𝑥(𝑘) = 𝑅ℎ(𝑘), which is 

not the image itself but its histogram correlation. 

After estimating noise power, we put a threshold on this power, 𝜎𝑜
2, which is normally a small 

amount below at which the image is considered as clean, otherwise it is considered as tampered 

with (or have hidden data).   

In this work we generally used the following threshold for decision: 

𝜎𝑜
2 = 0.1 ⋯ ⋯ ⋯ (4) 

Hence, our decision is as follows: 

𝜎̂2(2𝑁 − 1)2 ≶  𝜎𝑜
2 ⋯ ⋯ ⋯ (5) 

However, the value in Equation (4) could be changed to a lower one when failure occurs. 

V. RESULTS AND DISCUSSION 

      The proposed approach for steganalysis using noise estimation has been tested on 

MATLAB using LSB steganography with 1 and 2 LSB-bits for message hiding in a larger cover 

image. In this test, only gray-scale images are considered, although extension to color images is 

straightforward. If color images are used, then the noise power 𝜎̂2 in Equation (5) would be the 

average of three RGB estimated noise powers: 
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𝜎̂𝑅
2 + 𝜎̂𝐺

2 + 𝜎̂𝐵
2

3
(2𝑁 − 1)2 ≶  𝜎𝑜

2  ⋯ ⋯ ⋯ (6) 

noting that the average in Equation (6) is related to noise power and not to the different RGB 

weights normally used in RGB-to-gray conversion. 

We used MATLAB built-in images as shown in Figures 1 and 3 for a message with two 

different covers.  

The ratio 𝑟 of the message size to the image size is defined as: 

 

𝑟 =
Message Size

Cover Image Size
 ⋯ ⋯ ⋯ (7) 

 To test the performance under different ratios 𝑟, the message was resized.  

Figures 2 and 4 show the normalized autocorrelation of the histograms of the tampered cover 

images using LSB steganography with 1 and 2 bits for different message-to-cover ratios.  

The decision about the existence of tampering using the criterion of Equation (5) is shown as 

high/low dashed red line. A high line (approaching the limit of 1) means tampering, otherwise 

no tampering. It is evident that the original image (top sub-figure) is clear, with the dashed line 

kept at a low level. 

It can be seen from Figures 2 and 4 that the disturbance in the histogram correlation is more 

evident for 2-LSBs than 1-LSB tampering. For the same k-LSB steganography (k fixed), the 

disturbance (noise) is more evident for larger message-to-cover ratio ( 𝑟 ). In addition, 

disturbances are clearer in Figure 4 than in Figure 2, hence, the combination in Figure 1 

represents a more difficult case. 

 

Figure 1: First cover image and message. 
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Figure 2: Normalized autocorrelation of the histograms of the first cover image (with and 

without a message) using LSB steganography with 1 and 2 bits. 

 

Figure 3: Second cover image and message. 
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Figure 4: Normalized autocorrelation of the histograms of the second cover image (with and 

without a message) using LSB steganography with 1 and 2 bits. 

VI. LIMITATIONS AND THRESHOLD VARIATION 

      The proposed approach may fail for very small message to cover ratio 𝑟. Failure can also be 

cover and/or message – dependent. Figures 5 and 6 show a failure to detect steganography for  

𝑟 < 0.005 when we use a threshold of 𝜎𝑜
2 = 0.1 as shown in Equation (4). However, this can 

be treated if we lower the threshold to 1/70, as shown in Figure 7. Hence, if failure occurs, we 

should attempt at lowering the threshold before confirming the failure of the approach. 

VII.      CONCLUSION 

A reference-free approach for steganalysis or tampering detection in the spatial domain is 

presented. The approach is based on detecting disturbance in the autocorrelation of the cover 

image histogram via estimating the noise power in the correlative-histogram domain using a 

finite-difference filter.  The approach has been tested for LSB steganalysis, but it could be 

applied to other spatial steganography methods. 
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Figure 5: Third cover image and message. 

 

Figure 6: Normalized autocorrelation of the histograms of the third cover image (with and 

without a message) using LSB steganography with 1 and 2 bits. Notice the failure at r1. 

Threshold of 0.1 is used here. However, for the same value of r1, we can remedy this failure as 

shown in Figure 7. 
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Figure 7: Normalized autocorrelation of the histograms of the third cover image (with and 

without a message) using LSB steganography with 1 and 2 bits. A threshold of 1/70 is used 

here to remedy the failure in Figure 6. 
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