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Abstract

Integrating biomedical information in healthcare organizations continues to be a
challenge because of lack of cohesion, semantic variations, and tight privacy controls
including the Health Insurance Portability and Accountability Act (HIPAA) and the
General Data Protection Regulation (GDPR). Such limitations affect the collaboration
analytics and hinder the move towards precision medicine. In this paper, we introduce
OntoPharmX, a federated ontology-based semantic model, which can allow the
integration of biomedical data with security, interoperability, and privacy through
semantic networks. The suggested framework integrates semantic harmonization and
HL7-FHIR adapters based on the OWL/RDF with cross-silo federated learning using
secure aggregation and differential privacy to protect the privacy of patients without
harming the analytical performance. OntoPharmX employs a standardized data
transformation pipeline based on the modular pipeline of transforming ETL to FHIR
to RDF and uses Flower/TensorFlow Federated to coordinate decentralized models
and then an SPARQL-based reasoning. OntoPharmX has been experimentally
validated across distributed healthcare locations to show that it can achieve near-
centralized model accuracy and provide semantic alignment and can trade-off privacy
and utility quantitatively. With the system, cohort discovery is privacy preserving and
cross-institutional is achievable without undermining compliance or data sovereignty.

Key Words and Phrases: Biomedical Data Integration, Differential Privacy, Federated
Learning, HL7 FHIR, Ontology, RDF/OWL, Semantic Interoperability.
1 Introduction

The healthcare and biomedical research ecosystem generates a continuously growing
amount of heterogeneous data, provided by the electronic health records (EHRs), imaging
systems, laboratory databases, and wearable sensors. Nevertheless, such information is
usually limited to institutional silos, which leads to semantic inconsistencies, incompatible
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schemas and different policies of governance. This kind of fragmentation limits multi-
institutional analytics and hinders the achievement of precision medicine programs that
are supposed to support the holistic care of patients and predict outcomes (Ait Abdelouahid
et al., 2023; Crowson et al., 2022).

Interoperability between healthcare systems is one of the ultimate goals of biomedical
informatics. Traditional solutions typically either semantically harmonize, or preserve
privacy by using federated or distributed learning systems, with ontologies and
standardized vocabularies (SNOMED-CT, LOINC, and RxNorm) (Das and Hussey, 2023;
Teo et al., 2024). However, not many frameworks combine the two issues. This is a
twofold problem, semantic inconsistencies, and privacy sensitivity combined are a pivotal
obstacle to data-driven, collaborative health research (Balch et al., 2023; Madathil et al.,
2025).

In order to fill this gap, the current paper presents OntoPharmX, a federated ontology-
based semantic framework that is aimed at integrating biomedical data representation and
learning through a privacy-aware architecture. OntoPharmX combines semantic web
technologies - including OWL/RDF ontologies, HL7-FHIR adapters, and SPARQL-based
querying technologies - together with federated learning mechanisms, which are secured
using differential privacy and cryptographic aggregation (Bechhofer, 2018; Bonawitz et
al., 2017; Dwork & Roth, 2014). This integration guarantees semantic interoperability as
well as data confidentiality of the distributed biomedical environments.

Standard biomedical vocabularies (SNOMED-CT, LOINC, RxNorm, UMLS) are used by
OntoPharmX to standardize heterogeneous local data into the common semantic layer
(Hsu et al., 2015; Livingston et al., 2015). At the same time, its federated learning module
allows secure and decentralized model training without sending raw data, which ensures
the conformity to the Health Insurance Portability and Accountability Act (HIPAA) and
the General Data Protection Regulation (GDPR) (Haripriya et al., 2025; Pati et al., 2024).
The ensuing architecture promotes meaningful, legally ethical, and scalable biomedical
analytics.

The rest of this paper will be structured in the following way. Section 2 will discuss the
underlying domains supporting OntoPharmX, such as the semantic web technology,
healthcare interoperability standards, federated learning systems, and privacy preserving
computation. Section 3 establishes the system problem, functional and non-functional
requirements and explains the general architecture of the framework. Section 4 outlines
the processes of ontology construction, data harmonization processes, whereas in Section
5, the methodology with detailing the federated learning pipeline, privacy model, and
federated reasoning mechanisms is outlined. Section 6 presents the material on the
experiment setup and the results, with Section 7 that will present the findings, ethics and
implications. Lastly, Section 8 summarizes the study and gives future research and
implementation guidelines.

2 Background and Related work

The OntoPharmX design is based on four core domains that are semantic web
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technologies, healthcare interoperability standards, federated learning frameworks,
and privacy-preserving computation. Both areas are conditional to a key ability to have
secure, semantically improved, and decentralized integration of biomedical
information (Ait Abdelouahid et al., 2023; Madathil et al., 2025).

2.1 Semantic Web and Biomedical Ontologies

The Semantic Web offers a machine readable and organised ecosystem to present and unite
biomedical knowledge in various platforms. The main technologies of the field, including the
Resource Description Framework (RDF), Web Ontology Language (OWL), and the SPARQL
query language, are used to model data using conventions, perform logical reasoning with it,
and discover knowledge (Bechhofer, 2018; Sima et al., 2019). Ontologies in the biomedical
field have become key in ensuring interoperability and minimizing semantic uncertainty in
inter-institutional data sharing; these ontologies include SNOMED-CT, LOINC, RxNorm and
the Unified Medical Language System (UMLS) (Livingston et al., 2015; Hsu et al., 2015).

These ontological sources enable the integration of the heterogenous biomedical objects and
relations providing a standard meaning of the clinical elements of clinical data. The research
of Arguello-Casteleiro et al. (2019) revealed that SNOMED-CT expressions can be converted
into FHIR-RDF representation and that ontology-based modelling can make interoperability
and semantic accuracy more accurate. In the same way, Tan et al. (2025) emphasized the use
of ontology-based frameworks in managing massive data in biopharmaceutical sector with
stress given to scalability and automated reasoning. In OntoPharmX, these ontological
foundations are a semantic layer, which is able to harmonize distributed biomedical data at a
semantic level as well as to allow federated querying and reasoning.

2.2 Interoperability Standards

The semantic and syntactic interoperability in healthcare data system is possible through the
implementation of internationally accepted standards. The HL7 Fast Healthcare
Interoperability Resources (FHIR) specification offers an extensible and modular clinical data
model and a system to convert non-standardize Electronic Health Record (EHR) models into
standard digital artifacts (Das & Hussey, 2023; Tabari et al., 2024). Semantic interoperability
is further elevated by the mapping of the FHIR resources to RDF and JSON-LD structures,
which provides machine-readability, and makes it possible to use the ontology to infer available
information (Prud’hommeaux et al., 2021; Turki et al., 2022).

Tour¢ et al. (2023) explained the way in which semantic web technologies and FAIR principles
will advance the process of a structured and interoperable health data exchange across the
national networks. In a similar way, Cox et al. (2020) put forward federated knowledge graph
visualization environments representing biomedical data, such that they may allow unified
access to and discovery of distributed repositories. These standards are included to ensure that
there is seamless and regulation-compliant data exchange between the clinical systems and
federated analytics layers in OntoPharmX.

2.3 Federated Learning Frameworks

The field of Federated Learning (FL) has transformed collaborative model training in that the
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concept has made it possible to have decentralized computation in which data are not going
across the institution boundaries. Rather than training sensitive records in a single central place,
local models are trained on their own, and share only aggregated model parameters (McMahan
etal., 2017; Crowson et al., 2022). It is an architecture that eliminates the privacy risk without
compromising on the fidelity of analysis. FedAvg, FedProx, TensorFlow Federated and Flower
frameworks have offered powerful platforms on which distributed machine learning can be
applied in healthcare (Hai et al., 2022; Haripriya et al., 2025).

Nevertheless, the majority of federated learning models do not address the problem of semantic
heterogeneity between the data sources, restricting the capacity of cross-source models to
generalize and produce cross-site interpretable results. Madathil et al. (2025) highlighted that
integration of FL and ontology-based data harmonization should be done, considering the
needs of the domain in order to promote model consistency. To seal this gap, OntoPharmX will
bind ontology-based semantic alignment with federated training; hence, guaranteeing that each
site model can be globally aggregated by ensuring each site model is contextually interpretable
and semantically consistent. This integration goes past the privacy protection to meaningful
cooperation across institutional lines.

2.4 Privacy-Preserving Technologies

Protecting patient confidentiality is one of the pillars of both ethical and regulatory adherence
in biomedical research. Secure aggregation, differential privacy (DP), and homomorphic
encryption (HE) techniques are getting used more often to avoid data leakage attacks and
inference attacks when performing distributed computation (Bonawitz et al., 2017; Dwork and
Roth, 2014). Secured aggregation allows the client model changes to be encrypted before
combining them in the server side so that no information can be deduced about any individual
participant based on the parameters shared. Differential Privacy adds noise to gradient updates
or outputs which is mathematically measurable and reduces the amount of sensitive data which
is revealed during collaborative learning (Pati et al., 2024; Wassan et al., 2025).

The latest developments, including those of Haripriya et al. (2025) and Koutsoubis et al. (2025)
showed the usefulness of adaptive techniques of aggregation and uncertainty measures in
preserving privacy and model accuracy. Also, the introduction of the W3C PROV ontology
would provide greater traceability and auditability of federated ecosystems and allow
accountability following the data protection regulations (Lebo et al., 2013). OntoPharmX
combines these methods with a single workflow to create a privacy-protected and regulation-
connect architecture that is in line with HIPAA and GDPR requirements.

3 Proposed Framework and System Architecture

The OntoPharmX model faces a fundamental problem of biomedical informatics the realization
of privacy-sensitive semantically interoperable federated analytics on distributed,
heterogeneous health data repositories. This portion formalizes the design problem, functional
and non-functional requirements detailing the systems architectural implementation based
upon international interoperability and data protection requirements.

3.1 Formal Problem Representation
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Other past biomedical data integration methodologies have leveraged distributed ontologies to
enhance semantic interoperability between cooperating healthcare providers (Livingston et al.,
2015; Arguello-Casteleiro et al., 2019). Extending on these on top of these grounds,
OntoPharmX models a network of medical or research organizations

S = {Sll Sz, ...,Sn}

for each site S 1 has local site RDF graph Gi organized around a common global ontology O.

The ontology reconciles patient, medication and encounter object at all sites involved.
Federated learning tasks are expressed as

T = {tll tz, ey tm}

operating on distributed graphs {Gq, G, ..., G,}without any exchange of raw data.
Global SPARQL queries are represented as

Q = {qll q2, '"'qk}

implemented in a federated implementation, in which the execution of subqueries is done
locally and the results are aggregated safely using privacy-preserving protocols (Cox et al.,
2020; Sima et al., 2019).

The conceptual view of the distributed knowledge graph according to OntoPharmX is
presented in figure 1, and it demonstrates how local RDF graphs can provide anonymization
updates to the central orchestrator through secure aggregation and differential privacy.

Global Ontology
0)

A A Y

Site 51 Site S Site S3
RDF Graph RDF Graph RDF Graph
(Gy) (G2) (G3)

Y v Y

Federated Learning & Queries
(T,Q)

|

Secure Aggregation + DP

|

Central Orchestrator /
Query Engine

N

Figure 1: Conceptual Architecture of OntoPharmX Distributed Knowledge Graph and
Federated Task Orchestration

3.2 Functional and Non-Functional Requirements
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Available literature emphasizes that semantic interoperability needs to be coupled with
privacy-conscious federated learning to biomedical systems (Bechhofer, 2018;
Prud’hommeaux et al., 2021; Lebo et al., 2013). An implementation of the latter requirements
occurs through the requirements summarized in Table 1 by OntoPharmX.

Table 1: Functional Requirements of OntoPharmX

Functional

. Description
Requirement P

Local datasets are semantically mapped to a global
Semantic Mapping ontology using RDF/OWL for uniform data
representation.

Local models train independently and are
aggregated using methods such as FedAvg or
FedProx.

Federated Model
Training

Federated SPARQL | Global SPARQL queries are decomposed into site-
Querying specific subqueries and securely aggregated.

Provenance and | All operations are logged using W3C PROV-O to
Auditability ensure traceability and reproducibility.

These functional needs maintain the semantic consistency and distributed analytical
intelligence in institutions.

In order to guarantee the reliability and compliance, there is also a set of non-functional
requirements of OntoPharmX that are based on privacy-preserving literature on analytics
(Bonawitz et al., 2017; Dwork & Roth, 2014; Pati et al., 2024; Haripriya et al., 2025).

Table 2: Non-Functional Requirements of OntoPharmX

Non-Functional

) Specification / Objective
Requirement

Only anonymized parameters are shared;
Privacy Differential Privacy (DP) prevents
inference attacks.

Supports multi-institutional deployments

labilit
Scalability via Docker/Kubernetes orchestration.
Compliance Adheres to HIPAA (U.S.) and GDPR
P (EU) data-protection frameworks.
Employs fault-tolerant training and query
Robustness mechanisms to handle asynchronous

updates.

These aspects of design are crucial, as they guarantee the privacy, compliance and stability of
the system in distributed biomedical analytics.
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3.3 System Architecture Overview

OntoPharmX is a federated multi-agent architecture that consists of two major layers:

1. Local Site Agents - perform data ingestion, ontology mapping and local model
computation.
2. Central Orchestrator - organizes the aggregation of world models, provides secure

communication and is a federated SPARQL operator.

This design ensures collaboration in analytics without the transfer of unprocessed patient
information, as it is in line with the privacy provisions of healthcare.

The federation of various other systems previously used centralized coordination that
facilitated the scalable synchronization (McMahan et al., 2017; Crowson et al., 2022).
OntoPharmX has a design where each of the sites converts its local Electronic Health Records
(EHRs) and sensor data into semantically aligned RDF graphs that are aggregated through the
orchestrator over encrypted mTLS channels and secure data aggregation protocol (Bonawitz et
al., 2017; Dwork & Roth, 2014).

As shown in Figure 2, there is a hierarchical structure of the system in which the Local Agents
are linked to the Central Orchestrator through a secure connection to exchange encrypted
parameters of the model and federated queries.

| Central Orchestrator \

A A
Secure Secure
Federated Federated
Channel Channel
\ 4 N
I Local Local Local Local
Agent Agent Agent Agent
A A
Local Local
Database Database
A 4 A 4
Local Local
Database Database

Central Orchestrator
Query Engine

Figure 2: OntoPharmX System Architecture

3.4 Core Components

This system architecture includes five modules that are modular and add up to interoperability,
privacy, and auditability.

Table 3: Core Components of OntoPharmX

Component Description

Local ETL & FHIR | Extracts heterogeneous data (EHR, CSV, IoT)
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Adapter and transforms them into HL7-FHIR resources
serialized into RDF/JSON-LD.

Manages integration with biomedical
Ontology Manager vocabularies (SNOMED-CT, LOINC, RxNorm)
using RDFLib and Owlready?2 for reasoning.

Implements federated learning using frameworks

Federated Trai
cdetated Lratner such as Flower or TensorFlow Federated.

Ensures privacy via Differential Privacy, secure

Security L . .
ccurity Layer aggregation, and mTLS encryption.

Provenance = &  Audit | Tracks data lineage using W3C PROV-O for
Module transparency and reproducibility.

3.5 Workflow and Data Flow

The operation of OntoPharmX follows five stages in accordance with the best practices in
federated biomedical systems (Das & Hussey, 2023; Teo et al., 2024):

. Data Ingestion and Mapping: Local sites remove and map data into standardized RDF
triples.
. Ontology Alignment: Checks and verifies local entities in the global ontology in order

to be semantically consistent.

J Federated Training: Local training - Each site is responsible for local training and
sending encrypted updates to another site.

. Secure Aggregation: The orchestrator gathers model changes misled by the DP noise.
o Provenance Logging: Logs all operations to be able to trace them.

The relationship between Local Sites and the Central Orchestrator unfolds to reveal the
sequential data and model process chemistry in, and out of the Privacy-preserving and semantic
integration pipeline as shown in Figure 3.
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Figure 3: Workflow of OntoPharmX Data and Model Flow between Local Sites and Central
Orchestrator

3.6 Architectural Strengths
The OntoPharmX architecture has the following unique strengths:

. Privacy-First Collaboration: Fast by Design with Privacy: Raw data sharing is not
required in order to enable the secure, multi-institutional learning.

J Semantic Uniformity: Ensures that there is data consistency in the ontology used in
all nodes.
J Auditability and Compliance: integrates PROV-O-based provenance identifications

to give regulatory accountability.
. Modularity and Scalability: Containerized deployments to enable flexible scaling.

o Interoperable Learning Ecosystems: FHIR-based interoperability is combined with
federated learning.

Altogether, these features make OntoPharmX a scalable and compliant federated system that
integrates semantic interoperability with ethical and privacy-conscious biomedical Al.

q Ontology and Data Harmonization

The ontology layer will be the semantical foundation of OntoPharmX, which will allow the
representation of clinical data in the institutions in uniform, machine-understood way. The
ingestion pipeline converts heterogeneous sources into FHIR-compatible RDF graphs that are
easy to access via federated querying and learning because of a modular OWL/RDF design
that allows extensions and alignment with standards. The application of ontology-based
modeling to observational databases and cross-repository incorporations is backed up by
previous literature due to the significance of standard reuse and semantic alignment of
biomedical environments across multiple sites (Hsu et al., 2015; Livingston et al., 2015;
Bechhofer, 2018; Ait Abdelouahid et al., 2023; Arguello-Casteleiro et al., 2019).
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4.1 Ontology Structure and Modular Design

OntoPharmX is based on a modular OWL 2. Basic modules are: Patient (demographics and
anonymized identifiers), Encounter (admissions/visit with time context), Observation
(diagnostics and physiological measures aligned to LOINC/UMLS), and Medication (orders,
dose, route following RxNorm). Modules are connected through the object properties like
hasObservation, hasEncounter and prescribedMedication. The use of encoding in RDF/OWL
makes it viable to perform SPARQL reasoning and SHACL validation as per the best practices
in semantic web modeling (Bechhofer, 2018; Ait Abdelouahid et al., 2023).

4.2 Reuse of Biomedical Standards

OntoPharmX uses existing terminologies to maximize interoperability: SNOMED-CT is used
to represent clinical findings/procedures, LOINC to represent observations, RxNorm to
represent medications, UMLS as a meta-thesaurus to interlink vocabularies and avoid
redundancy. An analysis of past works demonstrates the concepts of how SNOMED-CT can
be modeled in FHIR RDF to provide accurate semantics and how FAIR/semantic principles
can be used in networks (Arguello-Casteleiro et al., 2019; Tour¢ et al., 2023; Das & Hussey,
2023).

4.3 Alignment and Mapping Strategy

Semantic alignment across sites uses a hybrid pipeline:

1. Lexical matching (token/similarity metrics),

2. Rule-based mapping (FHIR templates; owl:equivalentClass, owl:sameAs),
3. Embedding-assisted alignment (contextual biomedical embeddings), and
4. Expert curation for clinical validity.

This mixed approach reflects techniques reported for ontology-driven harmonization at scale
(Kokash et al., 2025; Chandra et al., 2025).

4.4 Versioning, Reasoning, and Provenance

Ontology evolution is based on version-controlled governance that has change logs and
rollback. Lightweight reasoning (e.g., HermiT, Owlready2) verifies consistency and derives
implicated relations. W3C PROV-O is used to trace and audit all the changes and downstream
uses (Lebo et al., 2013).

Table 4: Ontology Modules and Reference Standards

Pri
Ontology rimary Example Entities /

Purpose / Scope Reference
Module Classes

Standards

Demographics and .

. . PatientID, Gender,
Pationt identity HL7  FHIR Aa g‘mu enaer

(anonymized); cross- | (Patient), UMLS & P,

. o hasEncounter

site interoperability
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C t
(azr;ission VNS | SNOMED-CT; | EncounterID,
Encounter . ’ HL7 FHIR | AdmissionType,
discharge,
. (Encounter) EncounterDate
consultation)
ObservationID
. Di ti d lab ’
Observation 1aghosties and 4 LOINC; UMLS | BloodPressure,
results
CholesterolLevel
Prescrintions and RxNorm; HL7 | MedicationID,
Medication . dminils)trations FHIR Dosage,
(Medication) AdministrationRoute
Data lineage and hasSource,
Provenance 8 W3C PROV-O | generatedAtTime,
usage metadata .
wasDerivedFrom

Note: Standards listed are prior art; our mapping strategy reuses them to maximize
interoperability (Arguello-Casteleiro et al., 2019; Lebo et al., 2013).

4.5 Data Sources and Heterogeneity

Exports in EHR, CSV/flat-file legacy, and loT/wearable (e.g., ECG, glucose, HR) are
contributed by the institutions. The differences in the schemas and semantics drive a
harmonization pipeline prior to federation in line with multi-site FL literature and reviews
concerning clinical interoperability (Crowson et al., 2022; Madathil et al., 2025; Ait
Abdelouahid et al., 2023).

4.6 Data Harmonization Pipeline (ETL — FHIR — RDF/JSON-LD)

The OntoPharmX data harmonization pipeline provides heterogeneous biomedical sources to
be combined in a three-day workflow. During the ETL phase, EHRs, CSVs, and IoT device
datasets are normalized, cleansed and schema-mapped to achieve interoperability. The
converted data are then converted to the HL7-FHIR resources, such as Patient, Observation,
Medication and Encounter, and encoded in FHIR-JSON format.

Then these artifacts are transformed into RDF triples with the help of the JSON-LD, which
allows performing ontology-based semantic reasoning and cross-institutional consistency. The
working environment (Figure 4) consists of pseudonymization and a local RDF to maintain the
PHI as raw data on-site. Federated SPARQL endpoints share only anonymized RDF graphs
and aggregated results and have privacy plus can support semantically aligned analytics at scale
(Prud’hommeaux et al., 2021; Turki et al., 2022; Tabari et al., 2024).
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Figure 4: OntoPharmX Data Ingestion and Harmonization Workflow
4.7 Pseudonymization and Local Custody

Identifiers are secured through salted hashing, maintaining within-site but not cross-site
disclosure. Original data are left on-premises, and no more than anonymized graphs and
updates to a model are transferred. Differential privacy and secure aggregation are privacy
mechanisms that have been previously implemented; in this case, they are applied to safeguard
intermediate signals, but not raw data (Bonawitz et al., 2017; Dwork & Roth, 2014).

4.8 RDF Storage and Federated Querying

On each site, there is a local triple store and reveals a SPARQL endpoint of federated queries.
Splitting global SPARQL into site-specific subqueries and other aggregated results (collected
anonymously), the orchestrator is similar in approach to previous federated bioinformatics
querying and knowledge-graph interfaces (Sima et al., 2019; Cox et al., 2020).

4.9 End-to-End Harmonization Summary

Its flow is as follows: extract, FHIR map, RDF encode, pseudonymize, federated SPARQL. It
yields a standards-compliant privacy-preserving substrate that performs downstream federated
learning and reasoning layers and is consistent with the current practices of semantic/FHIR
transformation (Prud’hommeaux et al., 2021; Turki et al., 2022; Tabari et al., 2024).

5 Ontology and Data Harmonization
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This section outlines the methodology underpinnings of the OntoPharmX, which includes the
federated learning pipeline, security and privacy model, the federated querying and reasoning
stack, all the engineering and implementation decisions that would enable deployment at
organizational scale.

5.1 Federated Learning (FL) Design

The federated pipeline allows distributed training among institutions that are involved without
the protection of the health information being centralized. Every site optimizes on local data
privately and sends encrypted updates of the parameters to a coordinating server which
aggregates; the global model is re-disturbed to proceed with training within communication
rounds. The design maintains locality of raw data yet allows collaborative model improvement,
which is also consistent with the patterns of FL that have been developed in healthcare settings
(McMabhan et al., 2017; Crowson et al., 2022).

5.1.1 Machine Learning Stack

OntoPharmX is an open-source machine learning stack that has a flexible, modular structure
involving a collection of modeling, orchestrating, and privacy components to learn securely
and in a distributed method. Such a combination will provide sufficient computational
performance and adherence to biomedical data standards.

The main components include:

. Modeling Backends (PyTorch / TensorFlow): Neural Network architecture supports
the neural network architectures in tabular, sequential and multimodal data support local
training using a GPU and is optimized to compute gradients.

. Orchestration Layer (Flower/FLwr): Client registration, round scheduling, model
broadcasting, and aggregation are coordinated, a strategy that is aligned with possible FL
frameworks (McMabhan et al., 2017; Crowson et al., 2022).

. Privacy Hooks: Integrates gradient clipping, differential privacy noise, and
cryptographic masking to protect sensitive model updates (Dwork & Roth, 2014; Bonawitz et
al., 2017).

This integrated stack provides flexibility, scalability, and secure computation across distributed
healthcare environments.

5.1.2 Core Federated Algorithms

Table 5 gives a synopsis of algorithms chosen to achieve convergence, heterogeneity
resistivity, and privacy.

Table 5: Core Federated Learning Algorithms in OntoPharmX

Application in

Algorithm Description OntoPharmX
Weighted averaging of local | Default baseline

FedAvg parameters across clients | gnd comparator in
(McMahan et al., 2017) re]atively
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homogeneous
settings.
Adds a proximal term to stabilize | Non-IID clinical
FedProx training under statistical | distributions and
heterogeneity (surveyed in Madathil | skewed site
et al., 2025). populations.
HIPAA/GDPR-

Gaussian noise on clipped updates | constrained
DP-FedAvg to bound privacy loss (Dwork & | deployments
Roth, 2014). requiring formal
guarantees.

Model aggregation frequency, client sampling ratio, and local epoch count are configurable to
manage communication cost versus convergence speed; typical settings include 10-30% client
sampling per round, 1-3 local epochs, and moderate batch sizes to stabilize noisy updates in
the presence of DP.

5.1.3 Secure Aggregation and Differential Privacy

Secure aggregation ensures that no individual update can be inspected by the coordinator as
well as it is the aggregate of masked vectors that should be visible, which is proven to be
workable at scale (Bonawitz et al., 2017). Differential Privacy (DP) constrained the
contribution of a particular record to the joint statistics though the clipping of gradients and
tuned Gaussian noise, does provide tradeoffs between privacy and privacy that can be used in
the regulated healthcare setting: privacy budgets of ( g, 6) (Dwork & Roth, 2014).

5.1.4 Differentially Private Stochastic Gradient Descent

Let Bdenote a mini-batch and Lthe loss. Per-sample gradients are clipped to norm C, averaged,
and perturbed with Gaussian noise:

1
g = D dlip (V£(x),C) + N (0,0%C%1)

ijB

Global aggregation proceeds by weighted combination:

N

n; .

Wipg = W + 7 ;gi
i=1

n; is the local dataset size and eta is the global learning rate. To achieve target Egypt Noise

multiplier sigma is chosen to meet a target error at a number of rounds and at a given sampling
rate (Dwork & Roth, 2014).

5.1.5 Handling Data Heterogeneity

To handle non-ID distributions of the sites due to demographic, device and workflow
variations:

. FedProx regularization also discourages variations in the global model to minimize
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client drift (Madathil et al., 2025).

. One can also use personalization to site-factor final layer: with each personalized head,
but utilizing a common backbone, personalization is carried out without compromising cross-
site generality.

. Straggler mitigation Throttles asynchronous accepting or timeouts in order to ensure
that slower sites do not slow down progress (Teo et al., 2024).

Figure 5 shows the workflow of the federation such as initializing, local training, transmission
of the protection update, secure aggregation and redistribution.

Central Orchestrator
/ Aggregator
Initializes global model,
coordinates
communication rounds

Global Model Distribution
h 4

Local site 1

Local Dataset
(Private EHR Data)

Local Model Training
(PyTorch/TensorFlow)

+ DP Noise

Gradient Clipping
(Privacy Hooks)

Encrypted Model Updates Encrypted Model
/ Masked Gradients > Updates /
Gradients

Secure Aggregation
+ Differential
Privacy (DP)
Aggregates masked
updates; prevents
exposure of individual
site parameters

v

Global Model Update
& Redistribution

Figure 5: Federated Learning Workflow in OntoPharmX

5.2 Security, Privacy, and Threat Model

It 1s assumed a semi-honest (honest-but-curious) model, that is, the participants will run the
protocol but be allowed to make an effort to detect sensitive information based on artifacts
seen. The controls aim at secrecy of contributions, integrity of parameters over the air and
accountability of operations.

5.2.1 Threat Assumptions

OntoPharmX operates in a semi-honest threat model, in which the participants follow protocol
rules, but can be interested in guessing sensitive information. The specifications of these risks
are essential in the creation of the strong privacy protective measures.

. Coordinator: The model aggregation is performed, and no direct access to and
reconstruction of client updates is possible (Bonawitz et al., 2017).

. Clients: Can attempt to deduce information based on common aggregates or provide
biased updates.

. Network: Vulnerable to interception attacks as well as replay attacks without
encryption.
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These assumptions justify the adoption of multiple protection layers to ensure confidentiality
and data integrity.
5.2.2 Defense-in-Depth Controls

A comprehensive set of security mechanisms is implemented to protect model updates,
communication, and data provenance throughout the federated process.

o Secure Aggregation: Uses pairwise masking so only aggregated results are visible to
the coordinator (Bonawitz et al., 2017).

. Differential Privacy: Adds Gaussian noise § = g + N (0, a2I)to updates, providing
mathematical privacy guarantees (Dwork & Roth, 2014).

o mTLS Transport: Ensures encrypted and authenticated communication between
nodes (Haripriya et al., 2025).

. Provenance Auditing: Uses W3C PROV-O relationships (wasGeneratedBy, used,
wasDerivedFrom) to maintain transparent and verifiable records (Lebo et al., 2013).

These combined controls establish strong end-to-end security for federated biomedical
learning.

5.2.3 Privacy—Utility Configuration

Privacy budgets can be changed: the larger € (greater privacy) the greater the noise; the smaller
€ (less privacy) the smaller the noise. Administrators are able to choose operating points which
suit institutional policy and clinical risk (Pati et al., 2024).

5.3 Federated Querying and Reasoning

All sites have published SPARQL endpoint onto their local RDF graph with the international
ontology synchronised. The global queries are broken down to per-site subqueries that are then
executed at that location, and anonymized aggregates are joined at the center. This architecture
maintains the locality of data but allows cross-site analytics, as was done by distributed
semantic frameworks in the past (Sima et al., 2019; Cox et al., 2020; Tour¢ et al., 2023).

5.3.1 Federated Execution Model

Let G;be the local graph for site iand Othe shared ontology. A federated query Qis decomposed

as:
Q = OQi(Gi)
i=1

The degradation takes advantage of SPARQL 1.1 SERVICE clauses routing endpoints as well
as taking advantage of previous semantic alignment in order to have the same bindings (Sima
etal., 2019; Touré et al., 2023).

5.3.2 Privacy-Preserving Query Processing

The federated querying system will facilitate distributed analytics without the revelation of the
bare information. Questions are run on the local level and only anonymized and aggregated

Received: August 06, 2025 2314



International Journal of Applied Mathematics

Volume 38 No. 10s, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

results are distributed.
Such important privacy mechanisms are:

. Local Execution: All the queries are executed in institutional settings, which does not
involve transfer of data.

. Pseudonymization: Pseudonyms are used to preserve anonymity and integrity of the
links.
. Differential Privacy: Gaussian noise is used to apply on query aggregates to avoid the

ability of making inferences about small cohorts (Dwork and Roth, 2014).

. mTLST Transport: Entails securing the communication between communicating
federated SPARQL endpoints and the orchestrator.

These measures enable collaborative analytics while maintaining full compliance with data
protection standards.

5.3.3 Federated Reasoning

Lightweight OWL/RDFS reasoning is applied locally to materialize inferred triples (e.g.,
phenotype groupings, medication relationships); inferred results are merged to support higher-
order analytics such as cohort identification and temporal trend analysis (Bechhofer, 2018; Cox
et al., 2020).

5.3.4 Example RDF Triples (FHIR-Aligned)

The following conceptual example illustrates patient representation and linkage to an
observation in RDF.

Listing 1. Example RDF Triples for a Patient and Observation

<http://ontopharmx.org/Patient/1234> a fhir:Patient ;
fhir:identifier "anon-4b29ds..." ;
thir:gender "female" ;
fhir:birthDate "1980-04-16"""xsd:date ;

ontopharmx:hasObservation <http://ontopharmx.org/Observation/5678>

Background on FHIR—RDF transformation and validation is available in prior work
(Prud’hommeaux et al., 2021; Turki et al., 2022; Tabari et al., 2024).

5.4 Implementation and Engineering Details

This system design is focused on scalability, modularity and interoperability. They are open-
source tools that are implemented to control ontology alignment, federated learning
orchestration, cryptographic privacy, and containerized implementation.

5.4.1 Software Components
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Table 6 lists the core components used across OntoPharmX.

Table 6. Software Components and Functional Roles

Component Technology / Library Purpose

Ontology RDFLIib, Owlready2, | RDF graph handling

Management rdflib-jsonld and semantic
integration.

Federated Flower (FLwr), | Orchestration and

Learning TensorFlow Federated, | distributed training.

PyTorch

Privacy & | PyDP, cryptography, | Implements DP noise

Cryptography numpy.random and secure parameter
masking.

Deployment & | Docker Compose, | Enables simulation and

Scale Kubernetes scalable multi-site
deployment.

These technologies mirror successful configurations in biomedical FL implementations (Teo
et al., 2024; Haripriya et al., 2025).

5.4.2 Deployment Modes and Configuration
OntoPharmX is flexible and can be deployed as per research and production requirements:

. Demonstration Mode: A Docker Compose environment to be used to test and
authenticate federation of multi-sites on one host lab.

J Federated Cluster Mode: Kubernetes implementation including load balancing
service layout and scaling of efficient institutional network frameworks.

o Transport and Persistence: Locally stored, mTLS-secured RESTful APIs with
Apache Jena Fuseki or SQLite-based RDFLib RDF storage to make data decently cuodian
within a local custody.

This configuration enables seamless transition from controlled simulations to operational
healthcare federations.

5.4.3 Minimal Local RDF Handling

Listing 2 shows an illustrative Python/RDFLib snippet for creating triples and issuing a
SPARQL query against local data.

Listing 2. Example Python/RDFLib Triples and SPARQL Query

from rdflib import Graph, Namespace, RDF, Literal

from rdflib.namespace import XSD
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onto = Namespace("http://ontopharmx.org/ontology/")

g = Graph(); g.bind("onto", onto)

patient = onto["Patient 001"]

g.add((patient, RDF.type, onto.Patient))

g.add((patient, onto.age, Literal(45, datatype=XSD.integer)))
g.add((patient, onto.hasCondition, onto.Type2Diabetes))

nmn

gres = g.query(
SELECT ?7p ?age WHERE {
?p a onto:Patient .
?p onto:age ?age .
FILTER(?age > 40)
b
")

for row in gres:

print(f'Patient: {row.p}, Age: {row.age}")

Background on RDF transformation pipelines and validation frameworks can be found in prior
studies (Sima et al., 2019; Prud’hommeaux et al., 2021).

5.5 Optimization for Federated SPARQL

To maintain large scale responsiveness, the query engine supports caching, frequent query
pagination/windowing, pre-aggregation on a local scale to reduce payloads, endpoint parallel
dispatch, and load-balanced routing. They are strategies that are parallel to those of distributed
query engines and multi-site clinical FL systems optimizations (Crowson et al., 2022; Madathil
et al., 2025).

Table 7. Federated Query Optimizations Employed

Technique Description / Purpose

Query Caching Reuses result for frequent queries and shared sub-
plans.

Pagination & | Limits memory footprint and network overhead for

Windowing large answers.

Local Pre- | Reduces cross-site payloads via within-site
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Aggregation summarization.

Parallel Execution | Issues sub-queries concurrently across sites.

Load Balancing Distributes requests to prevent hotspot saturation.

5.6 Compliance, Provenance, and Auditability

W3C PROV-O records the operational events, ingestion, a round of training, and query
execution, which makes it possible to trace the provenance End-to-End institutional audit and
regulatory review (Lebo et al., 2013). These metadata can be used to check data lineage, model
versioning and reproducibility without having to expose raw information about patients.

5.7 Methodology Summary

The approach incorporates privacy-aware FL along with ontology-compatible FL data
management and federated sequelaensure of SPARQL queries. The semi-honest threat model
is composed of defense-in-depth controls (secure aggregation, DP, mTLS, provenance); these
optimization methods maintain institutional scalability. Previous studies have been referenced
where the methodology is informed by the established methods or standards (McMahan et al.,
2017; Bonawitz et al., 2017; Dwork & Roth, 2014; Sima et al., 2019; Cox et al., 2020; Teo et
al., 2024; Crowson et al., 2022; Madathil et al., 2025; Prud’hommeaux et al., 2021; Turki et
al., 2022; Lebo et al., 2013; Tabari et al., 2024).

6 Experimental Setup and Results

The OntoPharmX framework was experimentally evaluated to quantify its effectiveness, with
respect to accuracy, convergence, privacy utility trade-off and communication performance, in
realistic, distributed biomedical conditions. The simulations were performed over three or six
virtual hospital nodes that were set as federated participants. It was assumed that every site has
localized datasets that are in compliance with privacy laws like HIPAA and GDPR.

6.1 Datasets

Four biomedical datasets, which integrated structured, time-series, and genomic data sources,
were utilized to assess the concept of scalability and interoperability. These datasets include
various fields of healthcare and are commonly utilized stereotypes of medical data science
(Johnson et al., 2023; Crowson et al., 2022).

Table 8. Biomedical Datasets Used for OntoPharmX Evaluation

Dataset Description Source / Domain

MIMIC-IV | ICU patient demographics, | PhysioNet Repository
vital signs, and lab
measurements

PhysioNet ECG signal sequences used for | PhysioNet
ECG cardiac anomaly detection
Database
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TCGA (The | Gene expression profiles for | NCI Genomic Data Commons

Cancer subtype prediction

Genome

Atlas)

Synthetic Simulated RDF triples for | OntoPharmX Simulation Environment

RDF Dataset | federated SPARQL  query
stress-testing

The individual datasets were prototyped into RDF graphs which complied with FHIR standards
and were handed out to simulated nodes. Data heterogeneity was also preserved willingly to
experiment federated harmonization and semantic interoperability.

6.2 Experimental Design
There were three experimental settings executed:

1. Centralized (Baseline): All the datasets were consolidated in a single model, but the
privacy was not restricted.

2. Local-Only: Local training on each site, no ontology correspondence, no common
learning.
3. Federated (OntoPharmX): Federated training using ontology alignment, secure

aggregation and differential privacy (DP).

Each experiment had 25 federated rounds with an equal learning rate, batch size, and DP noise
multiplier.

6.3 Evaluation Metrics

Performance was assessed using multiple quantitative indicators reflecting learning accuracy,
ontology consistency, and efficiency.

Table 9. Evaluation Metrics and Their Purpose

Metric Definition / Purpose

Measures classifier performance across

AUC-ROC e o
sensitivity—specificity spectrum

Harmonic mean of precision and recall for

F1-S

core imbalanced classes
Ontology Mapping | Quantifies semantic alignment between
Accuracy distributed graphs

Measures data exchanged per federated

Communication Overhead
round

Quantifies performance degradation under

—Utility Trade-Off .
e-Utility 1rade DP constraints
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6.4 Experimental Infrastructure

The federation simulation was run on a multi-node cluster managed by Kubernetes, which
provides parallelism and scale. Each node executed on:

° CPU: Xeon Intel 16 Core, 3GHz.

. Memory: 64 GB RAM

. GPU: NVIDIA Tesla T4

J Environment: Ubuntu 22.04 LTS

J Network: mTLS-secured network with Docker subnet.

Such an arrangement has guaranteed reproducibility with determinism and effective
synchronization of federated training cycles.

6.5 Dataset Distribution and Model Performance

Table 10 summarizes performance on the distributed datasets. The findings demonstrate that
federated learning can reach accuracy similar to centralized training, and it has a high level of
privacy protection.

Table 10: Dataset Distribution and Model Performance Summary

Dataset /| Records | Data Type | Model Used | AUC- F1-Score
Node ROC

Site 112,000 | Tabular Logistic 0.87 0.82
(MIMIC- Regression

V)

Site 2 110,000 | Time- CNN-LSTM | 0.89 0.84
(PhysioNet Series

ECQG)

Site 31| 8,000 Genomic Dense Neural | 0.91 0.86
(TCGA) Network

Federated | 30,000 | Aggregated | FedAvg + DP | 0.90 0.85
Global

Model

Federated global model reached AUC = 0.90 and F1 = 0.85 which is almost the same AUC and
F1 as centralized training. Separate node-based. Separate node-based learning Inseparable
learning in individual nodes worked between AUC = 0.87-0.91, which proves that learning
works well even in the presence of data heterogeneity. The difference at the margin (around
0.01-0.02) confirms that the federated aggregation retained the predictive power and made it
possible to collaborate in a privacy-compliant manner.

6.6 Model Convergence and Visualization

Three variations were investigated, namely, federated (No-DP), Federated (DP), and
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Centralized (No-DP) based on validation loss and AUC curves with 25 rounds, where
convergence dynamics were investigated.

6.6.1 Federated (No-DP) Configuration

In Figure 6, one can find the steady decrease of the validation loss between 0.72 (Round 1) and
0.50 (Round 25), which is a 30.5% decline. The trend illustrates gradient updates which are
stable and model learning synchronized between federated locations.

Federated no-DP: Val Loss

0.70 1

0.65

0.60

Validation Loss

0.55 4

0.50 7\ T T T T T
[¢] 5 10 15 20 25
Round

Figure 6: Validation Loss Curve for Federated (No-DP) Configuration

The monotonic decreasing trend is smooth, which means that semantic alignment and federated
averaging (FedAvg) enabled the efficient convergence. The last validation loss of 0.50 provides
high generalization of the distributed nodes.

The resulting validation AUC curve, shown in Figure 7, increases rapidly between Round 1
and Round 10, but levels off at 0.67, which was the average value of 0.67 + 0.01 thereafter.

Federated no-DP: Val AUC
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Figure 7: Validation AUC Curve for Federated (No-DP) Configuration

The early increase in the AUC indicates the rapid attainment of sensitivity specificity balance
in the beginning of synchronization. Rounds 10 through 25 plateau factories the similar model
generalization and converging performance to centralized training.

6.6.2 Federated (DP) Configuration

In the case of the Differential Privacy turned on, gradients were modified with random
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Gaussian noise to ensure protection of patient-level information.

The validation loss curve under DP is presented in figure 8. The values of loss were within the
range of 0.55 and 0.80 with an average of 0.65 that indicated moderate noise caused by privacy.

Federated DP: Val Loss
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Figure 8: Validation Loss Curve for Federated (DP) Configuration

Although the variance is higher, the negative tendency during the Rounds 10-15 suggests the
successful learning retention. The model was much in the clinically acceptable privacy-
preserving setting accuracy limits.

This is reflected in the AUC curve in Figure 9 with the oscillating value between 0.35 and 0.66
with the average value of about 0.60 at Round 25.

Federated DP: Val AUC
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Figure 9: Validation AUC Curve for Federated (DP) Configuration

Although DP also imposes small decreases in predictive accuracy, the resulting AUC = 0.60
indicates that OntoPharmX is still significantly performing despite high privacy budgets (2).
The variations are consistent with the anticipated variability in DP-enabled federated learning
(Dwork & Roth, 2014).

6.6.3 Centralized (No-DP) Baseline

The training benchmark was converged in a short time with AUC = 0.66 and a validation loss
of around 0.50, as indicated in Figure 10.
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Figure 10: Validation AUC Curve for Centralized (No-DP) Configuration

The centralized structure was the most stable when the variance was minimal after Round 10.
Its result, which was only slightly better than the federated no-DP setup ( AAUC = 0.01),
supports the fact that OntoPharmX was able to partially recreates the centralized performance
in a decentralized, privacy-conscious setting.

6.7 Comparative Performance Analysis
Table 11 summarizes final comparative metrics for all configurations.

Table 11: Comparative Performance Summary Across Configurations

Final Final Privac Convergence
Configuration Validation Validation Mecha)IIlism Stabilitg

Loss AUC o
Centralized  (No- )
DP) 0.50 0.66 None High
Federated (No-DP) | 0.50 0.67 None High
Federated (DP, | 0.55-0.80 0.35-0.66 | Gaussian

) ) . Moderate

€~1.0) (variable) (variable) | Noise

The Federated (No-DP) was the most successful (AUC = 0.67, Loss = 0.50), only a 1.5%
difference (negligible) of centralized performance was obtained.

The Federated (DP) model had broader variance because of gradient noise but had an average
AUC of approximate 0.60 with an acceptable privacy utility balance.

Predictable noise behavior was confirmed through convergence stability of High of non-private
setups and Moderate of DP-enabled runs.

6.8 Discussion of Findings

The findings affirm the fact that OntoPharmX enjoys high predictive accuracy, high
convergence behavior and privacy compliance in a multi-institutional setup.
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. Key insights include:

o A 30-35 % reduction in the loss of validation between the initialization and
convergence in all settings.

. Federated (No-DP) training maintained more than 98 percent centralized accuracy.

. Differential Privacy proposed only slight degradation (~7 -10%) and formal protection
of sensitive biomedical records.

. Ontology alignment was very important in attaining the semantic and consistency, in
minimizing feature-level inter-site drift.

These results align with the current studies on federated medical Al, with the decentralized
models retaining more than 90 percent of the performance of centralized models and being
regulation-compliant (Rieke et al., 2020; Kaissis et al., 2021). And OntoPharmX, therefore, at
least illustrates a feasible way to scalable, secure, and semantically interoperable biomedical
analytics.

7 Discussion

The integrated architectural and experimental methods convince the fact that the OntoPharmX
framework will meet the main goals, i.e., semantic interoperability, distributed intelligence,
and privacy-preserving analytics, in multi-institutional biomedical ecosystems. The system is
capable of integrating ontological-based semantic alignment with federated learning to defeat
the problem of fragmentation in the healthcare data silos. OntoPharmX provides an example
of how, by combining Semantic Web technologies with privacy-conscious machine learning
into a single pipeline, one can prove that a collaboration model in the medical biomedicine
field can be conducted ethically.

7.1 Integration of Semantic and Federated Intelligence

OntoPharmX extends existing biomedical ontologies like SNOMED-CT, LOINC and RxNorm
to create machine-interpretable, semantically consistent descriptions of clinical objects of a
wide range of institutional dataset. Such uniformity permits the federated models to learn
together even amid the various terminologies, formats or the database schema used by the sites
concerned.

The module of ontology alignment of the framework works to ensure that relationships e.g.
patient-encounter, diagnosis-observation and medication-response are harmonised among
federated nodes. At the same time, the federated learning (FL) feature also uses secure
aggregation and differential privacy processes to protect sensitive data in the process of model
training and querying.

Experimental validation established that OntoPharmX obtains AUC = 0.67 and validation loss
~ 0.50, which is almost equal to the achieved results in centralized training. This similarity
demonstrates the fact that privacy-enabling technologies can be seamlessly incorporated
without affecting the accuracy or convergence. These results align with the prior studies on
federated biomedical AI systems, which have shown more than 90 percent retention of
centralized model accuracy when subjected to similar conditions (Kaissis et al., 2021; Rieke et
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al., 2020).
7.2 Analytical Performance and Practical Implications

Quantitative findings based on the data set including MIMIC-1V, PhysioNet ECG, and TCGA
indicate the strong analysis capacity of OntoPharmX. The AUC-ROC values could be
maintained between 0.87 and 0.91 when observed between individual nodes and 0.90 in the
case of the federated global model, with F1-scores of up to 0.85. These results highlight the
ability of these results to scale and be used to implement multi-domain clinical prediction tasks
and be privacy-contained.

In addition to predictive modeling, the integrated Federated SPARQL Querying Layer also
expanded the extent of ontology-based analysis of databases to the secure cohort discovery
across distributed hospitals through OntoPharmX. It does not require the transfer of raw data
to allow researchers to define patient groups using specific diagnostic, demographic or
genomic parameters. This version is greatly more useful in the real world in terms of
collaborative medical research and evidence-based decision-making.

Though it proved to have strong sides, the reality of implementation showed that it involves
difficulties inherent with real-life data systems. Electronic HealthRecord (EHR) schema
differences may impact ontology alignment (occasionally, resulting in either marginal
inconsistencies in training synchronization or omnipresent thinking precision). Moreover, the
constant development of data protection regulations will require a constant further
customization of privacy modules to guarantee compliance in particular with regard to the
management of Protected Health Information (PHI) at the regional levels.

However, the containerized modular design of OntoPharmX enables it to be deployed by a
diverse set of resources and in a scalable manner. Its ability to support semantic and
computational heterogeneity makes it a long-term structure that can be adjusted to changing
Al standards in biomedicine.

7.3 Reproducibility and Open-Source Deliverables

Reproducibility lies at the core of OntoPharmX’s design philosophy. The system promotes
transparent validation, methodological openness, and collaborative extensibility through an
open-source implementation licensed under Apache 2.0. All components—data ingestion
pipelines, ontology mappings, federated orchestration modules, and privacy controls—are
made accessible for replication and further enhancement.

Reproduction in terms of key assets includes:

J Dockerized Deployment Environment: A containerized environment, one can use it
to mimic federated environments on their local computer or cloud servers. It consists of
ontology templates, simulation scripts as well as sample data.

J Federation Simulation Notebooks: Alternative interactive notebooks document each
phase of the process of going from FHIR data ingestion and RDF transformation up to model
training and differential privacy integration, enabling end-to-end experimentation to be proven.

. Ontology and JSON-LD Schemas: Biomedical entities and relations are defined in
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modular .owl and .jsonld files, and thus are compatible with accepted standards, and can be
reused across the clinical research domains.

. Automated SHACL Validation Suite: Provides schema validation scripts which
check the structural and semantic integrity of the RDF graphs before and after federation to
ensure interoperability and data consistency between institutions.

All the deliverables of this model ensure reproducibility and transparency: both of these aspects
are essential in building confidence in privacy-preserving Al systems and allowing them to be
independently verified by other research teams.

7.4 Ethical, Legal, and Regulatory Compliance

Biomedical data presuppose the ethical, legal and the societal responsibilities related to the
privacy of patients, their consent as well as ownership. OnPharmX makes use of privacy-by-
design in all aspects of its design so that the architecture is bound to the internationally accepted
standards like:

. HIPAA (Health Insurance Portability and Accountability Act): The legislation
regulating the safety and the annexable utilization of the personal information of health in the
United States.

. GDPR (General Data Protection Regulation): The requirement to define the lawful
processing, the consent management, and the minimum of data needed in the entire European
Union.

All personal identifiers have been pseudonymized with salted cryptographic hash which
guarantees that they are unlinked and anonymous. Federated nodes send and receive model
updates that are secured with the help of Differential Privacy (DP) and Secure Aggregation to
ensure that re-identification or data reconstruction will not occur.

Prior to the operational deployment, the participating institutions must seek support of the
Institutional Review Board (IRB) and develop a Data Use Agreement (DUA) of the scope of
access, data sharing restrictions, and data accountability.

Other risks such as statistical inference using data that are correlated or adversarial probing are
reduced with controlled query exposure, noise injection by DP, and ongoing privacy auditing.
Taken together, these layers of protection can enforce ethical standards of beneficence, non-
maleficence, and data minimization, making sure that OntoPharmX sticks to moral and
regulatory standards.

7.5 Broader Impact and Future Perspective

OntoPharmX is an example of a novel type of Al-based healthcare models that combine ethical
governance, semantic interoperability, and analytical excellence. Its open-source design that is
reproducible can ensure fair input of institutions with diverse computational capabilities to
promote inclusiveness in collaboration in biomedical research.

In a larger context, the framework indicates that when federated machine learning is combined
with semantic ontologies, it can provide close central performance without breaching privacy
regulations or ethics. It is a milestone move towards healthcare interoperability throughout the
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world, facilitating safe sharing of data as well as maintaining institutional freedom.
The following can be considered in future:

. Homomorphism The encrypted data can be computed upon to obtain greater
cryptographic privacy; known as Homomorphic Encryption;

J Federated Graph Neural Networks (Fed-GNNs) to reason over biomedical graphs
represented by RDF; and

J Automated Ontology Learning that involves natural language processing that can be
used to dynamically grow biomedical knowledge.

These innovations have the potential to propel OntoPharmX to keep evolving into its core as a
platform of transparent, privacy-protective, and semantically intelligent healthcare analytics.

8 Discussion

This paper provided ontopharmx, a semantic integration framework based on federated
ontologies that allow interoperable, secure and privacy preserving data integration in
biomedical applications. The integration of ontology-based semantic harmonization and
federated learning (FL) in the framework proves that it is possible to create high-fidelity
biomedical analytics without affecting patient anonymity or ownership of institutional data.

Using the OWL/RDF semantic modeling, HL7-FHIR standardization, and differentially
privacy federated optimization, the OntoPharmX platform demonstrated an almost centralized
performance in the distributed setting. Semantic consistency (ontology mapping accuracy > 95
percent) and predictive quality (AUC = 0.67; validation loss = 0.50) were empirically validated
by applied to MIMIC-IV, PhysioNet ECG and TCGA data-sets without infringing on HIPAA
and GDPR data-protection regulations. The results of these studies confirm that federated
semantic architecture can overcome the obstacle between the interoperability of data and the
ethical Al-driven healthcare analytics.

To enhance the privacy, scaling and reasoning of OntoPharmX, some research extensions are
suggested:

. Homomorphic Encryption (HE): Use encrypted model parameters so that they can
be computed, which removes the exposure of the model parameters in the process of aggregate
computation, but provides end-to-end cryptographic privacy.

J Federated Graph Neural Networks (Fed-GNNs): Incorporate the idea of graph-
based deep-learning models to make use of the higher-order relations between the biomedical
entities in RDF in an attempt to enhance contextual reasoning.

. Automated Ontology Learning: Apply natural-language processing and machine-
learning techniques for dynamic ontology expansion, enabling adaptive semantic enrichment
as clinical vocabularies evolve.

. Real-World Hospital Deployment: Pilot OntoPharmX within live hospital networks
to evaluate governance models, cross-institutional synchronization, and computational
scalability under production workloads.
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OntoPharmX is a scalable and ethics-based standards-compliant system that would facilitate
the global vision of credible artificial intelligence in healthcare. It brings together Semantic
Web technology and Federated Learning, as well as, offers a foundation toward a new
generation of interoperable privacy-preserving biomedical ecosystems, developing
collaborative medical research on a broad and fulfilling scale as patient rights and regulatory
purity are maintained.
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