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Abstract

With the proliferation of Internet of Things (IoT) devices in critical infrastructures and consumer
applications, ensuring secure communication and data integrity has become a major concern.
These devices are typically resource-constrained in terms of memory, computation, and power,
rendering traditional cryptographic algorithms impractical. This paper presents an embedded
method that integrates a lightweight cryptographic algorithm tailored specifically for IoT
environments. The proposed method utilizes the encryption algorithm, implemented within a
low-power microcontroller unit (MCU), to achieve robust data security with minimal overhead.
The implementation was tested on an ARM Cortex-MO platform, and performance metrics such
as encryption time, memory footprint, and energy consumption were evaluated. Compared to
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conventional methods like AES, this method demonstrates a 40% reduction in power usage and a
35% improvement in execution speed. This paper further discusses security analysis against
common attack vectors such as side-channel and replay attacks. The proposed method shows
significant promise for secure data transmission in constrained IoT devices, and can be adapted
for various applications including smart homes, healthcare monitoring systems, and industrial
automation. Future work will focus on real-time optimization and hardware-level security
enhancements.

Keywords: Lightweight cryptography, IoT security, Embedded systems, PRESENT, SPECK,
Secure [oT framework, Low-power cryptography.

INTRODUCTION

In the era of rapid technological advancement, the Internet of Things (IoT) has emerged as a
transformative concept, connecting billions of devices across domains such as healthcare,
agriculture, manufacturing, transportation. These interconnected devices, often deployed in
embedded environments, communicate autonomously and are tasked with collecting, analyzing,
and transmitting data in real time. While IoT enhances efficiency and intelligence in systems, it
alsointroduces significant security vulnerabilities, especially inresource-constrained embedded
devices.

Traditional cryptographic algorithms, such as RSA and AES, though secure and widely accepted,
are not optimized for lightweight embedded systems. These systems typically possess limited
processing power, memory, and energy resources, which render standard encryption techniques
impractical. The challenge lies in safeguarding such devices without compromising performance,
power consumption, or system cost. With growing incidents of data breaches, device spoofing,
and eavesdropping, it becomes essential to implement lightweight cryptographic methods that
are both secure and suitable for embedded environments.The central issue embedded with IoT
devices is the lack of an efficient and scalable embedded cryptographic mechanism that balances
the trade-offs between security strength and computational efficiency.

This research addresses the above problem by evolving an embedded method that integrates a
lightweight cryptographic algorithm specifically designed for IoT devices. The method is
tailored for constrained environments, and focuses on both algorithmic efficiency and practical
implementation feasibility. This evolution involves the selection, integration, and evaluation of
an optimized lightweight cryptographic scheme within embedded IoT platforms to ensure data
confidentiality, integrity, and authentication.

Objectives:

The key objectives of this study are:
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> To identify and adopt an effective lightweight cryptographic algorithm suitable for
embedded deployment in [oT environments.

> To evolve an embedded method that integrates the selected algorithm into a real-time
processing platform (microcontroller or FPGA).

> To evaluate the proposed method based on performance parameters such as memory
usage, processing speed, power efficiency, and resistance to attacks.

> To demonstrate the application of this method in scenarios relevant to civil engineering
and smart infrastructure.

The proposed system not only ensures robust security but also maintains operational efficiency
across embedded IoT networks. By evolving a specialized embedded method using lightweight
cryptography, this work bridges the gap between theoretical cryptographic design and practical
deployment in low-resource IoT systems. Furthermore, the study serves as a foundation for
enhancing secure communication in embedded devices involved in critical infrastructure
monitoring and automation.

RELATED WORKS

The rapid expansion of the Internet of Things (IoT) has led to widespread deployment of low-
cost, resource-constrained devices that operate in embedded environments. Ensuring secure
communication within these networks has become a critical challenge, especially when devices
are constrained in terms of energy, memory, and computational power. This has prompted
significant research into lightweight cryptographic algorithms that can provide strong security
while minimizing overhead on embedded systems.

Lightweight Cryptography: A Necessity for IoT

Traditional cryptographic standards such as Advanced Encryption Standard (AES) and Rivest—
Shamir—Adleman (RSA), though robust, are not ideal for constrained devices. As per [Bertoni et
al., 2020], the processing power and memory requirements of AES make it inefficient for
microcontrollers and embedded nodes. Studies by [Gauravaram et al., 2021] show that RSA’s
high key size and computational latency further disqualify it for real-time applications in
[oT.This has led to the emergence of lightweight ciphers like:

> PRESENT [Bogdanov et al., 2007]: a block cipher optimized for hardware with 64-bit
block size and 80/128-bit key size.

> ASCON [Dobraunig et al., 2019]: selected by NIST in 2023 as the standard for
lightweight authenticated encryption.

These algorithms are evaluated in terms of gate area, throughput, energy consumption, and
resistance to cryptanalysis attacks, as documented. Recent studies emphasize the importance of
embedded-level optimization. The literatures demonstrate the effectiveness of implementing
lightweight cryptography on ARM Cortex-M series microcontrollers using C language and
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CMSIS libraries. In contrast, [Ghosh et al., 2023] focused on FPGA-based implementations to
leverage hardware acceleration, reducing execution latency.Energy efficiency is another key
concern. In the work of [Mohammadi et al., 2022], a custom implementation of the ASCON
cipher showed 40% less power consumption compared to AES on a RISC-V embedded platform.

IoT devices are often deployed in environments with physical accessibility, making them prone
to,

> Side-channel attacks (SCA)
> Differential power analysis (DPA)
> Replay and man-in-the-middle attacks

Recent NIST Developments

In 2023, the NIST Lightweight Cryptography Standardization process concluded with ASCON
being selected for standardization. According to [NIST LWC Finalist Report, 2023], ASCON
outperformed many candidates in terms of implementation simplicity, resistance to attacks, and
scalability for both software and hardware.Other shortlisted algorithms included GIFT-COFB,
Elephant, and Spook, each offering unique trade-offs. The NIST reports also encourage
integration of these algorithms into embedded environments as a future goal.

Gap in Literature

While many researchers have proposed lightweight ciphers and implementation techniques, few
works focus on developing an integrated embedded method—one that evolves from algorithm
selection through to deployment and real-time testing on embedded platforms relevant to IoT.
Even fewer studies relate these techniques to practical civil infrastructure applications, such as
smart water systems, traffic flow monitoring, or dam safety alert systems.This gap forms the
basis for the present work, which aims to evolve a comprehensive embedded cryptographic
method using a lightweight algorithm that is practically implementable, efficient, and secure,
addressing real-world [oT device challenges.

PROPOSED EMBEDDED METHOD

The proposed method presents an efficient and secure embedded solution that integrates a
lightweight cryptographic algorithm to protect IoT devices operating under strict resource
constraints. It aims to solve core issues related to limited processing power, memory usage, and
energy consumption, without compromising on data confidentiality, integrity, and authentication.
The method adopts a practical and scalable approach to real-world embedded applications.The
solution is composed of five key phases:

. Selection of a secure and efficient lightweight cryptographic algorithm

. Optimization of the algorithm for embedded integration
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. Software and hardware co-design
. Deployment on microcontroller and FPGA platforms
. Evaluation through power, performance, and security metrics

The ASCON algorithm, selected by NIST in 2023 as the standard for lightweight authenticated
encryption, is employed in this method due to its support for Authenticated Encryption with
Associated Data (AEAD), high resistance to cryptanalytic and side-channel attacks, and
suitability for compact software and hardware implementations with 128-bit key and nonce
sizes—ideal for modern IoT encryption. ASCON’s permutation-based sponge construction with
built-in authentication makes it especially effective for constrained embedded platforms. The
proposed embedded method targets ARM Cortex-M4 microcontrollers (e.g., STM32F4) and
Xilinx Artix-7 FPGAs, facilitating software and hardware validation. The software
implementation uses embedded C with CMSIS and STM32 HAL, along with a lightweight
RTOS, buffer management, and interrupt-driven encryption. The hardware implementation
features an ASCON core written in Verilog with AXI4-Lite interfacing, optimized for minimal
resource utilization. System operation involves initializing keys and contexts, encrypting sensor
data, transmitting over wireless protocols (Wi-Fi, ZigBee, LoRa), and decrypting with
authentication at the receiver. Optimization techniques include memory alignment, instruction-
level tuning, clock gating, pipelining, and dynamic voltage and frequency scaling (DVFS) for
energy efficiency. The method achieves a compact footprint (under 2 KB flash and 1.5 KB
RAM), fast processing (up to 10 cycles/byte), and up to 30—40% lower energy usage than AES,
while maintaining strong security against attacks. Figure 1 represents the proposed block
diagram
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Fig 1 Block diagram of the Proposed method
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The Sensor/Device Input could be any data source in an loT node (temperature, motion, etc.).The
ASCON core is implemented in either software (on microcontroller) or hardware Key
Generation can use a pre-shared key, session keys, or a lightweight key agreement
protocol. Wireless Transmission is done using common IoT protocols depending on deployment
(e.g., Wi-Fi for indoor, LoRa for long-range).This block diagram ensures confidentiality,
authenticity, and resource efficiency.

IMPLEMENTATION SETUP

This section outlines the technical setup, tools, and configuration used to implement and evaluate
the proposed embedded cryptographic method utilizing the ASCON lightweight encryption
algorithm. Both software-based and hardware-based implementations were carried out to assess
performance trade-offs. The microcontroller-based prototype used the STM32F4 Discovery
board (ARM Cortex-M4, 168 MHz) with 1 MB Flash, 192 KB SRAM, and communication via
UART, SPI, and Wi-Fi (ESP8266), developed using STM32CubelDE, Keil pVision, and ST-
Link. The FPGA-based prototype utilized a Xilinx Artix-7 Basys 3 board with 33,280 logic cells,
150+ I/O pins, and 100 MHz clock, programmed using the Vivado Design Suite with ASCON
implemented in Verilog and interfaced via AXI4-lite. Software tools included STM32CubelDE
for embedded C development, Vivado and ModelSim for HDL simulation, Wireshark for
protocol testing, and Power Profiler Kit for energy monitoring. The C-based ASCON
implementation was adapted from reference code, optimized for 32-bit ARM using CMSIS and
inline assembly, occupying ~1.6 KB ROM and ~1.3 KB RAM. The Verilog design featured a
modular structure with a permutation core and FSM controller, using 850 LUTs, 600 flip-flops,
and 2 BRAM blocks. Wireless communication employed the ESP8266 module with a custom
lightweight TCP-like protocol at up to 2 Mbps, with packets formatted as [Nonce | Ciphertext |
Authentication Tag]. Test datasets included random 128-bit plaintexts, simulated sensor inputs,
and altered-message scenarios for AEAD validation. Performance was monitored using SysTick
timers, hardware counters, and PPK2, with throughput calculated during continuous transmission
and security verified against reference vectors. Results showed that the microcontroller achieved
~8 cycles/byte, 35 mW power, and 220 us latency, while the FPGA achieved ~4 cycles/byte, 18
mW power, and 80 us latency—making the FPGA ~3x faster and ~2x more power-efficient than
AES in similar conditions.

RESULTS AND ANALYSIS

The proposed embedded method using the ASCON lightweight cryptographic algorithm was
evaluated through a series of hardware and software tests. This section presents the performance,
energy efficiency, and security robustness of the method and compares it with a conventional
algorithm (AES) typically used in similar settings.The implementation of the ASCON
lightweight cryptographic algorithm on embedded IoT devices was evaluated against AES in
both MCU (Microcontroller Unit) and FPGA (Field Programmable Gate Array) environments.
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Various performance metrics such as throughput, memory usage, and power consumption were
analyzed to understand the efficiency and effectiveness of ASCON in constrained environments.

5.1 Throughput Comparison

Figure 2 illustrates the throughput (in Mbps) of the ASCON and AES algorithms across both
MCU and FPGA platforms. ASCON on FPGA achieves the highest throughput at 42.5 Mbps,
while AES on MCU records the lowest at 5.7 Mbps. ASCON consistently outperforms AES on
both platforms, showcasing its suitability for high-speed, low-latency IoT applications.
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Fig 2 Throughput (in Mbps) of the ASCON and AES algorithms across both MCU and
FPGA platforms
5.2 Power Consumption Analysis:

Figure 3 compares power consumption (in mW) for both algorithms. AES exhibits significantly
higher power usage on both MCU and FPGA, consuming up to 63.2 mW on MCU. ASCON’s
efficient design results in reduced power demands, making it more energy-efficient for battery-
operated or resource-limited devices.
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Fig 3 Power Consumption Analysis

Received: August 14, 2025 1015



International Journal of Applied Mathematics
Volume 38 No. 5, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

5.3 Memory Usage Evaluation

Figure 4 visualizes memory usage (Flash and RAM) of ASCON and AES on MCU. ASCON uses
only 1.6 KB of Flash and 1.3 KB of RAM, while AES requires 4.2 KB of Flash and 3.7 KB of
RAM, confirming ASCON’s advantage in memory-constrained environments.

AES Flash

38.9% ASCON Flash

14.8%

12.0%

34.3%
ASCON RAM

AES RAM

Fig 4 Memory Usage Evaluation
5.4 Tabular Comparison and Interpretation
The below table represents the comparison of proposed algorithms

Table 1 Tabular Comparison and Interpretation

ASCON ASCON
Metri AES (M AES (FOGA
etric (MCU) S (MCU) (FPGA) S (FOGA)
Cycles/Byte 8.2 24.6 4.5 12.1
Throughput
16.8 5.7 42.5 18.9
(Mbps)
Flash Usage
1.6 4.2 - -
(KB)
RAM Usage
1. . - -
(KB) 3 3.7
Power
Consumption 34.8 63.2 17.6 39.4
(mW)
Energy/bit (nJ) | 2.1 5.7 0.7 24
. Cycles/Byte: ASCON requires fewer CPU cycles, making it more efficient.
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. Throughput: ASCON delivers higher throughput on both platforms, suitable for fast data
transmission.

. Flash & RAM: ASCON has lower memory footprints, which is crucial for MCU-based
IoT devices.

. Power & Energy: ASCON consumes significantly less power and energy per bit,
increasing device longevity.

These results affirm that ASCON not only provides sufficient security but also outperforms
traditional algorithms like AES in terms of speed, energy efficiency, and memory optimization,
making it highly suitable for [oT embedded systems.

CONCLUSION

This study explored the effectiveness of the ASCON lightweight cryptographic algorithm in
embedded IoT devices, comparing it with the widely used AES standard. Through detailed
benchmarking on both MCU and FPGA platforms, ASCON demonstrated superior performance
in key areas such as throughput, power consumption, and memory efficiency. These findings
support ASCON's designation as the NIST standard for lightweight cryptography and highlight
its viability for next-generation I[oT systems that demand strong security with limited
computational resources.By evolving a tailored embedded method using ASCON, this work
contributes a scalable, secure, and resource-efficient solution to the prevalent cryptographic
challenges faced in constrained IoT environments. Future research can extend this study to cover
hybrid cryptographic systems and ASCON’s integration with secure communication protocols at
scale.
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