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Abstract 

Generative AI (Gen-AI) has transformed the concept of social engineering and, as a result, it 

is now possible to have the potential of scalable and context-dependent, human-like attacks 

that was previously unattainable when using a manual strategy. The provided paper is a 

quantitative and computational mathematical model of the Gen-AI-based social engineering. 

This attack process is what we call the optimisation of a deceptive process by probabilistic 

modeling, using the optimization theory and computational complexity we prove how using 

generative models to change the linguistic and structural properties can maximise the 

deception. The probability risk function is a technique of quantifying the success of attacks in 

the case that the susceptibility of the victim is known, as a distribution, similarity of embedding 

space and generative constraints. Complexity analysis provides mapping of optimal attack 

generation as well as NP-hard search problems, and attack-defender interactions are 

characterised by Stackelberg game theory. The MCS and SP models show that deceit 

campaigns that use AI are more effective and scalable. All in all, with the help of Gen-AI, the 

efficiency, flexibility, and probability of success of social engineering attacks have been 

dramatically enhanced, and this must be armed with the defensive measures, having been 

openly provided according to the mathematical calculations.  

Keywords: Generative Adversarial Threat Modeling, Computational Social Engineering 

Analysis, Quantitative Deception Optimization, Gen AI, High-Dimensional Behavioral 

Exploitation 

1. INTRODUCTION 

Conventionally, social engineering was founded on the basis of qualitative judgment, 

psychological intuition and persuasion that man has invented and this has made the process 

very difficult to formalize or to analyze rigorously [1], [2]. With the introduction of Generative 

Artificial Intelligence (Gen-AI) and, more particularly, transformer-based large language 

models (LLMs) and systems of multimodal generation, this field has changed to a 

mailto:dhavaldeshkar@gmail.com
mailto:aakansha2201@gmail.com
mailto:Upadhyay.pranjal70@gmail.com
mailto:nishantkumar.cse8@gmail.com
mailto:chetankasera60@gmail.com
mailto:shriniwasraje2000@gmail.com
mailto:(nishantkumar.cse8@gmail.com


International Journal of Applied Mathematics 

Received: August 06, 2025 2160 

 

 

mathematically-tractable and computationally-efficient variant of attack [3], [4]. Modern Gen- 

AI agents represent high-dimensional latent space message probability distributions, which are 

context sensitive, and are designed to maximize language outputs in light of implicit or explicit 

objective functions [5], [6]. It is this development which defines social engineering not as a 

mere point of view on using human behaviour but as an optimization problem in the basis of 

probabilistic inference, complexity theory and game-theoretic interaction [7], [8]. 

To formalize this transformation we consider a generative model G with a parameter th theta 

which takes a contextual input-vector c∈Rd and generates an attack-message m. The message 

generation is sampled on the conditional distribution mathematically. 

 

 

and can be posed as an optimization problem within which the attacker will maximize the 

expected persuasion utility assuming the model-specific probability distribution [9], [10].The 

generative model takes the form of a latent semantic space Z=Rk in which the variables of the 

meaning, style, and persuasion are the continuous representations. This leaves the attackers the 

liberty to view the construction of messages as a guided sampling operation that can be guided 

towards the generation of greatly persuasive outcomes. 

Mathematically, the goal of an attacker is to maximise the likelihood of success of a social 

engineering attack. This can be stated as the optimization problem. 

 

 

 

U(m,v)certain deception utility function which is indicative of the effectiveness of message m 

in penetrating a specified victim profile v. This is a space M of all possible messages which is 

combinatorial large (or effectively infinite in the case of natural language) and gen-AI models 

provide an approximation of a search of this space that is computationally manageable. 

Probably, the vulnerability of the victim itself can be modeled as: 

 

 

In which σ is a collection of psychological and behavioral variables such as trust propensity, 

cognitive load, experience with the field, and prior exposure to other similar attacks. Such 

probabilistic model allows defining vulnerability not as a single deterministic parameter but as 

a distribution of human preference in the responses. 

The semantic compatibility between the message constructed and patterns or expectations of 

thoughts of the victim bears prominence in deceiving. This motivates an official accomplish 

role of assault. 
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and Semb is a score of the embedding-space that is a degree of how the message correlates with 

the linguistic or behavioral patterns of the victim. Parameters a and b are model temperature 

constraints, constraints of the length of generation or cognitive threshold of the target. It is this 

operation which converts the structural and semantic properties of the message into a 

quantitative probability of effective deception in order to be in a position to risk assess on the 

basis of formal analysis. 

However, m* is computationally noneasy to identify. Even with the latent approximation of 

Gen-AI, the search of message space M can be said to be the procedure of solving a highly 

complex problem. The scales of the effective search as: 

 

 

The discretization of victim states is ∣V∣ and the dimension and the combinatorics of latent 

space model states is ∣Z∣k . The fact of this scaling shows that the aspect of social engineering 

promoted by Gen-AI has a close connection to classical NP-hard optimization and search 

problems: the optimization of the messages subject to constraints can be likened to the variants 

of sequence optimization, adversarial prompt search, and constrained sampling, which are 

computationally expensive. 

To reflect the real world adversarial interaction, modeling a mathematical model of the 

dynamics between the attackers and the defenders is required. The form of the game can be 

described as a Stackelberg game, the attacker is the leader and the message generation strategy 

πA is selected, the defender is the follower and selects a detection or filtering strategy πD after 

being informed of how the attack is distributed. The defender's objective is 

 

 

L(⋅) is the loss that will be expected because of successful attacks. In the meantime, the 

defender anticipates the adjustment of the defensive and maximizes πA. This game theoretic 

hierarchical structure presents an effective instrument of analysis in the derivation of 

equilibrium behavior, establishment of the cost of defensive behavior, and quantification of 

worstcase risks. 

Stochastic processes and Monte Carlo simulation are used in order to determine propagation 

of attack at the level of population. Consider a communication or organizational network 

G=(N,E) where nodes are defined by an individual, and edges defined by the possible 

communication routes. When the spread of the attack over discrete time steps by message, 

pm,vj is, in the case of pm,vj the probability of message mmm to succeed against an object, j it 

can be estimated that the spread of the attack is approximately. 
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Xt the impaired individualages at time ttt. Gen-AI-generated attacks have a larger base 

probability pm,vj, and spread much more quickly and on a larger scale than the traditional 

manually created attacks as exemplified by this formulation. The resulting difference in the 

epidemic spreading is also similar, measurable and explainable mathematically by the 

optimization of the existing generative models. 

In total, these formulations present the picture that Gen-AI-mediated social engineering is a 

space of problems that are regulated with a set of probabilistic generation, high dimensional 

manifold optimization, adversarial game formulations and stochastic propagation. This essay 

establishes a comprehensive quantitative and computational setting to formally describe, 

analyze and mitigate such new AIs-based dangers, and, hence, bridges the divide between 

existing practice of cybersecurity and formal threat modeling. 

II. LITERATURE REVIEW 

The interface social engineering of AI and computational models remains a subdivision in 

psychology, cybersecurity analytics and adversarial machine learning. The initial paper 

introduced social engineering as the art of manipulating the mind in a non-mathematic 

cognitive bias and thus described it, but not in an attempt to have it quantified. The early 

quantitative models were the probabilistic risk scores, and Bayesian susceptibility models 

proposed in the subsequent researches. The machine study learning increased the detention 

capacity of the supervised and unsupervised classifier based on the assumption that individuals 

had predetermined and planned attack. This provoked the study of adversarial text generation, 

RL-conditioned deception, and embedding-based personalization given that the representation 

of malicious text auto-generated and conditioned upon the circumstances available, which were 

made available through transformer-based generative models (BERT, GPT-series, T5 and 

open-source LLMs). However, these projects are rather practical activity than formal 

optimization and complexity. It has game theoretical instantiations of attacker and defender 

structure in attacker-defender relationships, not generally used in the attacker-defender Gen- 

AI social engineering. The fact that they can be considered separately and thus have a consistent 

model of computation is exemplified by some instances of mathematical work on anomaly 

detection in terms of the KL-divergence and the stochastic propagation models, and so on, and 

this is what is offered in the current research. 

Table 1: AI-Driven Social Engineering and Mathematical Cyber-Threat Modeling 
 

Study / 

Authors 

Focus Area Methods / 

Algorithms 

Mathematical 

Tools 

Limitations / Gap 
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Jakobsson & 

Soghoian 

(2009) [11]; 

Bleiman  & 

Rege (2020) 

[12] 

Classical 

social- 

engineering 

theory; human 

manipulation 

mechanisms 

Qualitative 

models, 

cognitive 

heuristic 

analysis, 

survey-based 

empirical 

findings 

None (primarily 

descriptive) 

Lacks quantitative or 

algorithmic modeling; 

cannot capture Gen- 

AI scalability, latent- 

space behaviors, or 

optimization-driven 

deception. 

Shahbaznezha 

d et al. (2021) 

[13]; Sheng et 

al. (2010) [14] 

Phishing 

susceptibility, 

demographic 

and behavioral 

risk factors 

User studies, 

probabilistic 

scoring  of 

susceptibility, 

demographics- 

based modeling 

Basic 

probability, risk 

scoring 

No embedding-driven 

similarity modeling; 

no personalization 

functions; no 

optimization or 

generative modeling. 

Bergholz et al. 

(2008) [15]; 

Toolan & 

Carthy (2010) 

[16] 

ML-based 

phishing/spam 

detection 

SVM, Random 

Forest, feature 

engineering, 

statistical 

classifiers 

Statistical 

learning, feature- 

based 

classification 

Breaks under LLM- 

generated  phishing 

where 

lexical/structural 

variance is low; 

cannot model latent 

representations. 

Vaswani et al. 

(2017) [17]; 

Devlin et al. 

(2019) [18] 

Foundational 

NLP  models; 

transformer 

and attention- 

based 

architectures 

Self-attention, 

encoder– 

decoder 

transformers, 

contextual 

embeddings 

High- 

dimensional 

latent  spaces, 

softmax 

likelihood, multi- 

head attention 

operations 

Not security-focused; 

no adversarial 

modeling; no formal 

mathematical defense 

framework for Gen- 

AI deception. 
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Gholampour 

& Verma 

(2023)  [19]; 

Siadati et al. 

(2025) [20] 

AI-generated 

phishing; 

robustness of 

detectors; 

automated 

scam systems 

GPT-style text 

generation, 

adversarial 

robustness 

analysis, 

RLHF-based 

attack 

evaluation 

Token-likelihood 

optimization, 

embedding 

similarity 

metrics, 

perturbation 

scoring 

Mostly empirical; 

lacks computational 

complexity analysis of 

attack generation or 

theoretical bounds on 

deception. 

Huq & Pervin 

(2020) [21]; 

Yuan et al. 

(2023) [22] 

Adversarial 

NLP attacks 

(text-level) 

Gradient-based 

text 

perturbation, 

adversarial 

example 

crafting 

Constrained 

optimization, 

Lipschitz 

continuity 

bounds, gradient 

estimators 

Focus on  evading 

classifiers—not on 

psychological 

manipulation, 

personalization,  or 

Gen-AI  deception 

strategies. 

Hahn et al. 

(2015) [23] 

Cyber kill- 

chain modeling 

for CPS 

Multi-layered 

attack graphs, 

sequential chain 

modeling 

Markov chains, 

graph transition 

models 

No generative content 

modeling; cannot 

represent message- 

space distributions or 

user susceptibility 

functions. 

Wang et  al. 

(2016)  [24]; 

Manshaei et 

al. (2013) [25] 

Game- 

theoretic 

cybersecurity 

analysis 

Stackelberg 

games, 

Bayesian 

games, 

adversarial 

payoff 

modeling 

Utility functions, 

Nash/Stackelber 

g equilibria, 

payoff 

optimization 

Not applied to Gen- 

AI–based persuasion; 

lacks integration with 

embedding spaces or 

generative message 

optimization. 

Bergin  (2015) 

[26]; Zhuravel 

& Semenyuk 

(2024) [27] 

Cyber-attack 

propagation 

and malware 

spread 

Monte Carlo 

simulations, 

epidemic 

models, 

stochastic 

simulation 

Stochastic 

processes, 

Markov models, 

stochastic 

differential 

equations (SDEs) 

Cannot  model 

semantic similarity, 

personalization 

dynamics,   or 

generative scaling of 

social-engineering 

messages. 
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III. MATHEMATICAL FRAMEWORK 

The social engineering using Gen-AI is formulated mathematically and consists in the 

development of the human vulnerability, situational facts, generative process, semantic 

similarity and opposition within one framework. In classical models of security, objects that 

are acted upon are not dynamic, whereas in generative models, the linguistic code words are 

evolving and streamline their intentions, dialogue with an interlocutor and uncertainty of the 

surrounding. 

In order to critically discuss the deception process we suppose that there is a generative 

mapping which learns to encode semantic proximity between AI generated messages and 

victim patterns of communication, an embedding space and a deception probability functional 

which is a collection of similarity, susceptibility and contextual demands. An economic risk 

functional of the loss of money to be expected also exists as well as a game theoretic 

formulation of an attacker-defender strategic adaptation. Table 2 illustrates the mathematical 

aspects and these are where we are in the middle of our model. 

 

 

Table 2: Mathematical components underlying the proposed Gen-AI social engineering 

framework. 
 

Symbol / Term Definition / Meaning Domain / Type Role in Framework 

H Human 

susceptibilit 

y 

space 

Subset of RdH Encodes psychological traits 

used to model victim vulner- 

ability. 

h ∈ H Victim 

susceptibilit 

y 

vector 

Real-valued 

vector 

Represents a single victim’s 

cognitive profile. 

C Context space RdC Stores organizational meta- 

data and situational context. 

c ∈ C Context vector Real-valued 

vector 

Specific contextual informa- 

tion exploited in an attack. 

Ω Environmental uncer- 

tainty space 

(Ω, F, P ) Models randomness in condi- 

tions and incomplete informa- 

tion. 

A Action/outcome set Finite or 

countable 

Possible induced actions (cre- 

dential theft, policy breach). 
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  set  

Φ(h, c, ω) Social engineering 

map- 

ping 

H × C × Ω → A Maps victim traits and con- 

text to malicious outcomes. 

Z Latent space Subset of Rd Source space from which gen- 

erative models produce mes- 

sages. 

z ∈ Z Latent variable Random vector Optimized input for decep- 

tion generation. 

p(z) Latent prior Probability 

bution 

distri- Sampling distribution for gen- 

erative models. 

Θ Model parameter set Rdθ Transformer parameters (at- 

tention weights, embeddings). 

M (z; θ) Generative model Z × Θ → X Produces deceptive messages. 

X Message space Text/multimodal 

set 

Output 

model. 

E(x) Embedding operator X → Rk Maps messages to semantic 

vector space. 

E(v) Victim embedding Rk Encodes personalized commu- 

nication style. 

sim(x, y) Similarity function Rk × Rk → R Computes contex- 

tual/semantic closeness. 

S(v) Susceptibility index [0, 1] Probability victim yields to 

deception. 

Λ(c) Contextual 

constrain 

t 

operator 

Vector/function Enforces tone, style, and or- 

ganizational constraints. 

η Noise term Random variable Captures unpredictable influ- 

ences on attack success. 

Psucc(z; v, c) Deception probability [0, 1] Probability message M (z) de- 
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   ceives victim v. 

L(a) Loss function R≥0 Monetary/operational cost of 

malicious action. 

R(v, c) Risk functional Real-valued Expected cost of deception 

under attacker strategy. 

ΣA, ΣD Strategy spaces Sets Attacker and defender strate- 

gies. 

uA, uD Utility functions Expectations Define attacker–defender pay- 

offs. 

σ∗ , σ∗ 

A D 

Optimal strategies Strategy sets Game-theoretic equilibrium 

solutions. 

GenAI 

Deception 

Decision problem NP-hard 

mal) 

(infor- Determines if deception ex- 

ceeds threshold τ . 

 

IV. ALGORITHMIC MODEL OF AI-DRIVEN SOCIAL ENGINEERING 

Combining computational linguistics, reinforcement learning, adversarial optimization, and 

psychological inference, AI-based social engineering is used to create highly adaptive 

deception pipelines. Phishing can also be tackled using generative AI; unlike a static attack, a 

template-based attack can be created using generative context-specific, stylistically consistent, 

and psychologically optimized attacks at scale. They can optimize semantic similarity, learn 

strategies with dynamic rewards, and develop adversarial prompts, and thus operate in high 

dimensional latent space. The four algorithms in the list below represent the general calculating 

principles of AI grounded on deceiving and contribute to the quantitative risk assessment 

below. 

4.1 Transformer-Based Deceptive Message Generation 

Transformer models generate the highly-polished and context-specific messages that are very 

proxim to the actual communication within an organization. Such systems can replicate 

individual language of specific teams or executives, by learning patterns in the tone, structure 

and vocabulary. Attackers can obtain contextual information such as job titles and internal 

records or a history of communications in order to instruct the generation process in such a way 

that they can produce messages that appear and feel natural. This message generation process 

is formalized in the Algorithm 1 which shows the procedure of preparing a prompt, putting it 

through the model and then generating a full message in the steps of generating tokens. 

 

Algorithm 1: TransformerDeceptionGenerator 
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Require: Victim context ccc, role information r, temperature T 

Ensure: Generated deceptive message x 

1: prompt ← ConstructPrompt(c, r) 

2: h0 ← Embed(prompt) 

3: for t = 1 to MaxTokens do 

4: Q, K, V ← LinearProjections(h_{t−1}) 

5: attention ← softmax((QKᵀ) / √d_k) V 

6: h_t ← TransformerLayer(attention) 

7: token ← SampleToken(h_t, temperature = T) 

8: Append token to x 

9: end for 

10: return x 

 

To give an example, an attacker can utilize the identity of a Chief Financial Officer (CFO) to 

educate the model on financial language, project names and vocabulary of the CFO. The 

resultant email may require money to be issued and the date set before the end of the day to 

pay a vendor, which is in style and urgency of internal communications. Since the linguistic 

and formatting patterns are a reality, the employees and standard filters find such messages 

difficult to recognize as fake ones since they can be mixed up with the genuine emails. These 

sorts of attacks boost the user click through levels by 35-60 % and contribute to the annual 

world losses of 2-4 billion. 

4.2 Embedding-Based Personalization via Similarity Maximization 

Even though the generation is ensured by the fact that transformers are used to make the 

messages fluent, attackers can go a notch higher by tailoring the messages to contain a voice 

that resembles that of another person in order to create the curious impression on the message. 

Here, new messages are matched with the examples of the previous communication of the 

target and the most similar variant is selected. The attackers will have the ability to study 

personal writing habits closely including tone, structure and expressions preferred by 

individual by repetitive sampling and comparison. The algorithm 2 contains steps of coming 

up with a set of candidate messages as well as choosing the most suitable message that best fits 

a communication style of a target. 

 

Algorithm 2: EmbeddingSimilarityPersonalizer 
 

Require: Victim embedding Ev, generative model M(z), similarity metric simsimsim 

Ensure: Personalized deceptive message x* 
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1: bestScore ← -∞ 

2: for i = 1 to N do 

3: z_i ← SampleLatentVector() 

4: x_i ← M(z_i) 

5: score_i ← sim(E(x_i), E_v) 

6: if score_i > bestScore then 

7:  bestScore ← score_i 

8: x* ← x_i 

9: end if 

10: end for 

11: return x* 

 

The attacker can e.g. process emails or e-mails of a senior procurement officer and generate a 

large number of potential messages and use the one which suits most to the tone of the officer. 

This makes a very compelling email that has an urgency of adoption of an impending vendor 

contract. This miniature impersonation may boost response rates among victims to up to 70 %, 

increase payment-authorization frauds by 40-50 % and beat anomaly-detecting abilities in over 

60 %. 

4.3 Reinforcement Learning–Based Adaptive Manipulation 

The first messages are generated with the help of transformers and stylistic matching, but with 

the reinforcement learning (RL) it is possible to vary the process of deception and adjust it 

during a conversation. The system in this approach differentiates its reactions depending on the 

reacting of the victim in that it builds up trust, reduces suspicion and moves the relationship 

towards compromising. The following adaptive loop is described in Algorithm 3 because the 

system is tracking all responses of the victim, choosing the next message and their approach 

varies all the time to maintain the conversation in control. 

 

Algorithm 3: RLAdaptiveManipulator 

 

Require: Initial prompt p0, victim profile h, RL policy πθ 

Ensure: Adaptively generated message sequence XXX 

 

 

1: s0 ← EncodeState(p0, h) 

2: for t = 0 to T do 
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3: a_t ← πθ(s_t) 

4: Send a_t to victim 

5: r_t ← ObserveReward(victim response) 

6: s_{t+1} ← UpdateState(s_t, a_t, victim response) 

7: θ ← θ + α ∇θ ExpectedReward(πθ) 

8: Append a_t to X 

9: end for 

10: return X 
 

 

 

 

 

IT-support impersonation is one of the typical ones. The system responds by reassuring in case 

a victim is hesitant. In cases where the victim has a sense of urgency, it will hasten the 

instructions with regard to credential harvesting. This adaptive behaviour is very effective: 

multi-turn AI dialogues increase compliance by 45-80 % and make victims use the site 2-3 

times longer and credit theft rates are several times more than non-adaptive phishing. 

4.4 Adversarial Prompt Optimization for Maximum Deception 

The issue of adversarial prompt optimization is about the optimization of the original message, 

in the sense that it will never be rejected by the system of non-detection users. Attackers 

generate a number of prompts that are similar and select the most effective prompts. The 

prompt will become highly sophisticated and difficult to identify with security tools with 

numerous repetitions. This is the optimization cycle that is modeled in algorithm 4 where small 

adjustments are tried repeatedly and the best adjusted is maintained. 

 

Algorithm 4: AdversarialPromptOptimizer 
 

Require: Base prompt p0, target victim v, deception model Psucc 

Ensure: Optimized adversarial prompt p* 

1: p* ← p0 

2: bestScore ← Psucc(p0, v) 

3: for iter = 1 to K do 

4: p′ ← MutatePrompt(p*) 

5: score ← Psucc(p′, v) 

6: if score > bestScore then 
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7: bestScore ← score 

8: p* ← p′ 

9: end if 

10: end for 

11: return p* 

 

An example of this is that an attacker, who is sharpening a password expiration warning, can 

undergo a test of the variations in intonation, urgency and wording. Through the many tries, it 

is bound to find the most successful one, which will not cause spam filters and will have the 

highest attention of the user. A 65-90% success rate allows bypassing filtering systems, which 

means that tens of thousands of users can be attacked with optimized prompts boosting credit 

submission rates by 25-40% and click-through rates by 30-55%. 

 

 

V. SIMULATION MODEL AND EXPERIMENTAL SETUP 

The social engineering based on Gen-AI is a system of behavioral and computational dynamics 

that are evaluated in the model of simulation by integrating transformer generation, embedding- 

based impersonation, RL manipulation and adversarial optimization within a multi-agent 

environment. The individualized misdirection, adjustment, and protection is modeled in 

thousands of episodes, and this gives statistically powerful data on the attack and adversarial 

potential and the organizational risk. 

Figure 1: System-Level Simulation Architecture 
 

In Figure 1 the interplay between the layered defensive controls, the simulated victim and the 

attacker AI is demonstrated in an architecture. Each of the algorithmic elements (transformer 

generation, similarity-based personalization, RL-based adaptation, and adversarial prompt 

refinement) interact with the cognitive condition of the victim, and defines the content and path 

of the attack. Simultaneously, the detection mechanisms evaluate messages using heuristic 
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filters, machine-learning classifiers, and behavioral anomaly signs. This exchange is what our 

experimental workflow relies upon and each of our modules is executed in a linear manner in 

order to achieve consistent, reproducible and analytically traceable results. The workflow 

summary is presented in Figure 2. 

Figure 2: Experimental Workflow Pipeline 

 

 

 

To have any meaningful measures as to the way in which the simulated attacks develop, and 

how well each of the algorithmic constituents works under various conditions, a 

systematization of evaluation metrics is required. These measures possess multiple aspects of 

performance such as: the success of deception attempts, the faithfulness of impersonation by 

similarity scores [28], adaptability and cumulative payoff of RL-based persuasion [29] and the 

ability of adversarial prompts to avoid defensive reactions [30]. There are other indications e.g. 

the psychological state-transition probability represented by Markovian cognitive drift [31] and 

the ratio of conversation lengths as a measure of the depth of persuasion [32] that provide 

information of the behavioral as well as the cognitive effects of manipulation. Even the 

financial-loss models are likely to measure the Econ impact by associating the development of 

attacks with probabilistic cost functions [33]. Collectively, these metrics create a 

comprehensive analysis of the system behavior enabling a rigid comparative analysis between 

attack patterns, victim profiles, and defender settings. All of the evaluation criteria are shown 

in Table 3. 

Table 3: Evaluation Metrics Used in the Simulation Framework 
 

Metric Definition Expanded Purpose and Insight 

Deception Success 

Rate (DSR) 

Fraction of simulations 

resulting in a compromising 

action. 

Measures full attack-chain 

effectiveness across varying victim 

types and contextual conditions. 

Similarity Alignment 

Score (SAS) 

Semantic similarity between 

generated messages and victim 

communication style. 

Captures impersonation accuracy; 

correlates strongly with victim trust 

and response likelihood. 
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Adaptive 

Manipulation 

Efficiency (AME) 

Cumulative reward 

accumulated by the RL agent 

during an attack episode. 

Evaluates how effectively the 

attacker adapts persuasion tactics 

based on psychological cues. 

Detection Bypass Rate 

(BR) 

Proportion of malicious 

messages not flagged by 

detection systems. 

Measures resilience of attacker 

strategies against email filters, ML 

detectors, and heuristic rules. 

Expected Financial 

Loss (EFL) 

Monetary risk associated with 

successful deception events. 

Provides economic quantification of 

deception severity; essential for 

organizational risk modeling. 

Conversation Length 

Ratio (CLR) 

Ratio of conversational length 

in adaptive attacks versus static 

phishing attempts. 

Indicates depth of engagement; 

longer sequences signal stronger 

manipulation and higher success 

likelihood. 

Psychological State 

Transition 

Probability (PSTP) 

Probability that a victim shifts 

from a neutral to a 

compromised cognitive state. 

Measures exploitation of behavioral 

vulnerabilities and cognitive drift 

during deception. 

Prompt Optimization 

Gain (POG) 

Increase in deception 

probability after adversarial 

prompt refinement. 

Evaluates effectiveness of prompt 

mutation in boosting attack success 

and bypassing filters. 

Detector Stress Index 

(DSI) 

Relative load imposed on 

defensive detection systems. 

Indicates potential system overload 

during large-scale coordinated Gen- 

AI attacks. 

 

VI. COMPUTATIONAL IMPLICATIONS AND THREAT LANDSCAPE 

The predictive control of Gen-AI-based social engineering is a computationally transfer of 

heuristically done deception to optimization-based attack pipeline of large-scale generative 

models [34]. These attacks operate on high-dimensional latent spaces, attention models, 

learned by a transformer [35], the maximization of similarities models [36] and reinforcement 

learning to actively positively influence the persuasive messages [37]. Unlike the traditional 

attacks, which grow proportionately to the efforts that the attackers put in them, gen-AI attacks 

are of scale, and as they grow more trained, they have the capacity to generate thousands of 

tailor-crafted deception attacks at nearly the same cost [38]. Computational efficiency: The rate 

at which tokens are generated [39], the complexity of the search that the model represents [40], 

the price of the adversarial prompt iteration [41] are all directly correlated to the amount of 

attacks, depth of personalization and stealth. The nature of the threats is aggravated by the 
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possibility of a computational asymmetry between a defender and an attacker since defenders 

have to compute exponentially more signals at the expense of attackers at relatively small 

overheads [42, 44]. 

The 6G connectivity will escalate the concept of Gen-AI-controlled social engineering as it 

will provide ultra-low latency, intelligence at the device level, and real-time content. To the 

extent that distributed AI is executed on edge devices, attackers are capable of generating 

instant and hyper-personalized fraudulent messages that adjust to user-behavior in real-time. 

The huge sensations and semantic communication of 6G networks will reveal a broader scope 

of contextual cues that can be used to manipulate them with an extremely specific approach, 

which will result in increasingly quicker, more adaptive, and significantly more difficult to 

detect attacks in the future [43]. 

Table 4: Major AI-Driven Social Engineering Attacks 
 

Attack Type Core 

Computational 

Mechanism 

Computational 

Cost (Approx.) 

Impact 

Severity 

Notes / 

Characteristics 

AI-Generated 

Spear-Phishing 

Transformer- 

based message 

synthesis 

O(n·dₖ) attention 

operations; ~20– 

50 ms/message 

High Near-human 

linguistic quality; 

bypasses filters with 

35–60%  higher 

success. 

Style-Clone 

Impersonation 

Embedding 

similarity search 

(cosine or vector 

search) 

O(N·k) per 

similarity scan 

Very 

High 

Achieves   >70% 

style  match; 

powerful for BEC 

and internal 

impersonation. 

Conversational 

RL Manipulation 

POMDP gradients 

+ policy updates 

O(T · ∇θ) per 

episode 

Very 

High 

Multi-turn 

persuasion with 4× 

higher credential 

theft rates. 

Deepfake Voice 

Requests 

Neural vocoder + 

TTS 

GPU inference 

~200–300 ms/clip 

High Effective for urgent 

financial requests 

and high-pressure 

scams. 
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Adversarial 

Prompt Attacks 

Mutation search + 

scoring loop 

O(K · f(z)) 

iterations 

Critical Bypass rate of 65– 

90%; produces 

highly optimized 

phishing prompts. 

Automated 

Misinformation 

Injection 

Large-scale text 

generation + topic 

modeling 

O(M log M) 

corpus update 

Medium– 

High 

Manipulates group 

sentiment  and 

influences 

organizational 

decisions. 

Malicious 

Autonomous 

Agents 

Multi-agent LLM 

orchestration 

O(Episodes × 

Agents) 

Critical Enables  fully 

automated 

workflows from 

discovery → 

persuasion → 

execution. 

AI-Enhanced 

Vishing/Chatbots 

Real-time LLM 

dialogue 

O(tokens/sec) 

inference 

High Sustains long 

engagements; high 

emotional impact 

and  user 

compliance. 

 
Transformer inference and RL policy-update operations are also expensive in terms of 

computational costs as well as the magnitude of the impact is directly proportional to the 

estimated financial, operational, and psychological damages. Theoretically and experimentally, 

we discover that the social engineering cost structure and scalability are replicated by 

generative AI: once a model has been trained, the point of marginal cost attack can be executed 

at effectively zero cost and produce thousands of message personalizations of multi-turn 

manipulations with minimal overheads. Embedding-based imitation and RL-directed 

persuasion to changing the perception of deception into a very-precise and maximizing 

problem and improving adversarial prompts successively decomposition of the figures of 

nonfilter-using language. The computational requirements of attacks consequentially produce 

up to date computational efficacy consisting in similarity score integration, RL reward 

gradients and the loop of optimization and prominently state the loop of optimization will now 

be more algorithmically efficient than comparatively human competent. The growing 

computational power is the reason behind the need of mathematically inspired countermeasures 

like anomaly detecting in high dimensional embedding space and real time viewing adversarial 

linguistic clues. 

VII. CONCLUSION 
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The study possesses included mathematical and computational account of the Gen-AI- 

mediated social engineering and the roles AI-generated models are taking over the scalability, 

fidelity, and execution of contemporary deception. Along with our latent-space generation, 

embedder-based impersonation, RL-based manipulation, and adversarial prompt optimization, 

are all indicators that AI-based attacks are not applied as expert (must be) attacks but rather 

pipeline optimization. The traditional paradigm is not the non-linear interaction of linguistic 

like and psychological vulnerability and repetitive maximization that are the features of such 

attacks. The deception probability functionalities, the indices of the susceptibility, semantic 

similarities mappings, the equations of risks, the primitives of adversarial optimization 

formulate the quantification of the emerging risks in detail. As simulations demonstrate that 

RL-boosted Gen-AI agents are more effective, interact longer and evade better than classical 

baselines, and as there has been increasing asymmetry in computers in terms of computational 

resources, as attackers can now learn personalisation at scale and at cheap, and the defenders 

are increasing in signal volumes and subtle defensive strategies. The article closes a gap in 

knowledge of the most fundamental scope in AI and is even timely under the conditions of 

Gen-AI threats in the modern context since it brings the views together into psychology, 

computational linguistics, the theory of optimization, and the adversarial ML and identifies the 

urgency of mathematically-inspired, simulation-proven defenses to the ever-increasing threats 

of Gen-AI. 
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