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Abstract 

Machine Learning models are often trained on historical data with the assumption that the 

future data will follow similar pattern. However, in real world applications data shifts over time 

due to factors such as change in market conditions and user behaviour, resulting in drift. Drift 

leads to the degradation of model performance, making its management critical for reliable 

predictions in dynamic environments. This study offers a thorough examination of types of 

drift and existing detection techniques, including statistical and machine learning based 

approach. Furthermore, the research will examine the significance drift in cybersecurity, where 

adaptive strategies introduce both data and concept drift. The aim of this paper is to bridge the 

gap between machine learning theories with practical security applications. 

Keywords: Machine learning (ML), data streaming, drift, concept drift, cybersecurity, 

Intrusion Detection System (IDS), model drift. 

Significance: This review paper is organized into six sections, each addressing a distinct 

dimension of drift in machine learning. To begin with, Section 1 introduces terminology, 

review methodology and streaming data, where information must be processed in real time, 

and explains drift as the gradual deterioration of model performance. Moreover, it outlines the 

major types of drift, including concept drift, covariate drift, prior probability shift and many 

more. Subsequently, Section 2 elaborates on the key concepts of drift, its impact on model 

accuracy, and various methods of classification. In addition, it examines drift segmentation, 

localization, and strategies for identifying specific instances in dynamic environments. 

Furthermore, Section 3 reviews established drift detection approaches, such as statistical 

methods, window-based techniques, and ensemble learning. Collectively, these approaches 

provide a systematic understanding of effective drift identification in evolving data streams. In 

continuation, Section 4 highlights application areas where drift significantly influences ML 

models. For instance, it discusses challenges faced in finance, healthcare, e-commerce, and 

cybersecurity. Following this, Section 5 focuses on drift in cybersecurity, particularly its 

relationship with intrusion detection systems (IDS). It emphasizes how changing attack 

patterns degrade IDS performance and demonstrates the importance of adaptive algorithms in 

addressing evolving threats. Finally, Section 6 outlines the future scope of research in drift 

management. Specifically, it underscores advancements in adaptive algorithms and stresses the 

necessity of domain-specific knowledge for effective solutions. 

1.Introduction 

 

The digital world produces data that grows quickly from a variety of uses. As technology 

advances, the world is evolving. Data processing in machine learning is contingent upon certain 
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features that are determined by the availability and accessibility of the data. Data streams are 

distinct from other types of data in that they are characterized by the continuous and sequential 

arrival of instances [33]. Data streams are distinct from other types of data because of their 

particular qualities. The term batch data is frequently used to describe the data in typical 

machine learning scenarios. In other words, all of the data is kept in memory and is instantly 

accessible in its entirety. This differs strongly with stream mining, in which data streams 

produce items in a sequential, continuous fashion that may also be temporary. This implies that 

the availability of stream data can be limited [17]. A data stream is any collection of data in a 

series that has a timestamp. It is not known how much data in the series is still there as the data 

stream is infinite [11]. Depending on the state of their key distribution, data streams are 

categorized as either dynamic or static (sometimes called stationary). In contrast to static data, 

a dynamic data stream's distribution could alter over time. Over time 𝑡, feature vectors may 

undergo changes that cause them to no longer represent the class label. The following 

characteristics exist in digital data that comes from many sources [7]: 

• Data streams are potentially infinite and arrive at varying speeds, making real-time 

processing challenging. 

• Information within streams may change over time, and memory limitations constrain data 

processing. 

Large volume of streaming data are being produced by Business and Government, and in order 

to assist in making forecasts and choices, they critically require effective data analytics and 

ML approaches. But the quickly evolving landscape of new goods, markets, and consumer 

behavior eventually leads to the emergence of the concept drift issue [3]. Machine learning 

models are especially vulnerable to drift, which occurs when underlying data distributions or 

decision boundaries change over time, due to the dynamic and hostile nature of cybersecurity. 

Despite the fact that drift detection in machine learning has been the subject of several research, 

a thorough grasp of its function and difficulties in cybersecurity situations is still missing. 

Current surveys often concentrate on either domain-specific applications or algorithmic 

approaches, but they seldom ever offer a cohesive viewpoint that connects the two. This review 

seeks to fill that gap by systematically analyzing the literature on drift in machine learning with 

an emphasis on cybersecurity, highlighting key methodologies, applications, and unresolved 

issues. The following research questions (RQs) serve as a framework for this investigation: 

• What detection methods are commonly employed (statistical, adaptive, hybrid)? 

• Which types of drift have been explored in cybersecurity-related ML models? 

• How effectively do current approaches address real-time or streaming cybersecurity data? 

• What research gaps and future directions can be identified? 

These questions establish the scope of the review and provide a structured framework for 

evaluating existing work and identifying potential opportunities for advancement. 

 

1.1. Background and Definitions 

 

The main categories of drift, related detection techniques, adaption tactics, and real-world 

limitations are described in the table 1, which offers a clear framework for comprehending their 

function in cybersecurity-centered machine learning. 
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Table 1 Terminology of drift in machine learning models and in cybersecurity contexts 

Terms Meaning Example 

Concept drift 
Change in the relationship between input 

features and output labels (P(Y|X)) 

A spam filter’s rules no longer match evolving 

spam content. 

Sudden drift 
Abrupt and large-scale change in data 

distribution 

An attacker suddenly switches from password 

brute-force to phishing attacks 

Dataset shift 
Change in the overall input data distribution 

(P(X)) 

Normal network traffic patterns change due to new 

devices being added 

Label/target 

shift 

Change in the distribution of output labels 

(P(Y)) 

Proportion of “attack” vs. “benign” traffic labels 

changes over time 

Covariate 

shift 

Input distribution changes, but label 

distribution remains the same 

User login times shift from daytime to nighttime 

without altering outcomes 

Gradual drift 
Slow, incremental changes in data distribution 

over time 

Malware signatures evolve little by little as new 

variants emerge 

Model drift 
Degradation of ML model performance due to 

outdated training 

An IDS trained on old data fails to detect new 

cyberattacks 

Recurring 

drift 
Old patterns disappear and then reoccur later 

Certain seasonal phishing scams reappear every 

year during tax season 

Seasonal/peri

odic drift 
Predictable cyclic changes in data distribution 

Network traffic changes during weekends vs. 

weekdays 

Supervised 

detection 
Drift detection using labeled data Comparing predictions against known attack labels 

Unsupervised 

detection 

Drift detection without labels, using statistical 

measures 
Monitoring unusual spikes in login attempts 

Window-

based method 

Uses only the most recent subset of data for 

training/adaptation 
Always train on the latest 1,000 log entries 

Ensemble 

methods 

Multiple models are combined and updated, 

weaker ones replaced 

Keep several intrusion detection models, drop the 

weak ones, add new ones 

Incremental 

learning 

Continuously updates the model as new data 

arrives 

An IDS that updates itself with each new packet 

observed 

 

Concept drift is widely recognized across various fields, though it may be referred to by 

different terminologies [4]: 
Table 2 Concept drift terminology across different fields 

Field Terminology 

DM (Data mining) Concept drift 

ML (Machine Learning) Concept drift, Covariate shift 

EC (Evolutionary Computation) Changing Environment 

AI and Robotics Dynamic Environment 

Statistics, Time Series Non-stationary Databases Concept Drift, Load shedding 

Information retrieval Temporal Evolution 

 

1.2. Overview of drift in Machine Learning 

 

In machine learning the word Drift describes the process by which a machine learning model’s 

performance deteriorates over time. As Heraclitus says that “The only constant in life is 

change”. Drift is a phenomena that causes ML models, which are trained on previous existing 

data, to become out of date and lose accuracy over time when applied in real world scenarios. 

There are several reasons why this could occur, including alterations in the input data overtime 

or shifts in the correlation between the target (X) and the desired variable (Y). Drift can be a 

significant issue for machine learning in real world scenarios because data is frequently 
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changing. Take a Machine learning model for instance that uses previous data to forecast a 

company’s Stock price. The model might initially perform well if it was trained with data from 

a steady market. It is possible that the model will lose its predictive accuracy if the market 

experiences increased volatility overtime. While no machine learning models can totally 

prevent drift, some are better than others at handling changes in the data. ML researchers are 

very interested in data drift as a result of COVID-19 pandemic, because machine learning 

frequently depends on the fundamental premise 

𝑇ℎ𝑒 𝑃𝑎𝑠𝑡 == 𝑇ℎ𝑒 𝐹𝑢𝑡𝑢𝑟𝑒 

which makes drift a serious problem. This is almost rarely the case in the actual world [2]. The 

ultimate objective of machine learning algorithm is to finding pattern in historical data and 

using them to forecast behavior for future occurrences. Often called “concepts” these patterns 

aid in the classification of data and the identification of correlations between various variables, 

making them essential to machine learning [5]. For what reason does drift happen? Many 

factors can lead to drift in ML like as the outside world has changed or transformed and a new 

context is applied to the model, but two primary categories of causes are often identified: poor 

training data and shifting environmental conditions. Periodic drifts are those that consistently 

happen at regular intervals of time such as seasonal variations in sales or recurring pattern in 

network traffic. These drifts follows a regular cycle and can often be anticipated in advance. 

However, when such changes become inconsistent or unstable, they are referred as irregular 

drift [29]. 

 

1.3. Understanding drift in Cybersecurity System 

The dynamic nature of environments, particularly in fields such as cybersecurity, reinforces 

the notion that change is the only constant. This drives the need for robust anomaly-based drift 

detection methods. Machine learning (ML) has become a powerful instrument for identifying 

malware, preventing breaches, and detecting anomalies in the quickly changing field of 

cybersecurity. However, concept drift might cause these ML models' performance to 

deteriorate with time. For example, 68% of phishing emails that Gmail blocks are unique every 

day, requiring frequent updates and modifications to Google's security features [37]. 

Furthermore, 30% of Windows malware that is produced every day can come from unidentified 

families, necessitating the updating of ML models with behavioral reports in order to identify 

drifting samples [39]. Additionally, at least 53% of businesses are using Artificial Intelligence 

in various Cybersecurity domains [38]. In cybersecurity, drift signals a possible assault [12]. 

Since attackers are always creating adversarial samples to avoid detection, one of the biggest 

problems is the volatility of the data used to create models. As a result, it becomes necessary 

to update the models often in order to stay informed of emerging assaults. Since the class labels 

often show a huge imbalance that is, hundreds of attacks amid thousands of harmless samples 

applying fully supervised algorithms presents another difficulty. Such cases are difficult to 

label as doing so necessitates subject expertise and could slow down the learning process; 

saying differently, the analyst categorizing the data may act as a learning bottleneck. This 

drives the creation of anomaly detection and semi-supervised techniques [40-44]. 

As more people use the internet, the likelihood of cyberattacks is also rising. These kinds of 

attacks are frequently unique, necessitating the use of intelligent systems to identify them. To 

find any kind of malicious activity, an intrusion detection system (IDS) examines network 

traffic [48]. 

 

1.4. Review Methodology 
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To ensure a systematic and comprehensive coverage of existing research, this review adopted 

a structured methodology. Relevant literature was collected from reputable scholarly databases, 

including IEEE Xplore, Springer, ScienceDirect, ACM Digital Library, ResearchGate and 

Scopus. Keyword combinations like "concept drift," "data drift," "machine learning," 

"cybersecurity," "intrusion detection system," and "adaptive models" were used to create the 

search searches. The timeframe under consideration was 1990–2025 because of the notable 

progress made in drift detection techniques and cybersecurity applications during this time. 

According to their applicability to the two main areas of this review - (i) drift in machine 

learning and (ii) its consequences in cybersecurity settings, the original pool of papers was 

culled. Additionally, duplicate records were also eliminated. The chosen works were then 

grouped according to their main contributions, including drift detection techniques such as 

statistical, window-based, ensemble approaches, cybersecurity application areas such as 

intrusion detection, malware analysis, and anomaly detection and identified challenges such as 

real-time adaptation, data heterogeneity, and adversarial conditions. The review was able to 

draw attention to important findings, methodological trends, and unresolved research gaps 

because to this theme grouping. 

 

1.5. Classification of drift in Machine learning 

 

When discussing drift, it is important to distinguish between its primary forms: data drift 

reflects changing statistical distribution of data, and concept drift focuses on relationship 

between input features and target variables evolve over time. 

1.5.1.  Data drift 

It is often referred to as input drift, 

covariate shift and population drift, 

relates to how the distribution of data 

has changed overtime. These changes 

can impact the effectiveness of a ML 

models which are trained on historical 

data under the assumptions that the 

future data will follow the same 

distribution. The causes of data drift are 

diverse and may include changes in 

market condition, environmental 

changes, evolving user behavior, 

seasonal variations or regulatory 

modifications - for instance, increased 

sales during holidays.  

Data drift can also be categorized into 

different types: Changes in the 

statistical properties of features - such 

as shifts in the mean or variance of 

TYPES OF DRIFT

Concept drift

Sudden drift

Recurring drift

Gradual drift

Incremental drift

Blip drift

Data drift

Feature drift

Distibutional 
drift

Label drift or
prior probabilty 

shift

Virtual drift or
feature correlational

Real drift

Conditional shift

Figure 1 Types of drift in machine learning 
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individual variables or groups of variables are referred to as feature drift. This form of drift 

alters how the model interprets input data, which can ultimately impact its predictive accuracy. 

Whereas, population drift, occurs when the underlying population generating the data changes, 

leading to a shift in the overall data distribution, also termed as distributional drift. A common 

example is demographic shifts that alter the representation of groups within the dataset. 

 

1.5.2. Concept drift 

It is often referred as dataset shift or model drift, occurs when the relationship between its input 

features and goal variable in machine learning model changes overtime [31]. In machine 

learning, concept drift describes a situation where the target variable's statistical properties, 

which the model attempts to predict, evolve over time [29]. Real concept drift erodes the 

model's performance and modifies decision boundaries. The only thing affected by virtual 

concept drift is the conditional probability density function. Also referred to as feature or data 

drift, virtual drift [29]. 

 

1.5.3. Additional types of drift 

Apart from the commonly discussed types of drift such as data drift and concept drift 

researchers have also identified several other variations that impact ML models in different 

ways: Label drift is the term used to describe variations in the output labels' distribution. This 

frequently happens when model predictions are impacted by changes in the proportion of the 

classes in classification issues. It can also termed as prior probability shift.  Another important 

form is feature correlation drift, also called virtual drift, when there is a shift in the core 

connections between characteristics but input and output remains unchanged. Even yet, the 

model's ability to forecast outcomes accurately may still be affected by the way characteristics 

interact over time. In contrast, changes in the data distribution as well as the fundamental 

connection between the input characteristics and the goal variable are referred to as real drift. 

This type of drift is the most complicated as it impacts the entire model, necessitating both drift 

detection and model adaptation [30]. When the marginal distributions stay the same but the 

conditional distribution of the output variable varies based on the input characteristics, this is 

known as conditional shift. Changes in the correlations between the input variables and the 

target are frequently a part of this kind of drift. 

A practical example can be seen in spam E-mail, consider a scenario where a ML model is 

taught to identify spam E-mail. The model could no longer be able to correctly identify spam 

if users start receiving different kinds of spam E-mail. If a concept at different times has the 

same meaning, there is no concept drift [6]. Thus, these additional types of drift such as label, 

virtual, real, and conditional highlight the complexity of dynamic data environments. Each 

presents unique challenges, reinforcing the need for continuous monitoring and adaptation of 

ML models to maintain reliability. 

 

1.6. Static vs Dynamic modelling in presence of drift 

 

ML model performance require constant monitoring and adjustment, which presents a problem 

in data analysis and machine learning. To illustrate this, consider a binary classification issue 

in which a binary goal variable, A (0 or 1), and a set of characteristics B are both indicated. 

Learning a classifier f (A) that predicts the target variable B is the aim [9]. 

• Static model- The relationship between A and B is constant in a static setting (no concept 

drift), and you may utilize a fixed model: 𝑩 = 𝒇𝒔𝒕𝒂𝒕𝒊𝒄(𝑨) 
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• Concept drift- When concept drift is present, A & B’s connection evolves over time. To 

depict this, we may introduce a time-dependent function ft (A) (where t stands for time) that 

encapsulates the evolving idea, the function ft may alter over time [13] as a result of changing 

data distributions or other reasons: 𝑩 = 𝒇𝒕𝑨 .  

Understanding the distinction between static and dynamic modeling is critical, as data in 

practice rarely remains unchanged. In use cases such as spam filtering, fraud detection, and 

cybersecurity, adaptive models are needed to respond to evolving patterns and ensure 

consistent accuracy. 

 

2. Concept drift 

 

As highlighted earlier. It is often referred to as dataset shift or model drift, occurs when the 

relationship between inputs features and goal variable in ML model changes overtime, this 

changing nature of data distributions is known as concept drift [29,31]. In several fields, such 

as robotics, sensors, system monitoring, and anomaly detection, the issue of concept drift has 

received a lot of attention recently among researchers [1]. The two main components of 

traditional machine learning are prediction and training. Nevertheless, three new dimensions 

have been brought to the field of ML with concept drift research: the detection of concept drift 

(drift detection); the comprehension of the drift (drift understanding); and the adaption of the 

drift (drift adaptation). Recently, research has concentrated on determining how to identify 

concept drift, comprehend it, and adjust relevant knowledge accordingly, so that prediction and 

decision-making can be flexible in concept drift-affected environments.  

Retrieving knowledge regarding "When" (the time and duration of the concept drift), "How" 

(the degree and severity of the concept drift), and "Where" (the drift areas of the concept drift) 

is referred to as drift understanding. The drift detection methods produce this status data, which 

is then utilized as an input for drift adaptation [3]. As discussed, the distinction between static 

modeling, where relations in data remains fixed, and dynamic modeling, where the relationship 

in data keeps changing, is fundamental, since real-world data is rarely stable. 

 

2.1. Classification of Concept drift 

 

In different contexts, concept drift can be classified into distinct types, each with unique 

characteristics. Sudden drift, also referred to as abrupt drift, occurs when there is a sudden 

change in data distribution at a certain point of time with no time overlap. For example, in fraud 

detection, a new type of fraud could suddenly appear, making previous detection patterns 

obsolete.  

Formally, this can be expressed as the generating process of the data stream shifting between 

two successive instances or batches, i.e., 𝐶𝑡𝑖
≠ 𝐶𝑡𝑖−1

 . In contrast, when there is a slowly change 

in data distribution with time overlap it is termed as gradual drift. Gradual drift is especially 

relevant in industries where data evolves slowly, like customer preferences in marketing or 

network traffic patterns in cybersecurity [29]. In such cases, the new concept 𝐶𝑡𝑖
 coexists with 

the previous concept  𝐶𝑡𝑖−1 before fully replacing it. Another important form of drift is 

recurring drift, which occurs when the same concept is perceived after an extended period of 

time. It has dual nature, incorporating both cyclic and acyclic properties. Recurring drift is 

particularly important in domains like retail, finance, or energy consumption, where patterns 
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often follow cycles. For instance, during the summer, sales of cold items typically increase 

[28]. A collection of states’ S = {S1, S2, S3 ... Sn} exists in the data stream, and each state Si is 

produced by a distinct generating process. When they appear as a new drift Sn, Ci, and transition 

to the process (e.g., S2) are regarded as recurrent drift. Formally, this is stated as Si+1 = Si-k, 

where k is the kth iteration of the generating process. A closely related phenomenon is 

incremental drift, in which an old thought gradually transforms into a new one over a period 

of time. Incremental drift is similar to gradual drift, and the two terms are often used 

interchangeably [26]. While gradual drift refers to a shift from one distribution state to another 

with an overlap period, incremental drift involves a continuous, slow change in the data 

distribution over time. Finally, blip drift represents a different case. The term “blip” refers to 

an outlier in a stationary distribution (probability distribution in a stochastic process that doesn't 

change over time) and denotes a quick or sudden change, or unusual event. Thus in general it 

is not considered as drift [7]. Blip drift is often encountered in scenarios with sudden but 

temporary anomalies, such as traffic spikes during promotions, momentary system glitches, or 

rare events that do not reflect the general trend in the data. Handling it correctly ensures that 

models do not overfit to these short-term shifts [27]. 

Data distribution Data distribution   

  

       

 time  time 

 Sudden drift Gradual drift 

Data distribution Data distribution 

 

 

    

 time Time 

 Incremental drift Recurring drift 

Fig.2 Types of concept drift in ML including sudden, gradual, incremental and recurring drift 

2.2. Effects of Concept Drift in ML 

 

Different types of concept drift manifest with unique characteristics and require tailored 

approaches for detection and adaptation.  
Table 3 Effects of drift in machine learning 

Types of Drift Key characteristics Approaches for handling concept drift Affects in ML 

Sudden drift Immediate change 

 

Significant impact 

 

Concept drift detection algorithms (DDM 

or ADWIN) 

Retraining and Ensemble methods 

Performance 

degradation  

Need for quick adaption 

Gradual drift Slow transition 

Incremental impact on 

model performance 

Occurs in many real 

world scenarios 

More difficult to 

detect 

Windowing methods 

Incremental learning 

Cumulative drift detection algorithm 

 

Subtle degradation 

Continual adaption 

Incremental 

drift 

Gradual and 

progressive change 

Incremental learning 

Sliding window approaches 

Gradual decline in 

model performance 
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Cumulative impact  

Occurs in slowly 

evolving environments 

Hard to detect 

Adaptive drift detection algorithm Requires frequent or 

adaptive updates 

Recurring 

drift 

Cyclic nature  

Periodic impact on 

model performance 

Common in seasonal 

or temporal data 

Model retraining 

challenges 

Ensemble methods 

Drift detection with time awareness 

Periodic retraining 

Fluctuating accuracy 

Need for memory based 

or adaptive models 

Blip drift Short duration 

Caused by outlier 

Minimal long term 

impact 

Potential to cause 

False positive 

Threshold based detection  

Ensemble methods 

Buffering or smoothing techniques 

Temporary 

performance 

degradation 

Risk of overreaction 

    

2.3. Concept drift’s spatial characteristics 

 

In order to extract pertinent spatial drift parameters, drift localization and drift segmentation 

are used. Drift segmentation is the process of breaking the dataspace up into areas or segments 

having homogenous drift behavior. Drift localization aims to pinpoint the specific features, 

instances or time periods where the data distribution has shifted, helping in understanding and 

adapting to the change. Drift segmentation does not require drift detection as a prepossessing 

and may easily handle continuous time. Moreover, drift segmentation may contain more 

information and is more fine-grained than drift localization [14]. 

 
Fig.3 the process of drift detection involves multiple stages from streaming data to drift adaption 

 

3. Drift detection 

The methods and procedures used to identify points of change or change time intervals in order 

to quantify and describe concept drift are referred to as drift detection. Four steps make up a 

generic drift detection framework: 

• Data retrieval or Information Extraction seeks to retrieve data chunks and is efficient at 

structuring such chunks to create knowledge or a meaningful pattern 

 

 

Update 

 

 

 

 

 

 

 

 

 

S
tream

 

Training 

and 

learning 

Prediction 

Concept 

drift 

detection 

Concept drift 

understanding 

Concept 

drift 

adaption 

No drift detected 

Drift 

detected 
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• Data modeling seeks to abstract the recovered data and identify the salient characteristics that 

hold sensitive information, i.e., the data aspects that, should they drift, would most affect a 

system 

• Test statistics calculation is the distance estimation or assessment of dissimilarity 

• Hypothesis test determines the p-value, or statistical significance of the change seen in test 

statistics computation, using a certain hypothesis test 

 

3.1. Statistical Method 

 

• DDM (Drift Detection Method) keeps track of the 

classifier's error rate. This technique manages the 

mistakes generated by a learning model during 

prediction by statistically comparing two 

windows. All of the data is contained in one 

window, and the only data in the second window 

is from the beginning of the stream until the time 

at which the prediction model's error rate starts to 

rise. Only statistical data and recent mistakes are 

retained in memory; the windows are not. More or 

less DDM is memoryless [18]. When drifts 

happen, algorithms in this discipline usually alter 

models completely or in part when obvious 

alterations are found [8]. Supervised and 

unsupervised contexts are the two main categories 

into which the Drift Detection Method (DDM) fall. 

When the sample and comparison data are labeled, 

supervised environments are able to identify drift. 

In unsupervised contexts, detection techniques are 

dependent on the availability of data. They fall into 

two categories: batch techniques, which determine 

the batch size based on the available data, and 

online techniques, which take into account all 

incoming data at a given moment. There are many 

more subcategories of batch techniques, including 

ones that use partial batches vs complete batches. 

One further division of online techniques is to 

distinguish between sliding reference methods for 

data with fewer labels and fixed reference methods 

based on reference windows [24]. 

• EDDM (Early Drift Detection Method) is 

a variant of DDM that employs the distance error 

rate instead of the classifier's error rate, the gap 

between two misclassification errors will increase 

as predictions get better. The process for resizing 

windows is the same as with DDM. The primary 

drawback with EDDM is that it requires at least 30 mistakes to calculate, which makes it 

difficult to utilize with datasets that are imbalanced [20]. 

Statistical 
method

DDM

EDDM

RDDM

STEPD

DMDD
M

DMDD
M-S

KAPPA

HBBE

EBE

ACDD
M

CDDFE
T

Window 
based 

method

ADWIN

ADWIN
-2

FHDD
M

HDDM

ECDD

WSTD

OCDD

BDDM

MDDM

SEED

Ensemble 
based 

method

AWE

AUE-2

DWM

ACE

Learn++
,NSE

SEA

OAUE

AGE

HDWM

RDWM

DDD

FASE

ADOB

BOLE

DDE
Fig. 4 Different Drift detection methods 
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• RDDM (Reactive Drift Detection Method) regularly updates the statistics used for drift 

detection and discarding older cases. Saying differently, RDDM avoids possible memory 

overflows by discarding previous instances of drifts that arrive very slowly [19]. 

• STEPD (Statistical Test of Equal Proportions) is similar to DDM and EDDM, tracks a base 

classifier's predictions for drift detection. STEPD compares the classifier's output using two 

windows. The 1st window is a "recent" window, and a parameter with a default value of 30 

occurrences determines the size. The 2nd window is the “older” window which comprises all 

instances observed since the last reported drift [21].  

• The disagreement measure and the Page-Hinkley test are combined in DMDDM (Diversity 

Measure as a new Drift Detection Method) to swiftly and with less memory and time 

consumption identify concept drift. 

• To identify abrupt drifts in the absence of class labels, DMDDM-S (Diversity Measure as a 

Novel Drift Detection Method for Streaming Data without Class Labels) tracks the diversity 

of a pair of classifiers instead of error estimates. 

• KAPPA minimizes computational resources by measuring the degree of agreement between 

several classifiers in order to identify concept drifts. 

• HBBE (Hybrid Block-Based Ensemble) is designed to handle various sorts of drifts in multi-

class classification in changing data streams. It combines the advantages of an online drift 

detector for a k-class issue with the concept of block-based weighting.  

• The EBE (Entropy Based Ensemble) incorporates entropy as a drift detector into the 

developing ensemble to enhance performance by utilizing information entropy to identify 

concept drifts.  

• In order to identify concept drift in dynamic data streams, ACDDM (Accurate Concept Drift 

Detection Method) analyzes prequential error rate consistency using Hoeffding's inequality. 

• Three modified versions of CDDFET (Concept Drift Detection based on Fisher's Exact Test), 

a modification of STEPD, are offered for drift detection. The p-value is calculated using 

Fisher's exact test.  

 

3.2. Window Based Method 

 

• The ADWIN (Adaptive Sliding Window) method detects drift by comparing the means of 

two sub-windows 𝑤0, 𝑤1 of a larger window 𝑤. When the mean of the two sub-windows 

diverge significantly, ADWIN detects this and eliminates the window's tail until the mean 

return to normal. 

• An improvement to ADWIN called ADWIN2 makes use of a variable-sized window to adjust 

to variations in the data distribution. This detector keeps a sliding window that is dynamically 

adjusted and split into two sub-windows that reflect the old and new data. If the mean 

difference between the two sub-windows is greater than a certain threshold, ADWIN2 flags 

drift [34]. When drift is present, the window size shrinks, and when stability is present, it 

grows. It is necessary to set up a different instance of ADWIN2 with a lower threshold to 

identify alerts [35]. 

• Hoeffding's inequality and a window of size n are used by FHDDM (Fast Hoeffding’s Drift 

Detection Method) to identify drift by comparing the present probability to the maximum 

level of accurate forecasts. 
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• Based on a confidence level (usually selected by the user) and the standard deviation of the 

error rate, ECDD (Exponential Cumulative Drift Detection) determines a threshold. A drift 

may have happened, in which case the model would need to adjust to the new distribution, 

as shown by the error rate exceeding this threshold. 

• The EWMA approach is modified by ECDD (EWMA for Concept Drift Detection) to 

identify drift by use weights to differentiate between more current and older occurrences. 

• The accuracy of a learner's performance is assessed using two windows using STEPD 

(Statistical Test of Equal Proportions), which warns if there is a significant change in 

accuracy within the most recent window. 

• The implicit concept drift detector known as OCDD (One Class Drift Detector) approximates 

the distribution of a new concept using a sliding window method. The fraction of outliers is 

estimated in order to identify drift inside the sliding frame. 

• The Bhattacharyya distance is used by BDDM (Bhattacharyya Distance Drift Detector) to 

detect shifts in distribution by tracking changes in the mean and variance over time.  

• By tracking the prediction outcomes over a size-n window, MDDMs (McDiarmid’s Drift 

Detection Methods) use McDiarmid's inequality to identify drift. A 1 is added to the window 

if a prediction comes true; if not, a 0 is added. 

 

3.3. Ensemble Based Learning 

 

• AWE (Accuracy Weighted Ensemble) keeps a fixed-size ensemble of models in order to 

manage streaming data. It assesses each model's accuracy using the most current data, and 

models with better accuracy have a bigger impact on the predictions made by the ensemble. 

• By making the weighting process more adaptable, AUE2 (Adaptive Ensemble 2) improves 

AWE. By combining online learning and weighting modifications to effectively manage idea 

drift in data streams, it overcomes the drawbacks of AWE. 

• DWM (Dynamic Weighted Majority) is a more flexible approach made especially to identify 

and adjust to notion drift. In reaction to variations in the models' performance on recent data, 

it modifies the ensemble's composition as well as the weights of individual models. 

• The goal of the ACE (Adaptive Classifier Ensemble) technique is to adaptively maintain a 

classifier ensemble that can adapt to idea drift. In order to keep the ensemble current as the 

underlying idea evolves, it constantly updates it by eliminating underperforming classifiers 

and adding new ones. It is effective in both gradual and sudden drift scenario. 

• By gradually learning from new data while keeping information from earlier data, Learn++ 

is an ensemble-based incremental learning algorithm created to address concept drift. 

Additionally, it may be specially modified for non-stationary situations, like Learn++ Non-

Stationary Environment, or NSE. 

• The block-based ensemble learning technique known as the SEA (Streaming Ensemble 

technique). A fixed size ensemble is added to the individual classifiers that are built from 

examples read in consecutive blocks or chunks. The classifier with the lowest performance 

gets eliminated from the ensemble completely if it is full [23]. 

• An extension of conventional ensemble techniques, OAUE (Online Accuracy Updated 

Ensemble) dynamically updates classifier weights according to their performance on the most 

recent data, therefore adapting to concept drift. It is intended for use in online learning 

settings where a stream of data is received and the model must swiftly adjust without having 

to be retrained from the beginning. 

• AGE (Adaptive Greedy Ensemble) is an ensemble technique that adaptively chooses the top-

performing classifiers in an ensemble using a greedy strategy. Its main goal is to control idea 
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drift by optimizing the ensemble's composition such that only the best classifiers are kept and 

put to use. 

• The Dynamic Weighted Majority (DWM) algorithm is extended by HDWM (Hierarchical 

Dynamic Weighted Majority), which adds a hierarchical framework to better manage 

complicated data streams with concept drift. The ensemble is arranged into layers using the 

hierarchical technique, and each layer adjusts to various drift or data characteristics. 

• Another DWM variant that adds recursion to increase the ensemble's flexibility is called 

RDWM (Recursive Dynamic Weighted Majority). The goal of RDWM is to keep an 

ensemble that can more dynamically adjust to drift by recursively updating its structure in 

response to variations in the data distribution. 

• The foundation of DDD (Diverse Dynamic Ensemble for Drift Detection) is the notion that 

a varied group of classifiers can more effectively identify and adjust to concept drift. By 

ensuring that multiple models capture distinct elements of the data, classifier diversity 

increases the ensemble's resilience to changes in the data distribution. Additionally, the 

technique dynamically modifies the ensemble in response to drift detection. 

• Fast switching between base classifiers in response to concept drift is the main goal of the 

ensemble approach known as FASE (Fast Adaptive Switching Ensemble). Maintaining 

numerous models trained on various data distributions and rapidly switching between them 

when drift is observed is the fundamental notion. It has the ability to handle sudden drift 

because of fast switching. 

• ADOB (Adaptive Online Bagging) is a variation of the online bagging algorithm that 

responds to idea drift by modifying the weights of base classifiers. By adding an adaptive 

mechanism that concentrates on recent data to preserve accuracy in drifting situations, it 

alters conventional bagging. 

• In order to adjust to idea drift, the BOLE (Batch Online Learning Ensemble) ensemble 

approach blends online and batch learning. To ensure that the ensemble can react to drift 

while preserving long-term performance, it seeks to achieve a compromise between the 

stability of batch learning and the flexibility of online learning. Best suited for gradual drift 

with adaptive weighting. 

• DDE (Dynamic Drifting Ensemble) is an ensemble technique that continually modifies the 

ensemble's weights and structure in response to the available data, allowing it to dynamically 

adapt to idea drift. Its fundamental goal is to keep a dynamic ensemble that can react to drift 

without requiring specific drift detection methods. It adapts to both gradual and sudden drift 

through continuous updates. 

 

4. Application areas 

 

Different application domains experiences drift types due to evolving condition, changing 

patterns or external influences. Below are some key fields and the types of drift they encounter: 
Table 4 Fields of drift across various domains 

Area or field Reason Types of drift 

Finance and Banking Fraud detection, Financial conditions and investor 

sentiment changes 

Concept drift, 

Distribution drift 

(NLP) Natural Language 

Processing and Sentiment 

Analysis 

Language usage, slang and terms change overtime Semantic drift 

Healthcare Patient demographics, treatment protocol or diseases 

trends changes 

Data drift 

Real Estate 

 

Market trend prediction, property evaluation, demand 

forecasting 

Neighborhood drift  
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Supply Chain Logistics fluctuations in demand, fuel costs, or geopolitical 

events 

Distribution drift 

Cybersecurity Threat landscape evolve with new malware, phishing 

technique and attack vectors 

Concept drift 

Recommendation System 

 

Changing user preferences, seasonal or temporal 

changes, evolving trends, dynamic user behavior. 

Data drift 

Human resource and 

Workforce Analytics 

Employee behavior, talent acquisition and 

recruitment 

Data, covariate drift 

Telecommunications Network traffic, user behavior, and device types Distribution drift 

Agriculture 

 

Pest and diseases management, crop yield prediction, 

soil health monitoring. 

Data drift 

Weather forecasting Climate change and seasonal variations Environmental drift 

Energy Sector Renewable energy management, smart grid and IOT 

and energy consumption pattern 

Concept drift and 

Covariate drift 

Advertising Customer behavior, trends in ad interaction Covariate drift 

Marketing  Personalized recommendation, customer lifetime 

value, pricing strategies, market trend analysis 

Concept drift 

Manufacturing and 

Industry 

Machine wear and tear, sensor aging, and changes in 

operating conditions  

Input feature drift 

Retail and Ecommerce Market trends evolve, purchasing behavior and 

preferences of customer changes 

Feature drift 

Autonomous system Environmental conditions, traffic patterns, object 

appearances 

Covariate, label and 

sensor drift 

Social media analytics Trends, hashtags and topics changes rapidly Temporal drift 
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Fig. 5 Application Areas of drift 

5. From Machine Learning Drift to Cybersecurity Practice  

As mentioned in the above section, machine learning has become a powerful tool for detecting 

malware, preventing breaches, and identifying anomalies in the rapidly evolving field of 

cybersecurity. However, concept drift can cause the performance of these ML models to 

degrade over time. Concept drift directly impacts cybersecurity systems, especially IDS, where 

evolving attack patterns and changing network behaviors can reduce detection accuracy. 
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Effective drift detection ensures IDS remain adaptive, reducing false alarms and missed threats 

while improving resilience against emerging attacks. 

5.1. IDS (Intrusion Detection System) 

IDS keep an eye out for attacks on computer networks [47]. When a software program is used 

to monitor network traffic and computer activities in order to find unexpected events, the 

technique is known as intrusion detection or Intrusion Detection System [15]. IDS are often 

separated into two primary categories: Anomaly-based IDS and Misuse-based IDS. Misuse-

based detection looks for previous attacks and compares the current traffic to them; if a 

similarity is found, an alarm is triggered [49]. Conversely, anomaly-based detection looks for 

any deviation from typical behavior in the new traffic and labels it as abnormal. Identifying 

zero-based attacks requires anomaly-based detection [48]. IDS is a kind of network security 

that has the ability to recognize and detect threats before data is lost, services are interrupted, 

or unauthorized access is allowed. In addition, IDS can offer a graphical user interface (GUI) 

where users can engage and access different functions during the IDS training and testing 

procedure [16].  

There are two types of intrusion detection systems: a host-based system (HIDS) and a network-

based system (NIDS). HIDS looks at events on a host computer, for example, identifying illegal 

modifications to important system files and NIDS looks at packets collected by network 

devices like router, For instance, identifying abnormally high data transfer rates that can point 

to a DoS (Denial-of-Service) attack. A method that incorporates the best aspects of both worlds 

is called hybrid detection. 

In intrusion detection systems, static machine and deep learning techniques are frequently 

employed. However, the changing data distribution and the obsolescence of the static data 

sources utilized for model training limit their efficacy [46]. 

Its main objective is to identify possible intrusions by examining user activity, system behavior, 

or traffic patterns. These intrusions might include illegal access, assaults, or abnormalities. 
 

5.2. Illustrative Applications of ML in Cybersecurity 

The capacity of ML to instantly adjust to complex patterns and changing threats has made it a 

crucial component of cybersecurity. The table given below represents several key areas: 
Table 5 ML applications in Cybersecurity 

Security tasks Specialized tasks Machine learning tasks 

Attack Detection Malware detection 

Intrusion detection 

Spam filtering 

Classification 

Outlier Detection 

Classification 

Incident Response Malware labeling 

Log analysis 

Clustering 

Security Analysis Malware analysis 

Risk assessment 

Reinforcement 

Learning/ranking 

Regression 

System Forensics Attribution 

Object recognition 

Clustering 

Dimensionality Reduction 

 

5.3. Relation between IDS and Concept Drift 

Intrusion Detection System is a hardware or software program that keeps an eye out for hostile 

activities and rules violations on a network or system. To put it differently, a system or network 

is monitored by an IDS to look for malicious activities and policy breaches [10]. IDS, especially 

anomaly-based systems, must adjust to changing network traffic patterns in the context of 

concept drift in order to successfully identify new threats and prevent false positives. 
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Key components of cybersecurity are intrusion detection systems, which are responsible for 

spotting unusual or illegal activity in networks and systems. These systems strive to accurately 

detect malware, attack, or unauthorized data exfiltration. 

The ADLC (Attack Development Life Cycle) is an essential technique for explaining how 

cyberattacks are carried out. Having a thorough understanding of attacker tactics is crucial to 

creating strong defenses. Here are some strategies to tackle with concept drift in machine 

learning for cybersecurity. 

• Retraining the model on new data is crucial for capturing changing attack patterns; for 

example, retraining the model every day or every week using the most recent network traffic 

data can greatly improve its accuracy. An alternate strategy is incremental learning, which 

enables models to update themselves over time without requiring total retraining. 

• By utilizing many models that capture different features of the data, ensemble approaches 

improve resilience.  

• One useful tactic for controlling concept drift in machine learning models is adaptive 

windowing. One method is to retrain the model using sliding window approaches, which 

keep a fixed-size window of recent data. Dynamic windowing is an additional strategy that 

modifies the training window's size based on the concept drift's rate. 

• In cybersecurity, anomaly detection models are crucial because they move the emphasis from 

recognizing known attackers' static signs to spotting odd patterns of activity. Organizations 

can efficiently identify zero-day or previously undetected assaults and adjust to changing 

attack vectors by training models to detect abnormalities. Active learning- This approach 

increases the model's capacity to respond to emerging risks while lowering the quantity of 

labeled data required. 

IDS have unique barriers from each kind of drift, and in order to remain successful, they must 

adapt to shifting data distributions [10]. 
Table 6 Kinds of drift and their relationship with IDS 

Kinds of Drift Example Description 

Signature based 

drift 

 

Protocol mutation, 

Signature variations 

Static IDS models are unable to identify new or updated 

protocols when older protocols phased out 

Anomaly based 

drift 

User behavior Network traffic patterns may change significantly if regular 

user behavior is altered, for as by working remotely. 

Hybrid models Mixed strategies IDS that use both signature-based and anomaly-based 

techniques deal with several levels of idea drift. 

Application 

specific 

IOT devices Older IDS models become outdated as IOT devices grow more 

prevalent and alter network interactions. 

Geopolitical 

changes 

State sponsored attacks Concept drift brought about by new types of APTs as a result 

of geopolitical shifts. 

 

6.Future scope 

In future research, there is a need for more robust adaptive algorithms that can detect and 

respond to different types of drift early using self-learning systems and online learning that 

automatically adapts to changes without human intervention. Furthermore, integrating deep 

learning and reinforcement learning holds potential for improving performance in dynamic 

environments. Future developments should focus on creating more flexible, scalable, and 

effective algorithms to deal with the ever-changing threat landscape in Machine learning based 
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drift detection in Cybersecurity. Without periodic retraining, machine learning models must 

constantly evolve to identify new harmful activities as cyberattacks get ever more sophisticated 

and stealthy. The development of real-time drift detection systems capable of functioning on 

high-dimensional, multimodal data streams, as well as the integration of unsupervised and 

semi-supervised learning approaches to manage scarce or delayed labeled data, are emerging 

areas of interest. Moreover, resource-efficient drift detection techniques tailored for limited 

contexts will be crucial as the number of Internet of Things (IoT) sensors increases. Over time, 

it will also be important to continue researching how to seamlessly incorporate these cutting-

edge methods into legacy cybersecurity systems. 

 

7.Conclusion 

This review provides a comprehensive examination of the various types of concept drift in 

machine learning as reported in the literature. Our study systematically analyzes all the aspects 

of concept drift across multiple ML Models. It further surveys widely used drift detection 

techniques and evaluates their applicability across diverse application domains, with a 

particular focus on cybersecurity. The review also highlights the mechanisms and challenges 

associated with drift in both supervised and unsupervised contexts. Through detailed discussion 

and critical analysis, we establish the relationship between concept drift and cybersecurity. 

Additionally, potential future research directions are outlined to encourage innovative 

approaches. To the best of our knowledge, this review serves as a complete and informative 

repository for the readers, practitioners and researchers working in this field. 
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