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Abstract

The widespread use of Wireless Sensor Networks has become an unavoidable necessity in
many critical situations. Simultaneously, making them prime targets for network attacks such
as Grayhole, Blackhole, TDMA, and Flooding attacks. Traditional Intrusion Detection Systems
often struggle with different problems, such as class imbalance, that lead to poor attack
detection accuracy, especially for minority class attacks. To address this issue, this study
proposes an advanced network threat detection system framework integrating SMOTETomek
with Random Forest for efficient performance in the analysis and classification of network
threats. The study uses the WSN-DS dataset for training and evaluation of the methods. The
SMOTETomek technique is employed to mitigate class imbalance by oversampling minority
attack instances and removing noisy overlapping samples, ensuring a more balanced and
representative dataset. The Random Forest technique, which is more familiar for its ensemble
learning capabilities, is used for classification. The experimental results demonstrate a high
performance, where the overall accuracy is 99.38%, with per-class F1-scores exceeding
97.62%, outperforming many existing IDS techniques. Therefore, the proposed framework can

be a more advanced and effective solution in enhancing cybersecurity in WSNs.

Keywords: WSN; Network Threats; Machine Learning; SMOTETomek; Cybersecurity;

Ensemble Learning.

INTRODUCTION

Wireless Sensor Networks (WSNs) are a very crucial application in various domains, including
smart cities, healthcare monitoring, industrial automation, and military applications (Majid et
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al., 2022). For the distributed and resource-constrained architecture of WSN, it is highly
susceptible to security breaches(Keerthika & Shanmugapriya, 2021), such as Grayhole,
Blackhole, TDMA, and Flooding attacks, which can disrupt network integrity and performance
of the system. Analysis and detection of such network threats is a significant challenge for
many network threat detection systems due to class imbalance in real-world network data (Le
et al., 2024), where certain attack types occur less frequently than others.

Network Threat Detection Systems (NTDS) mainly rely on Machine Learning (ML) and Deep
Learning (DL) models to classify network anomalies. However, class imbalanced datasets
often make classifiers to be biased to the majority
classes, resulting in poor recall for minority attack types. Many existing techniques frequently
use oversampling and undersampling techniques to address this class imbalance issue
(Werner de Vargas et al., 2023), but they either introduce redundant data or lose valuable
information about the network traffic.

To overcome these challenges, this study introduces a robust NTDS framework that integrates
SMOTETomek with Random Forest (RF). The SMOTETomek technique is a hybrid data
balancing technique that synthetically generates new minority class samples using Synthetic
Minority Over-sampling Technique (SMOTE), and on the other hand, the noisy instances are
removed via Tomek links (Swana et al., 2022). This advanced approach ensures a more reliable
and balanced dataset, which improves classification performance. Random Forest is a robust
and widely used ensemble learning method, enhances model strength, reduces overfitting, and
improves generalisation (Thomas & Kaliraj, 2024).

The proposed method uses the WSN-DS dataset for the experiment, which is a benchmark
dataset for WSN. The experiment demonstrates a high classification performance, confirming
the effectiveness of the SMOTETomek-based balancing strategy. The key contributions of this
paper are:

e An advanced network threat detection framework leveraging SMOTETomek and Random
Forest for enhanced attack classification.

e A novel approach for handling the class imbalance issue in WSN-DS, ensuring improved
recall and precision for minority attack classes.

e Comparative analysis across many existing works demonstrates that the proposed method is
superior in performance compared to traditional IDS models.

RELATED WORK

Threat detection in WSN is a major area of extensive research, with various ML and DL
technique proposed to enhance security mechanisms. However, class imbalance and model
robustness remain critical challenges for researchers that affect the performance of the models.

This section reviews some existing literature based on IDS, data balancing techniques, and
ensemble learning models for WSN security.

1.1 Intrusion Detection Systems in WSNs
Several IDS have been developed to identify network threats in WSNs. Traditional IDS
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approaches include:

Signature-based IDS: This type of system detects known attacks using predefined patterns
but struggles with novel threats (Ahmed et al., 2025) (Khraisat et al., 2019).

Anomaly-based IDS: Anomaly based system uses statistical models and machine learning
techniques to identify deviations from normal network behaviour (Khraisat et al., 2019).

Hybrid IDS: Hubrid models combine signature-based and anomaly-based detection for
improved accuracy (Maseno et al., 2022).

Various supervised and unsupervised machine learning techniques have been widely used in
anomaly-based IDS (Liu & Lang, 2019). However, these models often suffer poor performance
on minority attack classes when trained on imbalanced datasets.

1.2 Class Imbalance in IDS Models

The imbalanced attack distributions in many datasets like WSN-DS dataset, severely impact
models' performance (Patel et al., 2020). Several approaches have been explored to address
this issue.

Oversampling: This technique increases the instances of minority classes using duplication of
the original features or synthetic data generation.

Undersampling: This technique reduces majority class samples to balance the dataset, but this
may lead to loss of some critical information.

Hybrid Methods: Techniques like SMOTETomek combine oversampling and undersampling
for optimal balancing of the dataset.

Different studies have shown that SMOTETomek outperforms traditional oversampling or
undersampling methods by eliminating redundant samples and reducing noise (Or, 2025)
(Zhao et al., 2024), making it an ideal choice for improving IDS robustness.

1.3 Ensemble Learning for Intrusion Detection

Random Forest is a strong ensemble learning method, and has gained popularity for threat
detection due to its:

e High accuracy and robustness in handling large feature sets (Farnaaz & Jabbar, 2016).

e Ability to reduce overfitting through bagging and random feature selection (Hasan et al.,
2014).

e Efficient handling of imbalanced datasets when combined with preprocessing techniques
like SMOTETomek (Hairani et al., 2023).

Recent studies have demonstrated that Random Forest model has achieved superior intrusion
detection performance compared to traditional classifiers such as SVM and KNN (Uwazie et
al., 2024). However, when used with imbalanced datasets, its effectiveness diminishes, which
demands the necessity of the use of balancing techniques like SMOTETomek.
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1.4 State-of-the-Art IDS Models

Many researchers have explored different models, primarily deep learning-based IDS
solutions, such as:

CNN-LSTM models: Extract spatial-temporal attack patterns but require significant
computational resources (Salmi & Oughdir, 2022).

Autoencoders: Detect anomalies through feature reconstruction but may struggle with class
imbalance (Choi et al., 2019).

Hybrid deep learning models: Combine multiple architectures (Nazir et al., 2024) but are
complex to implement in real-world WSN environments.

Though deep learning-based models achieve high detection rates, they may lack interpretability
and require higher computational power. In contrast, Random Forest with SMOTETomek
provides an interpretable, computationally efficient, and highly accurate IDS solution, making
it more practical for real-world WSN security applications.

1.5 Research Gaps and Contributions

Despite the advancements in IDS models, robust solutions for class imbalance remain an
explorative area. Many studies rely on basic oversampling or deep learning models, which are
either ineffective or computationally expensive. These gaps are considered to be tackled in this
study by:

e Proposing a hybrid SmoteTomek-Random Forest IDS, ensuring optimal class balance and
superior attack classification.

e Demonstrating robust performance on the WSN-DS dataset, surpassing existing IDS models.
e Providing a computationally efficient and interpretable IDS framework, suitable for real-
world WSN applications.

This literature review establishes the foundation for the proposed SMOTETomek-Enhanced
Random Forest IDS, which is detailed in Section 3 (Methodology).

METHODOLOGY

This section presents the proposed SMOTETomek-integrated Random Forest IDS for detecting
security threats in WSN. This method integrates SMOTETomek for handling class imbalance
and Random Forest for robust classification. The training and evaluation were conducted using
the WSN-DS dataset, which contains labeled network traffic data representing both normal and
attack scenarios. Algorithm 1 is designed to input the WSN-DS dataset and produce
performance results of the method used in this study.

Algorithm 1 SMOTETomek-RF method

1: Input: Dataset D with features X and target y
2: Output: Trained RF model and performance metrics

3: Step 1: Data Preprocessing
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I: Load dataset D and define feature matrix X and target labels y

II: Remove redundant attributes and handle missing values

III: Encode each categorical label into a numerical value.

4: Step 2: Handling Class Imbalance with SMOTETomek

SMOTE:

I: For every minority attack sample x;, find its k-nearest neighbors.

II: Select one neighbor x;and generate a synthetic sample as:
Xnew=XiT A (x;—x;), A~ U(O,1)

III: Repeat until the class distribution is balanced.

5: Tomek Links for Cleaning Overlap

I: A pair of samples (x;x;) forms a Tomek link if:
Vxr, d(xix) < d(xixr), dxix) < d(x;,xr)

where d(x,y) is the Euclidean distance.

II: Remove the redundant samples from the majority class in each Tomek link.

III: Prepare the final balanced dataset (Xresampled, Vresampled)-

6: Step 3: Train-Test Split

I: Split (Xresampled, Vresampled) into training and test sets :

(Xtrain, Xtest, ytrain, ytest) «<— train test split (Xresampled, yresampled,70%—30%)

7: Step 4: Train Random Forest Model

I: Start RF technique with » estimators:

RF — RF Classifier (n estimators = 100, random state = 42)

II: Train the model on balanced dataset:

RFfit (Xtrain, ytrain)

8: Step 5: Model Prediction

I: Predict class labels on test set:

ypred «— RF.predict (Xtest)

II: Compute class probabilities:

ypred proba «<— RF.predict proba (Xtest)

9: Step 6: Performance Evaluation

I: Compute Accuracy, Precision, Recall, and F1-score.
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1.6 Dataset and Preprocessing

The WSN-DS dataset consists of multiple network traffic features and five distinct labels:
Normal, Grayhole, Blackhole, TDMA, and Flooding. To prepare the dataset for model training,
the following data preprocessing steps have been considered.

Feature Selection: In this step, the non-relevant attributes, such as ID and Time, were
removed.

Missing Values: Here, any incomplete records or null attributes were eliminated to ensure data
integrity.

Label Encoding: Each attack and normal class were encoded numerically for compatibility
with machine learning models.

1.7 Addressing Class Imbalance with SMOTETomek

To counteract the class imbalance issue, the dataset was balanced using SMOTETomek, a
combination of Smote that generates synthetic data features for minority classes and Tomek
links that remove redundant instances of majority class samples, refining the decision
boundary.

The SMOTE technique generates synthetic instances along the vector between a minority class
sample and one of its k-nearest neighbors:

Xnew = % + 1+ (xj — x;), 2 ~ U(0,1)xnew=xi+)-(xj—xi),A~U(0,1)

where:

. x;x1 is a randomly selected minority sample,
J x;X] 1s its k-nearest neighbor,

J AL is a random number between 0 and 1.

This process increases the representation of attack categories, ensuring that the model learns
attack patterns effectively.

The Tomek links refine the dataset by identifying pairs of nearest-neighbor samples from
different classes:

ka,d(xi,xj) < d(xi,xk),d(xi,xj) < d(xj,xk)

- where d(x, y) is the Euclidean distance.

The majority-class sample in each pair is removed, preventing misclassification at class
boundaries.
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1.8 Training the Random Forest Model

Once the original dataset WSN-DS dataset was balanced, it was split into training (70%) and
testing (30%) subsets. The RF classifier was then trained on the resampled dataset and finally
tested and evaluated the model.

RESULTS AND ANALYSIS

The performance evaluation of the proposed SMOTETomek enhanced Random Forest
Intrusion Detection System on the WSN-DS dataset has been presented in this section. The
performance of the proposed method is evaluated using standard classification metrics,
including accuracy, precision, recall, and F1-score. The results shows its ability to effectively
identify various network security threats. Moreover, some visual analysis, such as confusion
matrix, ROC-AUC curves are employed to illustrate the model’s discriminative capability
across different classes.

The original WSN-DS dataset has a significant class imbalance, where normal traffic instances
are far more prevalent than other attack categories. The Fig. 1 depicts the class distribution of
the WSN-DS dataset before applying the SMOTETomek technique, clearly showing the
dominance of the normal class. After implementing SMOTETomek technique, the dataset
achieved a more balanced distribution, as shown in Fig. 2, ensuring equitable representation of
all classes and thus improving model generalization and detection accuracy. Also, the Fig. 3
depicts the feature distribution of the WSN-DS dataset showing the changes before and after
applying SMOTETomek technique.
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Fig. 1. Class Distribution of the WSN-DS dataset before applying SMOTETomek.
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Fig. 2. Class Distribution of the WSN-DS dataset after applying SMOTETomek.
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Fig. 3. Feature distribution of the WSN-DS dataset showing the changes before and after
applying SMOTETomek.

To get a better understanding of the characteristics of the dataset, pairwise feature relationships
were analyzed, as illustrated in Fig. 4, revealing inter-feature correlations and separability
trends between the classes. Furthermore, the most influential features of the dataset identified
by the enhanced Random Forest model are also shown in Fig. 5. This figure indicates that
certain attributes play a crucial role in differentiating between several types of attacks and
normal behaviour of the network traffic.
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Fig. 4. Pairwise feature relationship of the WSN-DS dataset.
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Fig. 5. The most significant features considered in the WSN-DS dataset.

The classification performance of the proposed SMOTETomek-RF model is summarized in
Table 1, which presents class-wise accuracy, precision, recall, and Fl-score. The model
demonstrated exceptional performance across all categories, achieving consistently high metric
values.

Table 1. Performance Evaluation Metrics for Different Attack Classes and Normal Traffic of
the SMOTETomek-Random Forest Model on the WSN-DS Dataset

Class Accuracy Precision (%) Recall (%) F1-score (%)
(“o)

Normal 99.63 99.86 99.79 99.82

Grayhole 99.62 97.96 98.84 98.40

Blackhole 99.63 98.49 99.67 99.08

TDMA 98.40 96.67 93.32 9497

Flooding 99.63 92.68 99.30 95.87

Table 2 shows that the proposed model achieved an overall accuracy of 99.38%, precision of
97.53%, recall of 98.18%, and an F1-score of 97.62%, reflecting its strong capability to classify
both majority and minority classes accurately. The per-class Fl-scores also indicate the
strength of the model, with excellent performance even for complex attack types.

The confusion matrix in Fig. 6 provides further insights into the model’s prediction
performance, showing the proportion of properly and inaccurately categorized instances for
each class. The strong diagonal values highlight the model’s high detection accuracy with

Received: August 02, 2025 1809



International Journal of Applied Mathematics

Volume 38 No. 10s, 2025
ISSN: 1311-1728 (printed version); ISSN: 1314-8060 (on-line version)

minimal misclassification errors.
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Fig. 6. Confusion matrix for the SMOTETomek-RF model on the WSN-DS dataset.

Additionally, feature correlation within the dataset was examined, as illustrated in Fig. 7, to
analyze redundancy and interdependence among input variables. This analysis supports the

selection of relevant features, thereby enhancing model interpretability and reducing overfitting

risks.
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Fig. 7. Feature correlation heatmap of the WSN-DS dataset.

To evaluate discriminative performance, the ROC-AUC curve were plotted for each attack
class, as shown in Fig. 8 The curves closely approach the top-left corner, confirming that the
proposed model achieved near-perfect AUC scores for all categories. This indicates superior
capability in distinguishing between normal and malicious traffic.
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Fig. 8. ROC-AUC Curve for Each Attack Class of the WSN-DS dataset.

Finally. In order to verify the effectiveness of the suggested model, a performance comparison
with many existing methods was carried out. Table 2 compares the SMOTETomek-RF model
with conventional ML and DL methods such as Decision Tree (DT), and CNN-LSTM, as
reported in prior studies (Kasongo & Sun, 2020; Salmi & Oughdir, 2022).

Table 2. Comparison of Proposed SMOTETomek-RF model with Existing Models

Model Accuracy Precision Recall F1-score
(“o0) (%) (“0)

SVM (Kasongo & Sun, 2020) 93.45 91.78 90.56 91.16

Decision Tree (Kasongo & Sun, 95.67 94.23 93.89 94.06

2020)

CNN-LSTM (Salmi & Oughdir, 94.4 95.9 92.2 -

2022)

Proposed 99.38 97.53 98.18 97.62
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Model Accuracy Precision Recall F1-score
(%) (Y0) (%) (%)

SMOTETomek-RF

From Table 2, it can be concluded that the proposed SMOTETomek-Random Forest model
significantly outperforms existing traditional and hybrid IDS approaches. This remarkable
improvement in all evaluation metrics demonstrates the model’s robustness, stability, and high
detection capability for both frequent and rare intrusion types in Wireless Sensor Networks.

CONCLUSION AND FUTURE WORK

The proposed framework effectively addressed the class imbalance problem in the WSN-DS
dataset through the integration of the SMOTETomek resampling technique, which improves
the model’s learning capability and led to superior classification outcomes across all attack
categories. This method achieved an overall accuracy of 99.38%, precision of 97.53%, recall
of 98.18%, and F1-score of 97.63%, which shows robustness over conventional approaches
such as SVM, Decision Tree, and CNN-LSTM models.

Future research will focus on deploying the model in real-time WSN environments to evaluate
its adaptability under dynamic network conditions, energy constraints, and communication
overhead. Additionally, the integration of deep representation learning and attention-based
hybrid models could further enhance feature extraction and decision accuracy.
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