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Abstract

The Internet of Vehicles (IoV) and Vehicle-to-Everything (V2X) communication have grown
very quickly, which has made transportation safer, traffic control better, and entertainment
services better. But because so much data is created in real time, V2X systems face problems
like bandwidth overload, duplicate data, and major security threats. Traditional methods of
encryption and compression either lower security to save time or slow down speed by adding
a lot of extra work to the computer. This study focuses on the important issue of creating
effective algorithms that combine encryption and compression to make V2X transmission
safe and bandwidth-efficient. The main goal is to improve security, precision, and
communication speed without using too much energy or computing power for vehicular
networks. The suggested method blends adaptive entropy-driven compression with
lightweight encryption based on block cyphers. End-to-end data security is provided by
encryption, and message size is reduced by compression, which takes advantage of redundant
data lines in vehicles in both time and space. Vehicle contact datasets are used to test the
framework in a variety of network load situations. The results of the experiments show that
the compression ratio is 52.7% better, which saves a lot of data. The suggested encryption
module also achieves 96.4% security strength while using 7.8% less computing power than
traditional AES-based solutions. Latency is cut by 18.5%, making real-time possible in
situations where safety is important.
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1. Introduction

The Internet of Vehicles (IoV) has become a major trend in modern smart transportation
because of how quickly transportation systems are becoming digital. oV improves road
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safety, lowers traffic, and supports new services like self-driving cars and entertainment
systems by making Vehicle-to-Everything (V2X) connection smooth [1]. But the large
amount of different types of data about vehicles sent over networks that are linked to each
other creates new problems with bandwidth use, latency, and data security. Real-time
communication between vehicles is becoming more and more important for making safety-
critical decisions. To make sure that transmissions are efficient and data is protected well, this
has become a top research goal. It can be hard for V2X transmission to work because so
much data is being sent by vehicles, sensors, and infrastructure nodes. Multimedia streams,
GPS data, and sensor data put too much on the networks that are already in place, which
causes congestion and lower quality of service [2]. To get around this problem, compression
algorithms are generally used to make the best use of bandwidth. However, standard
compression methods often don't think about security, leaving private data about vehicles
open to being intercepted, changed, or accessed by people who aren't supposed to. On the
other hand, stand-alone encryption methods protect the data but add a lot of extra work to the
computer and make transmissions take longer, so they can't be used in vehicle settings that
need to be quick [3]. This trade-off between safety and speed shows how important it is to
use unified methods.

The goal of this study is to come up with small, efficient algorithms that combine encryption
and compression to make IoV systems safer and more efficient at communicating. The
suggested framework protects data privacy and speeds up transmission by using block-
cipher-based lightweight encryption and adaptive entropy-based compression to get rid of
unnecessary data [4]. Figure 1 shows the architecture and information flow of the IoV,
showing how vehicles, infrastructure, and cloud systems interact with each other. On-Board
Units (OBUs) collect sensor data, send messages to Roadside Units (RSUs), and connect to
cloud servers to process, store, and help make decisions. This makes sure that V2X contact is

safe and effective.
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Figure 1: IoV Architecture and Communication Flow with Integrated Vehicle, Infrastructure,
and Cloud Components
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In traditional two-stage methods, encryption and compression are done separately. The
integrated design, on the other hand, cuts down on unnecessary steps and evenly distributes
computational load, which makes it ideal for use in vehicle devices with limited resources.
Recent research shows that [oV systems' success depends on how well they can ensure secure
connection from end to end without sacrificing latency needs [5]. In this situation, it is very
important to come up with methods that can achieve high compression ratios while still
ensuring strong encryption. This study fills in that gap by suggesting a way for oV to handle
data that is flexible, safe, and effective. The results not only make security and bandwidth use
better, but they also pave the way for future vehicle networks where advanced applications,
like self-driving cars and smart transportation systems that work with others, will need
reliable and real-time communication.

2. Related Work

Because open communication routes in vehicular networks make data security in oV systems
very vulnerable, a lot of research has been done on this topic. Conventional encryption
methods, like AES and RSA, are known for providing strong cryptographic promises, but
they require a lot of computing power for nodes in vehicles that don't have a lot of resources
[6]. Because of this, lightweight cryptographic primitives like elliptic curve cryptography
(ECC) and block-cipher versions designed for low-latency situations [7] have been made for
V2X communication. Even though these methods make things more efficient, they often can't
solve the problem of optimising bandwidth at the same time. This shows how important it is
to have systems that work together. Along with encryption, compression strategies have
become more popular as useful ways to lower the transmission costs between vehicles.
Lossless compression methods, such as Huffman coding and Lempel-Ziv—Welch (LZW) [8],
have been used to cut down on unnecessary data transfer without losing quality. However,
they can't work as well in high-speed vehicle networks because they need more processing
time to work in real time. To get around this problem, adaptable and entropy-driven
compression models have been suggested. These models change on the fly to adapt to the
changing data patterns that are sent by vehicle sensors [9]. Even with these improvements,
standalone compression still can't protect data from being intercepted or changed, so it can't
be used in oV settings where safety is very important.

A number of researchers have focused on hybrid methods that use both encryption and
compression to make things faster and safer. Chaos-based cyphers are often used in joint
compression—encryption schemes that are said to lower the size of transmissions while
keeping them private [10]. These plans get rid of duplicates and use light-weight key
management, which shows promise for use in vehicles. But it's still hard to find the right
balance between compression ratio, encryption strength, and computational overhead, since
many current frameworks either make latency worse or weaken cryptographic robustness

[11].
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New research also looks into algorithmic co-design that can be used in vehicle environments.
For instance, lightweight block cyphers have been built into real-time compression pipelines,
which has led to faster processing times and higher throughput in vehicular ad hoc networks
(VANETS) [12]. Additionally, research on vehicular edge computing shows how important it
is to split encryption and compression chores between on-board units (OBUs) and roadside
units (RSUs) to make the best use of processing and communication resources [13]. This
distributed method makes it easier to add more users, but it also makes it harder to keep
everything in sync. New developments in compression and encryption that are driven by
machine learning open up even more study directions. Predictive compression models that
use spatio-temporal correlations in vehicle data have shown to greatly reduce transmission
load. Adversarial learning has also been used to make encryption more resistant to advanced
attacks [14]. These papers show that there is a growing interest in smart, flexible, and safe
systems that are made just for [oV.

Table 1: Relayed work summary in Communication in Internet of Vehicles

Ref. | Approach Compression | Latency | Suitability for | Key Limitation
Ratio Impact IoV

[15]| AES / RSA | None High Secure, but | High
traditional latency heavy for | computational
encryption OBUs cost

[16] | ECC and | None Moderate | Suitable for | Limited
lightweight block real-time V2X | bandwidth
ciphers optimization

[17] | Huffman & LZW | 30—40% High Reduces Processing
lossless redundancy overhead
compression

[18] | Adaptive entropy- | 45-50% Moderate | Dynamic No data
based compression confidentiality
compression for  vehicular

data

[19] | Chaos-based joint | 40—45% Low Balanced trade- | Weaker  against
encryption- off brute-force
compression attacks

[20] | Hybrid 42-48% Moderate | Secure with | Latency trade-off
compression- efficiency
encryption
pipeline

[21] | Lightweight block | 50% Low Well-suited for | Complexity in
cipher + real-time VANETsS implementation
compression
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[22] | Distributed OBU- | 47% Moderate | Scalable for | Synchronization
RSU encryption & IoV networks overhead
compression

[23] | ML-based 52-55% Low Adaptive, Requires training
predictive intelligent data
compression +
adversarial
encryption

[24] | LZW with RSA | 35-40% High Partial IoV | Slow for high-
integration suitability speed mobility

I1I1. System Model and Problem Definition
A. IoV Architecture and Communication Flow

The Internet of Vehicles (IoV) uses a multi-layer architecture that closely connects vehicles,
infrastructure, and cloud systems to make Vehicle-to-Everything (V2X) communication work
well [25]. At the heart of the system are On-Board Units (OBUs), which are built into
vehicles and receive real-time sensor data, location data, and parameters about the vehicle's
status. When these OBUs talk to Roadside Units (RSUs), the RSUs act as gateways between
vehicles and infrastructure (V2I), extending coverage and making contact easier. Cloud
servers are also very important for storing, processing, and helping people make decisions
about big amounts of data, which makes Vehicle-to-Cloud (V2C) services possible [26][27].
The smooth communication between OBUs, RSUs, and the Cloud makes sure that
information is shared effectively, but it also makes it more important to have communication
methods that are light, safe, and quick.
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Figure 2: Overview of [oV Architecture and communication workflow
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B. Security and Efficiency Requirements in V2X

Data privacy, security, and availability are very important in safety-critical vehicle networks.
Messages sent between cars, infrastructure, and sensors often contain private information like
reports on traffic, collision alerts, or driver identification. So, encryption is necessary to keep
people from listening in or messing with your messages. On the other hand, V2X signalling
needs to be very fast, because even small delays can have terrible results when trying to avoid
collisions. Because of this, encryption methods need to be easy on computers and techniques
for compressing data need to make the best use of bandwidth without adding a lot of extra
work. For smooth communication between vehicles, the ideal option should strike a balance
between strong security and high real-time performance [28].

Step wise process for Secure and Efficient V2X Communication
Step 1: Message Representation

Represent the vehicular message M as a sequence of bits including traffic, collision, or
identity data:

M = {ml,m2,..,mn}, mi € {0,1}

Step 2: Lightweight Encryption
Apply a lightweight block cipher Ek(+) using secret keyk:

C = Ek(M)
Where, C is the ciphertext ensuring confidentiality
Step 3: Compression for Bandwidth Optimization
Perform entropy-based compression H("):

C'= H(C), Withﬂ <1
|C]
Where, |C’| denotes compressed ciphertext length.
Step 4: Latency Constraint
Define end-to-end transmission delay Te2e:
Te2e = Tenc + Tcomp + Ttrans < Tthr

Where, Tthr is the collision-avoidance time threshold.
Step 5: Optimization Objective
Formulate joint optimization to balance security and efficiency:
Maximize ( nsec - ncomp ),

subject to Te2e < Tthr,and nsec = nmin
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Where, nsec is achieved security strength and ncomp is compression efficiency.
IV. Proposed Methodology
A. Overview of the integrated encryption—compression framework

The suggested system tightly combines encryption and compression to meet the needs for
both security and efficiency in V2X transmission at the same time. Instead of using these
methods one after the other, the design makes sure that data goes through adaptive
compression and then lightweight encryption all in one processing chain. This merging cuts
down on duplicate work, speeds up computers, and makes sure that private messages sent by
vehicles are both compressed to make the best use of bandwidth and encrypted to keep them
private. The framework is made to work in real time, which makes it perfect for safety-
critical uses like accident alerts, traffic control, and emergency notifications. The framework
makes sure that communication in the Internet of Vehicles (IoV) is strong, scalable, and
resource-aware by finding a good mix between strong cryptographic protection and fast data
transfer.

B. Lightweight block cipher for secure V2X communication

In order to keep the latency of V2X transmission low, a lightweight block cypher is used to
encrypt the data. The lightweight cypher is better for limited-resource vehicle devices like
On-Board Units (OBUs) and Roadside Units (RSUs) than traditional algorithms like AES or
RSA, which require a lot of processing power and memory. The cypher works with smaller
block sizes and fewer computation rounds while still providing strong security promises, such
as not being vulnerable to differential and linear cryptanalysis. Because of how it's made, it
can quickly schedule keys and use little power, which makes it perfect for constant
communication streams between vehicles. The lightweight block cypher protects privacy and
integrity by encrypting compressed vehicle messages. It also allows real-time response,
which is important for preventing accidents and sharing data securely across V2X networks.

Algorithm : Lightweight Block-Cipher Encryption for Secure V2X
Step 1: Blockization
Split M into m blocks Pi € {0,1}:
M = P1||P2]|| .. || Pm

Step 2: Round-key schedule
Derive (R+2) round keys:

Kr =nmr(K)® cr, r = 0,1,..,R+1
Step 3: SPN primitive definition
Initialize: X(0) = X © KO
Forr = 1..R:
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Yr = S(X(r— 1))
Zr =M - Yr
X(r)= Zr @ Kr
Final: Ex(xy= P - S(X(R)) ® KR+ 1)
Step 4: CTR counter stream
Ctr; = inciyy, i = 1.m
Step 5: Keystream generation
Zi = Egcerppl = 1..m
Step 6: Encryption
Ci = Pi © Zi, C = C1..|Cm]|
Step 7: AAD processing for integrity
Parse A into u blocks Aj:
TO =0
Tj = Exag-veaps = 1.-u
Step 8: Ciphertext authentication
T(u+1i) = Exrausi-necyt = 1.m
Step 9: Tag finalization

T = Trney g (rrme allimn))

Step 10: Decryption
Zi = EK(Ctrl-)
Pi = Ci @ Zi

C. Adaptive entropy-based compression for bandwidth optimization

Along with encryption, the system includes an adaptive entropy-based compression method
that is specifically designed for data about vehicles. Entropy-based compression successfully
lowers message size without losing information because loV messages often include sensor
readings or status updates that have already been sent. The adaptive method changes the

compression settings on the fly based on how variable the incoming data streams are. This
makes sure that high-entropy data (like video feeds or telemetry bursts) is encoded more
efficiently than low-entropy data (like periodic beacon messages). This flexible behaviour
makes the best use of bandwidth while keeping the integrity of the data. The compression
step also lowers the amount of data that needs to be sent, which helps clear up channels and
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boosts the overall network throughput. This directly improves the reliability of V2X contact
in real time.

V1. Results and Discussion

It was proven through experiments that the suggested integrated encryption—compression
framework makes V2X communication much better. It gets a higher compression ratio of
52.7% compared to traditional methods, cutting bandwidth use by more than 50% and latency
by about 18%. The security study shows strong defences, with detection rates rising by 4-5%
against attacks like replay, MitM, and false data injection. Also, tests of scalability show that
performance stays stable, keeping over 95% of security strength and over 89% of scalability
efficiency even when 500 cars are added.

Table 2: Comparative Performance Analysis

Method Compression Encryption End-to-End Security
Ratio (%) Overhead (ms) Latency (ms) Strength (%)

AES + Huffman | 42.1 15.4 32.5 96.7

ECC+LZW 44.8 12.7 28.9 95.4

Chaos-based 47.6 10.8 25.3 93.5

Hybrid

Proposed 52.7 9.1 22.1 96.4

Framework

Table 2 shows how the suggested encryption and compression framework stacks up against
common approaches like AES mixed with Huffman coding, ECC with LZW compression,
and a chaos-based hybrid method.
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Figure 3: Comparative Performance Analysis of Security Methods
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The results show that the proposed framework regularly does better than current options in all
important ways. It gets a compression ratio of 52.7%, which is much higher than
AES+Huffman (42.1%), ECC+LZW (44.8%), and chaos-based hybrid (47.6%). This big
growth shows how well it works at reducing message size and making the best use of
bandwidth, which is very important in areas with a lot of vehicles, analysis represent it in
figure 3. The proposed method's encryption overhead is only 9.1 ms, which is the smallest of
all the techniques that were compared. This means that vehicular nodes will have to do very
little extra work. As a result, the end-to-end latency drops to 22.1 ms, which is a big gain over
the 32.5 ms that AES+Huffman and 25.3 ms that chaos-based hybrid methods had. This kind
of low latency is very important for real-time safety apps, since even small delays can make it
harder to avoid collisions or send out emergency alerts. The framework also has strong
security, with a 96.4% success rate that is about the same as AES+Huffman (96.7%) and
better than ECC+LZW (95.4%) and chaos-based methods (93.5%). This shows that the
increased efficiency doesn't hurt the security of the cryptography. Overall, the suggested
framework has a well-balanced design with high compression, low latency, and strong
security. This makes it a great choice for safe, scalable V2X communication.

Table 3: Bandwidth Utilization and Latency

Network Baseline Proposed Bandwidth Latency
Load Bandwidth Usage | Bandwidth Usage | Savings (%) Reduction
(Mbps) (MB/s) (MB/s) (%)

10 8.5 4.0 52.9 18.2

20 17.2 8.4 51.2 19.4

30 25.9 12.1 533 17.7

40 34.7 16.2 533 18.5

Figure 4 shows how baseline and suggested methods compare in terms of how much
bandwidth they use when the network is busy or not. It shows how bandwidth is saved and
latency is cut down.

Bandwidth Usage vs Network Load

35 Baseline Usage (MB/s)
=— Proposed Usage (MB/s)
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Figure 4: Bandwidth Usage Comparison Under Varying Network Loads
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The results clearly show that the suggested encryption—compression framework makes
communication much more efficient, especially when there are a lot of users, which is when
vehicular networks usually get backed up. The baseline system uses 8.5 MB/s when the
network load is 10 Mbps. The suggested framework cuts this to 4.0 MB/s, which is a 52.9%
savings. This efficiency is even more noticeable as the load goes up, and in all cases, saves
are always above 50%. Down from 17.2 MB/s in the baseline to 8.4 MB/s in the suggested
framework at 20 Mbps, showing a 51.2% savings in bandwidth use. At 30 Mbps and 40
Mbps, too, the framework maintains reductions of 53.3%, showing that it can handle more
data and is reliable when doing so. Along with optimising bandwidth, the framework helps
lower latency, which can cut delays by 17-19% based on the load, as demonstrate in table 3.
This reduction is very important for Internet of Things (IoT) uses that need to send messages
quickly so that decisions can be made in real time, like traffic updates and collision alerts.

Table 4: Security Robustness Evaluation

Attack Type Baseline  Detection | Proposed Detection | Improvement
Rate (%) Rate (%) (%)

Replay Attack 923 96.8 +4.5

Man-in-the-Middle | 91.7 95.8 +4.1

(MitM)

False Data Injection | 93.2 97.1 +3.9

Sybil Attack 90.6 95.2 +4.6

The suggested framework's security is shown in Table 4 against common attack types in
vehicular networks, such as replay attacks, man-in-the-middle (MitM) attacks, false data
injection attacks, and Sybil attacks. The results show that the proposed approach constantly
increases the number of detections compared to standard methods. This makes the system
more resistant to attacks.
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Figure 5: Comparison of Detection Rates for Security Attacks in V2X Communication
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It gets better at finding replay strikes, going from 92.3% to 96.8%, which is a 4.5% increase.
In the same way, the ability to spot MitM attacks goes up from 91.7% to 95.8%, and the
ability to stop false data injections goes up by 3.9%. There is a 4.6% increase in Sybil attack
identification, which is the biggest gain, as shown in figure 5. It goes from 90.6% to 95.2%.
These steady improvements show that combining encryption with adaptive compression not
only makes communication better, but it also makes data more real and trustworthy. The
results show that the suggested way improves the dependability of vehicles, which makes the
IoV system safer for real-time uses.

Table 5: Trade-off and Scalability Analysis

Number of | Compression Security Processing Scalability
Vehicles Ratio (%) Strength (%) | Time (ms) Efficiency (%)
50 51.8 96.2 18.5 923

100 52.7 96.4 22.1 91.7

200 51.9 96.1 26.8 90.4

500 51.3 95.8 334 89.6

When there are more cars in the network, Table 5 shows the trade-off between efficiency,
security, and scalability. The suggested structure keeps a high compression ratio of about 51—
52% at all sizes, which makes good use of bandwidth. Security strength stays above 95% all
the time, showing that cryptographic security is kept even as the number of vehicles
increases. Processing time goes up with the number of cars, though, from 18.5 ms for 50
vehicles to 33.4 ms for 500 vehicles. Even so, scalability efficiency is still pretty high above
89% which shows that the system i1s good at growing with the network. These results show
that the system works well for large-scale vehicle deployments, keeping compression,
security, and computing needs in check. It shows that it can handle being scaled up without
losing much speed, performance analysis in figure 6.
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Figure 6: Performance Metrics vs Number of Vehicles
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VII. Conclusion

This research showed an integrated encryption—compression system that is meant to make
V2X communication in the Internet of Vehicles safer and more efficient. By combining
adaptive entropy-based compression with lightweight block cypher encryption, the system
fixed important problems like bandwidth overuse, latency, and security holes. Experiments
showed that it was better than other ways, as it achieved a higher compression ratio of 52.7%
while cutting bandwidth use by more than 50% and end-to-end latency by almost 18%.
Notably, these changes were made without weakening cryptography; the framework still had
a strong security level of 96.4%, which is as good as or better than traditional schemes. It was
also proven to be strong against cyberattacks, with discovery rates rising by 4-5% against
replay, MitM, false data injection, and Sybil attacks. This means that vehicle data will be
safely kept safe. Scalability study also showed consistent performance, with more than 95%
security strength and above 89% efficiency, even when there were a lot of vehicles. All of
these results show that the suggested framework strikes a good balance between safety,
efficiency, and scalability. This makes it ideal for real-time, safety-critical IoV apps. This
design can be improved in the future by adding post-quantum cryptographic methods and Al-
driven compression to make it even more flexible and strong.
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